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Abstract

Industry is built atop the principle of intellectual property, i.e.,
knowledge about a system, a process, or something else that can be
sold to a customer. Therefore, it is of utmost importance to protect
this intellectual property from competitors. For the development of
complex systems, companies need to collaborate, each contributing
their share of intellectual property needed to develop the system.
The exchange of overlapping parts, e.g., interfaces, is needed for
the integration and ultimately building the system. Sharing the
interface in an incremental way, i.e., by representing it as deltas,
i.e., changes made to a model, improves collaboration efficiency.
Continuous sharing instead of a version-based sharing can further
increase the efficiency. We propose the Deltachain approach, which
combines the delta-based representation of models with encryption-
based access control, allowing us to use untrusted infrastructure
for sharing models.
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1 Introduction

While the thesis title suggests the Deltachain approach [18, 19] is
limited to model-driven development [12], we first want to clarify
that it is not, but is applicable to all artifacts that we can describe
a semantic structure for. For that reason, we use the term arti-
fact in this paper. The two aspects combined in this thesis, i.e.,
delta-based representation (DBR) [22] and encryption-based access
control (EBAC) [5], do not depend on models in the sense of model-
driven development, but rather in the sense of structure that can
be assumed. Therefore, although the dissertation itself will be used
and evaluated with models in the model-driven sense, the concep-
tual requirement is for the artifacts to be of a structure for which
we can define meaningful deltas, as discussed in prior work [16],
which we summarize in the next paragraph. The combination of

This work is licensed under a Creative Commons Attribution 4.0 International License.
ICSE-Companion °26, Rio de Janeiro, Brazil

© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2296-7/26/04

https://doi.org/10.1145/3774748.3787625

135

both DBR and EBAC allow us to provide a storage solution on
untrusted third-party hardware while still being able to provide
intellectual property protection and working in a change-based
manner, improving collaboration productivity.

DBR. Meaningful delta refers to a notion of artifact represen-
tation with deltas, i.e., we derive an artifact by applying all the
deltas that describe the steps necessary to create the state of the
artifact [16, 22]. A fitting example is the representation of commits
in Git!, which consists of added and removed lines in text files
or completely added or removed files. The replacement of lines is
only needed as syntactic sugar to increase readability, although
not technically necessary. The deltas for Git can be used because
Git uses text files, which define a separator between parts of the
artifacts, i.e., newline characters. For an artifact representation to
be usable for our approach, we also need such a separator between
meaningful parts of the artifact, to, e.g., define a delta which adds a
UML class to a UML class diagram.

EBAC. Access control systems [10] restrict the access of subjects
to objects according to rules. For the evaluation of these rules,
usually a monitor is used, which takes access requests from subjects
to objects and evaluates the based on the rules. If access is granted,
the subject gains access to the object, e.g., to read or to modify
it. This monitor needs to be trusted by all organizations sharing
the object, which we deem infeasible for large-scale collaborations,
especially in supply chains of complex cyber-physical systems.
Instead of trusting a monitor, the sharing entity can also enforce
access rights by using encryption and sharing the keys with the
collaborating organizations that should gain access, called EBAC [5].
For EBAC, the whole artifact is divided into parts to which a certain
set of entities should gain access. Afterward, the part is encrypted,
and the keys used for the encryption are distributed to all entities
that should gain access. One drawback of this approach is that every
time something in the artifact changes, the new artifact needs to be
encrypted and shared again. Furthermore, the approach is defined
on specific artifact types.

Background & Motivation. For the sharing of artifacts, we want
to be able to share only what has been changed, using deltas, and
we want to be able to apply it to all kinds of artifacts. Therefore,
we combine EBAC with DBR and as discussed, we want to build
on a defined structure. In our case, this is, regarding the imple-
mentation, a metamodel, and the definition of deltas for that meta-
model, similar to [4, 20]. Deltas have been used for other use cases,
e.g., consistency preservation, and have proven very useful [9]. As
metamodels as a concept are domain-independent, the Deltachain

!https://git-scm.com/, accessed 12.11.2025


https://orcid.org/0009-0001-5775-2225
https://doi.org/10.1145/3774748.3787625
https://doi.org/10.1145/3774748.3787625
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3774748.3787625
https://git-scm.com/

ICSE-Companion 26, April 12-18, 2026, Rio de Janeiro, Brazil

approach supports all domains. The concrete metamodels used to
describe domains are of course not domain-independent, but we
built on the domain-independent meta-metamodel [12] and for the
implementation on the Eclipse Modeling Framework [13]. Both
come with their technical limitations but do not restrict the concept
to a specific domain or tool-set.

Related Work. For being domain-independent, approaches like
Git can be used. On top of Git, a layer to encrypt the data can be
added, as shown in [11]. The two approaches Git-crypt? and git-
encrypt? use encryption of files inside a Git repository to restrict
the access to them. However, the approach separates between public
and private files and not between different groups of entities that
should gain different fine-grained access to the artifacts inside
the repository. In addition, our flexibility in regard to the delta
definition allows for solutions tailored for a specific domain. For the
specific domain of models and therein model repositories, a current
challenge lies in the protection of intellectual property [2]. The
proposed Deltachain approach can be used as a technical foundation
for conceptual architectures for cross-organizational collaborations,
e.g., as outlined in [7]. Close to our approach, not only by the name,
are blockchains and especially blockchain databases [1]. Therein,
the deltas are inflexible compared to our approach. Closely related
to blockchain databases are distributed ledgers [15], which are
similar to the Deltachain, but do not incorporate EBAC.

Organisational. This dissertation project is advised by Ralf Reuss-
ner? at Karlsruhe Institute of Technology. I am currently in the
midst of my fourth year out of five years planned.

2 Requirements

We defined seven requirements to our approach, which we discuss
here shortly. For a longer version, we refer to the vision paper [18].
Please note that we derived the requirements from the cited papers
in the sense, that the papers do pose the requirements for the ap-
proaches discussed themselves. The first requirement is that we
can use the Deltachain as a single source of truth [8], i.e., that all
aspects of the system that need to be described, can be appended to
the Deltachain. We ensure that by using metamodel-independent
deltas. The second requirement is that we do not want collaborators
to provide copies of artifacts or artifact parts, but only the access
is shared [5]. Note that this requirement goes beyond just using
the Deltachain as a single source of truth, because we explicitly
require sharing access. The third requirement is the protection of
intellectual property [3], which we incorporate by using EBAC and
respective mechanisms to distribute keys. The fourth requirement is
that different information sharing scopes can be incorporated [14],
starting from real-time collaboration and going to an infrequent
synchronization, which are all possible ways to use the Deltachain.
The fifth requirement is that we only want to exchange what has
changed, i.e., we only want to store and distribute deltas and not
model states [22]. We do so by explicitly defining and using a delta
metamodel, which is defined on the meta-metamodel level to be
applicable to all metamodels and therefore every domain. The sixth
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requirement is that we want to be able to share the Deltachain
on untrusted hardware [21], which we enable by encrypting the
deltas before storing them on the Deltachain. The seventh require-
ment is that we are on the one hand, domain-agnostic, but that the
Deltachain can be parametrized in a way, that we can still support
domain-specific constructs [12]. We use metamodels to define the
domains and our delta metamodel can be parametrized, so we sup-
port the seamless integration of domain-specific aspects into the
Deltachain, going beyond traditional version control systems [23].

3 Appraoch

The Deltachain approach is built combining four contributions,
which we outline in this section [18, 19]. The semantics of deltas
deal with the way how to represent change in a meaningful way.
Meaningful refers to the discussion in the introduction about DBR,
so how well a delta represents the specifics of a domain, a task, or
anything, that is of particular importance for a use case. We provide
that by employing metamodels and a metamodel-independent but
parametrizable delta metamodel. The Deltachain itself must be
described and the means to derive an encrypted Deltachain and
ways to store it have to be defined, being our second work package.
The third work package is the derivation of encryption rules on
the delta level from the access control rules, which are defined on
the artifact level. The fourth work package is the integration of
all prior work packages into a framework to support intellectual-
property-preserving delta-based artifact sharing. Summarizing, we
highlight selected benefits of our approach.

WP1: Semantics of Deltas. For the semantics of deltas we con-
ducted a scoping literature review [16] to answer the research
questions of how change is modeled, for which purpose it is mod-
eled, and to what extent atomic and composite changes can be
modeled. We also investigated the specific purpose of enhancing
traceability for engineering reviews annotating composite changes
in [6]. Current State: This work package is finished and published.
Contribution: We investigated different approaches on how to
model change and compared them in regard to the purposes they
serve.

WRP2: Delta Encryption and Storage. We proposed a Deltachain
metamodel, encryption methods, and storage methods for the Del-
tachain in [17]. The delta metamodel in [17] is parametrized with a
Git-specific metamodel defining files, lines in files, and blob files,
enabling us to use Github® repositories and their content as case
studies for the evaluation of our approach. Current State: This
work package is finished and published, though some completions
for the complete prototype remain open. Contribution: The contri-
bution of this WP is the definition of a metamodel for the Deltachain,
the encryption methods used and how the Deltachain is handled,
both in its encrypted and unencrypted form.

WP3: Derivation of Encryption Rules. We proposed the DEBAC
approach [17] to derive encryption rules defined on deltas from
access control rules, defined on artifact states, i.e., to grant or not
grant read or write access to specific parts of the artifact. The aim
of the DEBAC approach is to be able to use existing access control
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system information and, by applying the Deltachain approach, ad-
ditionally gain the benefit of being able to use untrusted third-party
hardware. Current State: This work package is finished and pub-
lished. Contribution: The contribution of this WP is the DEBAC
approach, which enables the derivation of encryption rules, as well
as their application to both encrypt and decrypt artifact parts in
order to store or retrieve them from a Deltachain. The generated
encryption rules define symmetric keys for the read access and
mechanisms using asymmetric encryption to also restrict write
access to the artifact stored on the Deltachain.

WP4: Framework. The framework integrates all components, pro-
viding a usable prototype to share intellectual property on untrusted
hardware with other entities in an intellectual-property-preserving
manner. Current State: This work package is conceptually fin-
ished but not published yet. Additionally, several aspects of the
prototypical implementation are still lacking. Contribution: The
contribution of this WP is a conceptual framework as well as a
prototypical implementation allowing the use of a Deltachain in
cross-organizational collaboration.

Benefits. Our approach supports incremental development with-
out explicit interface sharing. Stakeholders can work on the latest
artifact and interface versions by deriving them from the encrypted
Deltachain, choosing when to publish updates. The Deltachain can
be shared securely and freely via cloud services (e.g., AWS) since all
deltas are encrypted. The ability to store any aspect of the system on
the Deltachain creates a complete logical view of the system, though
access remains distributed across organizations to protect intellec-
tual property. Access control is decentralized: organizations grant
keys for specific models or parts, enabling heterogeneous privileges
without a central authority. While encryption introduces perfor-
mance overhead and limits operations like branching or merging on
the Deltachain itself, its primary role is secure cross-organization
sharing without relying on commonly trusted hardware.

4 Planned Evaluation

Our evaluation will focus on validating the Deltachain approach and
its ability to enable secure, incremental, cross-organizational devel-
opment. We will assess (1) performance overhead from encryption,
(2) usability of the framework for incremental development, and
(3) effectiveness of IP protection in cross-organizational scenarios,
once the prototypical implementation has been completed. We will
also analyze scalability by measuring how the Deltachain performs
with increasing numbers of deltas and stakeholders. Case studies
will be derived from GitHub repositories and simulated multi-party
collaboration, using commits and collaborators as heuristic.
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