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1 Introduction

Training neural networks (NNs) with deep learning (DL) requires large amounts of high-quality
training data [129] and substantial computational resources [50]. Data owners, whether individuals
or organizations, often encounter resource constraints in practice: they lack the resources required
to train NNs with adequate predictive performance on their own [104].

Collaborative DL (CDL) systems are a promising approach to overcome resource constraints
in DL. In CDL systems, parties share resources to train NNs or to use NNs for inference. During
training, CDL systems allow data owners to train NNs with their combined training data and to use
third parties’ computational resources [4, 84]. During inference, CDL systems enable data owners to
use third parties’ NNs and computational resources to make predictions [29, 106]. Two fundamental
types of CDL systems can be distinguished: centralized and distributed CDL systems [105]. In
centralized CDL systems, data owners transmit training or inference data to one or more central
servers [49]. In distributed CDL systems, such as federated learning systems, data owners keep
their training and inference data local and only exchange intermediate results of local computations
(e.g., gradients or NN parameters) with other data owners or servers [79].

Despite the promising benefit of overcoming resource constraints, CDL systems also cause
confidentiality and privacy concerns [80, 86]. If data owners transmit plain training data or in-
ference data to central servers, confidential or private information is directly exposed to other
parties. Even if they only exchange intermediate results, other parties may extract confidential or
private information from intermediate results (e.g., with membership inference or reconstruction
attacks [112]). To address confidentiality and privacy concerns, researchers and practitioners devel-
oped various CDL system designs that integrate privacy-preserving techniques (PPTs). PPTs
are technical approaches that are used to protect confidential or private information in training
data, inference data, and NNs. Prevalent PPTs used in CDL systems include differential privacy
(DP), homomorphic encryption (HE), secure multi-party computation (MPC), and trusted
execution environments (TEEs).

Practitioners intending to use CDL systems are confronted with various CDL systems designs
that integrate PPTs in manifold ways. CDL system designs that integrate PPTs differ regarding key
characteristics that influence their suitability for use cases. In some CDL systems, for example, data
owners transmit unprotected intermediate results to a central server. The central server applies
a DP mechanism to prevent data owners from inferring private information from training data
of other data owners [139]. Such CDL systems may be suitable if data owners trust the central
server to correctly apply a DP mechanism. However, such CDL systems are unsuitable if data
owners do not trust the central server. Hence, not all CDL systems are equally suitable for every
use case. To make informed decisions when selecting CDL systems for use cases, practitioners
must understand the range of available CDL system designs, their key characteristics, and their use
of PPTs.

Research on CDL system designs that integrate different PPTs is scattered across research streams
with heterogeneous terminology. For example, CDL systems that use DP mechanisms are often
described in DL and statistics research [3, 22, 92], whereas CDL systems that use MPC tend to
be described in security research [4, 61, 62]. Hence, understanding the range of available CDL
system designs requires drawing parallels between CDL systems that use distinct PPTs from a
dispersed body of literature. To support researchers and practitioners in gaining a comprehensive
understanding, a synthesis of CDL systems, their key characteristics, and their use of PPTs is
needed. Therefore, we set out to answer the following research questions (RQs):

— RQ1: What key characteristics differentiate CDL system designs?
— RQ2: How do common CDL system designs use PPTs?
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To answer our RQs, we adopted a three-phased research approach. First, we searched for rele-
vant publications on CDL systems that use PPTs with a snowballing approach [140]. Second, we
developed a privacy-focused CDL system taxonomy based on 122 scientific publications describing
149 CDL systems by following a systematic taxonomy development method [90]. Third, we applied
a taxonomy-based clustering approach to derive archetypes of CDL systems [51] and analyzed how
CDL systems that implement these archetypes use PPTs.

This article makes three main contributions. First, we present a systematically developed, privacy-
focused CDL system taxonomy comprising 4 categories with 16 dimensions and 49 characteristics.
The CDL system taxonomy supports researchers and practitioners in consistently classifying and
describing CDL systems and their characteristics. Second, we present four CDL system archetypes.
The CDL system archetypes illustrate prevalent CDL system designs and their common charac-
teristics. For researchers and practitioners, the CDL system archetypes provide a starting point
for selecting CDL systems suitable for use cases. Third, we describe how CDL systems implement
the CDL system archetypes using PPTs to protect training data, inference data, and NNs. This
provides a basis for understanding which privacy goals can be fulfilled with PPTs in CDL system
designs.

This article unfolds as follows. Section 2 introduces relevant background knowledge on DL, CDL
systems, privacy-related attacks in DL, and PPTs used in CDL systems. In Section 3, we describe
how we developed a privacy-focused CDL system taxonomy and CDL system archetypes based on
scientific literature. Section 4 presents our privacy-focused CDL system taxonomy and its categories,
dimensions, and characteristics. In Section 5, we delineate the developed CDL system archetypes
and describe how prevalent CDL system designs integrate PPTs to implement these archetypes. In
Section 6, we discuss the principal findings, contributions, and limitations of our work and describe
promising directions for future research. Section 7 concludes this article.

2 Background
2.1 Deep Learning

DL is a machine learning technique that uses NNs to solve tasks [63]. NNs are composed of neurons
that receive inputs, process these inputs, and produce outputs. For each input xq,...,x, € R, a
neuron has an associated weight wy, ..., w,, € R. Neurons compute the weighted sum of their inputs
Y = wyx| + ... + w,x, + b, where b € R is an additional bias term. The weighted sum yis passed
into a non-linear activation function f : R — R to produce the output z = f(y) of the neuron. An
example of a typical activation function is the rectified linear unit function ReLU(x) = max(0, x).

Neurons in NNs are commonly arranged in layers. The first layer of a NN, the input layer, receives
input data (e.g., an image). The following layers are referred to as hidden layers. Hidden layers
extract increasingly abstract features from input data (e.g., edges, contours, and object parts). The
last layer, the output layer, produces the results of a NN (e.g., which objects are identified on an
image) [40]. NNs are called feed-forward NN if data flows in only one direction, from the input
layer to the output layer. Conversely, NNs that feed outputs of neurons back into neurons in the
same or previous layers are referred to as recurrent NNs. Modern NNs use various types of layers,
such as attention layers, convolutional layers, and recurrent layers.

A NN architecture defines its structure, including the number and types of layers, the number
of neurons per layer, and the activation functions used. Different NN architectures are suitable
for different types of tasks. For instance, NNs with convolutional layers are especially suitable for
image processing tasks. Meanwhile, NNs with recurrent layers are more suitable for tasks that
benefit from remembering information from prior inputs, such as natural language processing
tasks and time series analysis tasks. Suitable NN architectures for tasks can be identified through
manual tuning or automated neural architecture search techniques [33].
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A typical DL lifecycle comprises two principal stages: a training stage and an inference stage. In
the training stage, a learning algorithm uses training data to iteratively optimize parameters (e.g.,
weights and biases) of a NN by minimizing a loss function. Learning algorithms in DL typically use
two main processes: forward propagation and backward propagation. During forward propagation,
input data flows through the layers of a NN to generate an output (i.e., a prediction). A loss function
evaluates how well the NN currently performs by measuring the difference between the NN’s
predictions and target values (e.g., labels). During backward propagation, the learning algorithm
calculates how each parameter contributed to the difference between predictions and target values
and adjusts each parameter to minimize the difference in subsequent iterations. In the inference
stage, a trained NN is used with inference data (i.e., unseen data instances) to make predictions.
Only forward propagation is required in the inference stage because parameters are not adjusted.

2.2 Collaborative Deep Learning Systems

CDL systems can help overcome resource constraints in DL, such as limited availability of training
data or computational resources. In CDL systems, multiple parties share resources to train NNs or
to use NN for inference. Parties are individuals or organizations that participate in CDL systems.
Two principal types of parties that actively participate in CDL systems can be distinguished based
on their goals and the resources they provide: data owners and servers. Data owners aim at training
NN or to use NN for inference. They provide training data (in the training stage) or inference
data (in the inference stage) to CDL systems. Depending on the CDL system design, data owners
provide varying amounts of computational resources. Servers aim at supporting the execution of
the training or the inference stage. They provide computational resources to CDL systems. Unlike
data owners, they do not provide their own training data or inference data. However, servers may
receive training data or inference data from data owners during the training or inference stage.
CDL systems use varying numbers of servers. Some CDL systems do not use any servers.

Extant literature commonly distinguishes between two types of CDL systems: centralized CDL
systems and distributed CDL systems [68]. In centralized CDL systems, training and inference
stages are executed in a centralized manner. One or more servers hold (parts of) a NN. In the
training stage, data owners upload training data to servers. Servers train a NN with training data
of data owners. After training, servers either return the trained NN to data owners or retain it for
the inference stage. In the inference stage, servers use a NN to make predictions. Servers either
use NN retained from the training stage or NNs trained outside the CDL system. NNs trained
outside the CDL system are provided to CDL systems by an external NN owner [19] or by a party
in the CDL system (e.g., a server) [82]. Data owners transmit inference data to servers. Servers use
inference data and a NN to make predictions and return these predictions to data owners.

In distributed CDL systems, data owners do not transmit plain training data or inference data to
other parties. Instead, they compute intermediate results based on local training data or inference
data and transmit these intermediate results to other parties [55]. Distributed CDL systems can
be further categorized into distributed CDL systems with and without servers. In distributed CDL
systems with servers, servers orchestrate the execution of training and inference stages. For example,
in federated learning systems, a central server broadcasts a global NN to data owners. Data owners
train the NN with their local training data and return intermediate results (e.g., gradients or NN
parameters) to the central server. The central server aggregates the intermediate results (e.g., by
averaging gradients) and updates the global NN [79]. In distributed CDL systems without servers,
data owners take on the tasks of central servers. For example, in gossip learning systems, each data
owner receives intermediate results from other data owners and uses these intermediate results to
update its local NN [47]. In swarm learning systems, data owners use blockchain smart contracts
to aggregate intermediate results and update a global NN [138].
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Table 1. Overview of Privacy-Related Attacks in DL and References to Black-Box and White-Box Examples

Attack Type Goal Black-Box Examples White-Box Examples

Membership inference Determine whether specific data Shokri et al. [124], Rahman et al. [103],
instances were part of the training ~ Choquette-Choo et al. [23] Nasr et al. [86]
dataset of NNs

Model extraction Infer information about the Tramér et al. [132], -

architecture and parameters of NNs  Yu et al. [146]
or fully reconstruct NNs

Property inference Extract information about the Song and Raghunathan [127], Ganju et al. [37],
training dataset of NNs that may be Mahloujifar et al. [78] Song and Raghunathan [127]
unrelated to the task of NNs

Reconstruction Recreate data samples or generate Fredrikson et al. [35], He et al. [46],
class representatives of data samples Salem et al. [117] Zhang et al. [149]

used to train NNs

2.3 Privacy-Related Attacks in Deep Learning

To understand the need for PPTs in CDL systems, knowledge of privacy-related attacks in DL is
required. Data owners in CDL systems must exchange data (either plain training and inference
data or intermediate results) with other parties. Even if adversaries do not gain direct access to
training data, inference data, or NNs, they can exploit access to intermediate results or outputs
of DL stages to extract private information from data or NNs. Privacy-related attacks in DL can
be broadly categorized into black-box and white-box attacks [112]. Black-box attacks assume that
adversaries have limited access to a NN. Adversaries can query a NN with arbitrary inference data
and observe the corresponding outputs, but they do not know the architecture or parameters of a
NN. In contrast, white-box attacks assume that adversaries know the architecture or parameters
of a NN. The following sections describe the most relevant types of privacy-related attacks in DL.
Table 1 summarizes relevant types of privacy-related attacks and provides references to black-box
and white-box examples.

2.3.1 Membership Inference Attacks. Membership inference attacks aim at determining whether
specific training data instances were part of the training dataset of a NN [112]. Such attacks
exploit that NNs tend to behave differently for data instances they were trained on compared
with data instances they encounter for the first time. For example, the confidence of a NN in its
predictions is often higher for data instances from the training dataset compared with unseen
data instances [124]. Adversaries can execute membership inference attacks with black-box [124]
or white-box access [86] to a NN. For instance, black-box membership inference attacks can be
executed by training multiple shadow NN that mimic the behavior of a target NN. Adversaries train
these shadow NNs on a dataset similar to that of the target NN. Then, adversaries query the shadow
NNs with data instances they were trained on and with unseen data instances. Finally, adversaries
train a binary classifier on the shadow NN outputs to distinguish between data instances from the
training dataset of the target NN and unseen data instances [124]. White-box membership inference
attacks are typically more effective as adversaries can exploit additional information [112].

2.3.2  Model Extraction Attacks. Model extraction attacks aim at inferring information about
the architecture and parameters of NNs or to fully reconstruct NNs. As white-box attacks assume
that an adversary already has full access to a NN, model extraction attacks typically assume
black-box access to a NN. Model extraction attacks can also be used as preparation to execute
further attacks, such as membership inference attacks [112]. Adversaries execute model extraction
attacks, for example, by repeatedly querying NNs to generate pairs of inference data instances and
corresponding NN outputs. These pairs are then used to train a shadow NN that approximates the
behavior of a target NN [132].
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2.3.3  Property Inference Attacks. Property inference attacks aim at extracting information about
the training dataset of a NN that may be unrelated to the actual task of the NN and that is not
explicitly encoded as features in the training dataset [112]. For example, adversaries may use
property inference attacks to infer whether the training dataset of a NN contains people of a certain
age while the actual task of the NN is to detect diseases. Property inference attacks can be executed
with black-box [127] or white-box access [37] to a NN. Like membership inference attacks, property
inference attacks can be executed using shadow NNs. Adversaries create two auxiliary datasets:
one with the target property, and one without the target property. Then, they train two shadow
NN using the auxiliary datasets and repeatedly query these two shadow NN to obtain outputs.
Finally, adversaries train a binary classifier to distinguish between outputs originating from NNs
with and without the target property in their training data [80].

2.3.4 Reconstruction Attacks. Reconstruction attacks aim at recreating data instances from the
training dataset of a NN. Adversaries can execute reconstruction attacks with black-box [35] or
white-box access [46] to a NN. Reconstruction attacks can also be executed using shadow NN [46].
There are two types of reconstruction attacks: those that recover actual data instances from training
data and those that generate class representatives [112]. Class representatives are synthetic data
instances that may not exist in the training dataset but approximate the average characteristics of
a class. For example, for face recognition, a class representative could be a synthetic image that,
while it depicts a realistic human face, does not exist in the training dataset.

2.4 Privacy-Preserving Techniques

To protect training data, inference data, and NNs, CDL systems integrate PPTs (i.e., DP, HE, MPC,
and TEEs). The following sections briefly introduce each of these PPTs. Section 5 details how PPTs
are used in prevalent CDL system designs to protect training data, inference data, and NNs.

2.4.1 Differential Privacy. DP is a mathematical framework that provides quantifiable definitions
of privacy. To satisfy these definitions, DP mechanisms are used. DP mechanisms aim at enabling
the extraction of useful information from a dataset while protecting individual data instances in the
dataset. Useful properties of DP mechanisms include their sequential and parallel composability
and their invariance to post-processing [101]. Intuitively, a mechanism fulfills the definition of DP if
no output is significantly more or less likely based on whether a specific data instance was included
in a dataset or not. Formally, a randomized mechanism M satisfies the definition of e-DP if for any
two adjacent datasets Dy, D, and all subsets S of the output space, the ratio of likelihoods to get a
particular output is bounded by €, that is, P[M(D;) € S] < €¢ - P[M(D,) € S] [30]. Datasets are
adjacent if they differ in exactly one data instance. € is referred to as the privacy budget. Smaller
values of € provide stronger privacy guarantees but also reduce the accuracy of a DP mechanism.
In addition to e-DP, alternative definitions of DP have been proposed that generalize or modify
the e-DP definition. Examples include (e, §)-DP [31], concentrated DP [32], Rényi-DP [81], and
zero-concentrated DP [16].

DP can be applied at different stages of a typical DL lifecycle: to training data before training, to
training algorithms during training, or to predictions of NNs during inference. A common approach
is to apply DP to gradients during training with the differentially private stochastic gradient de-
scent (DP-SGD) algorithm [101]. The DP-SGD algorithm satisfies (¢, §)-DP by clipping the L,-norm
of gradients and adding calibrated Gaussian noise. The privacy budget spent over multiple training
iterations with the DP-SGD algorithm can be tracked with the moments accountant method [1].

2.4.2 Homomorphic Encryption. HE schemes enable arithmetic operations on encrypted data.
After decryption, the result of an operation performed on homomorphically encrypted data matches
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the result of the same operation performed on the corresponding unencrypted data. Based on
the type and number of operations that can be performed, HE schemes can be categorized into
partially HE, somewhat HE, leveled HE, and fully HE schemes [2]. Partially HE schemes allow
either addition (e.g., Paillier [95]) or multiplication (e.g., RSA [113]) for an unlimited number of
times. Somewhat HE schemes (e.g., BGN [12]) and leveled HE schemes (e.g., CKKS [20]) support
addition and multiplication, but for a limited number of times. Fully HE schemes allow an unlimited
number of addition and multiplication operations (e.g., TFHE [21]). There are single-key and multi-
key variants of many HE schemes. Single-key HE schemes only allow operations on ciphertexts
encrypted with the same key. Multi-key HE schemes allow operations on ciphertexts encrypted
under different keys (e.g., by different parties) [25].

During encryption, HE schemes add random noise to encrypted data to ensure ciphertext indistin-
guishability (i.e., that multiple encryptions of the same plaintext produce different ciphertexts). Each
operation performed on ciphertext increases the amount of noise in the result. After a predetermined
number of operations, the noise exceeds a threshold, and the ciphertext can no longer be decrypted
accurately. To allow an unlimited number of operations, fully HE schemes incorporate bootstrap-
ping [38]. Bootstrapping outputs a fresh ciphertext of the same plaintext with reduced noise.

2.4.3  Secure Multi-Party Computation. MPC protocols enable multiple parties to jointly compute
functions over their inputs without revealing these inputs. Two-party computation (2PC) protocols
are MPC protocols between exactly two parties. Foundational research proved that any computable
function can be computed securely with general-purpose MPC protocols [39, 145]. However, general-
purpose MPC protocols are too inefficient for many practical applications because of their high
computation and communication overhead. Therefore, researchers developed specialized MPC
protocols that focus on improving efficiency for practical applications [150]. MPC builds on a
variety of primitives, including HE, oblivious transfer, garbled circuits, and secret sharing. The
following briefly introduces the primitives commonly used in MPC protocols.

Oblivious transfer protocols are 2PC protocols between a sender and a receiver [102]. They allow
the receiver to choose and obtain a subset of multiple messages held by the sender. The sender does
not learn the choice of the receiver, whereas the receiver does not learn the unchosen messages. In
the simplest case of a 1-out-of-2 oblivious transfer, the sender has two messages m, and m,. The
receiver has a choice bit b and wants to receive the message my, without the sender learning b. The
idea of oblivious transfer can be generalized to k-out-of-n oblivious transfer. Here, the receiver
chooses and obtains k messages from a set of n messages held by the sender [15].

Garbled circuits are 2PC protocols between a garbler and an evaluator [145]. Garbled circuit
protocols consist of four main steps. First, the garbler constructs a Boolean circuit representing the
function to be computed. The garbler assigns two cryptographic labels to each wire (corresponding
to 0 and 1) and encrypts each possible output label of a gate using the corresponding input labels
as encryption keys. Second, the garbler sends the encrypted circuit and its own input labels to
the evaluator. The evaluator obtains its input labels via oblivious transfer without revealing its
choices to the garbler. Third, the evaluator evaluates the circuit by sequentially decrypting gate
outputs using the provided input labels without learning intermediate values. Finally, depending
on the protocol variant, the garbler, the evaluator, or both parties obtain the final output values. If
the garbler should obtain the final output values, the evaluator sends the final output label to the
garbler. The garbler maps the final output label to actual output values.

Secret sharing is a cryptographic technique that enables the distribution of a secret as secret
shares to a set of n parties. To reconstruct the secret, all or a specific number of parties must
combine their secret shares. Secret sharing schemes that enable a specific number of parties to
reconstruct a secret are referred to as threshold secret sharing schemes. In an (n, t)-threshold secret
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sharing scheme, a dealer splits a secret into n shares and distributes the shares to n parties. At least
t parties are required to reconstruct the secret. There are various types of secret sharing, including
additive secret sharing, Boolean secret sharing, and Shamir’s secret sharing. In additive secret
sharing, a dealer shares a secret value x with n parties by selecting random values x, ..., x;,, such
that x = x; + ... + x,,. In Boolean secret sharing, a secret bit b is shared with n parties such that
b =0b; ®..® Db, [24]. Shamir’s secret sharing is a threshold secret sharing scheme. In Shamir’s
secret sharing, a dealer shares a secret s by constructing a random polynomial f(x) of degree t — 1
where f(0) = s. Then, the dealer selects n points on the polynomial and gives one point to each
party. Since ¢ points are required to define a polynomial of degree ¢t — 1, at least ¢ parties must
combine their secret shares to reconstruct the secret [122]. Linear operations, such as adding two
secret-shared values, adding constants to secret-shared values, or multiplying secret-shared values
with constants, can be executed without interaction between parties holding secret shares. To
enable efficient multiplication of two secret-shared values, Beaver triples can be used [9]. A Beaver
triple consists of three values a, b, and ¢, such that ¢ = a x b. Beaver triples are pre-computed and
distributed to the parties that hold secret shares. Importantly, each Beaver triple can only be used
once in a protocol to avoid leakage of private data.

2.4.4 Trusted Execution Environments. TEEs are hardware-enforced execution environments
that isolate computations from untrusted code, including privileged software such as the op-
erating system. They aim at ensuring confidentiality and integrity of computations inside the
TEE [116]. An important feature of TEEs is their remote attestation. Remote attestation allows
third parties to verify the integrity of code running inside a TEE. Remote attestation relies on a
hardware-based root of trust. To enable remote attestation, processors that support TEEs embed
cryptographic keys to certify their authenticity. After successful remote attestation, third parties
can establish an encrypted communication channel with the TEE to securely exchange sensitive
data. Examples of TEE implementations include ARM TrustZone [100] and Intel Software Guard
Extensions [26].

3 Methods

Our research approach comprised three phases: literature search, taxonomy development, and
archetype development. The following describes each phase in detail. Figure 1 summarizes our
research approach.

3.1 Literature Search

In the first phase, we applied the snowballing approach proposed by Wohlin [140] to identify
scientific literature on CDL systems that use PPTs. The snowballing approach uses a start set of
relevant papers and identifies additional relevant papers through backward and forward searches.
For an overview of the snowballing literature search and the number of papers identified and
excluded in each step, we refer to Section A.1 in the appendix.

To build a start set of CDL systems that use PPTs, we searched the databases ACM Digital Library,
IEEE Xplore, Scopus, and Web of Science with the following search string: TI-KE-AB (( priva* OR
confidential” ) AND ( neural network OR deep learning ) AND system ). Given the extensive body of
research on CDL systems, we did not aim at analyzing all CDL systems but rather a representative
sample to develop a taxonomy. Therefore, we followed the suggestion by Wohlin [140] and limited
our initial search to highly cited papers. In particular, we included only papers with at least 100
citations at the time of our search, according to the database where we found the article. This
threshold was applied only to build the start set, not during the subsequent snowballing. Our search
in January 2024 yielded a list of 256 papers. After screening this list and removing 81 duplicates
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Fig. 1. Overview of our research approach.

and 1 retracted article, we ended up with 174 unique papers. We then assessed the titles, abstracts,
and full texts of the 174 unique papers for eligibility. We removed 112 papers that did not describe
at least one CDL system in detail. Moreover, we excluded 41 papers that were limited to specialized
application areas (e.g., electrocardiogram classification or intrusion detection) as we were interested
in general-purpose CDL systems. This process yielded a start set of 21 papers for snowballing.

To identify additional papers that describe CDL systems, we applied one iteration of backward
and forward snowballing [140]. For backward snowballing, we screened the reference list of each
paper in our start set. We identified candidate papers for potential inclusion based on their title, as
well as the place and context of the reference. For forward snowballing, we used Google Scholar to
identify papers that reference papers in our start set. We screened the titles and abstracts of the first
100 results on Google Scholar for each paper in our start set to identify candidate papers. Based on
their full texts, we decided whether to include candidate papers identified through forward and
backward snowballing. We identified 101 additional papers that describe CDL systems through
backward and forward snowballing. Combined with the start set of 21 papers, our snowballing
literature search yielded a final set of 122 papers.

To complete the literature search, we extracted CDL systems from the identified literature. In
the final set of 122 papers, we identified 149 distinct CDL systems. These form the foundation for
taxonomy development and archetype development in the subsequent phases.

3.2 Taxonomy Development

In the second phase, we developed a privacy-focused CDL system taxonomy. Taxonomies are
important tools in many disciplines as they support researchers and practitioners in understanding
and analyzing complex domains [90]. To develop a privacy-focused CDL system taxonomy, we
applied the systematic taxonomy development method proposed by Nickerson et al. [90]. The
method comprises 7 steps, with steps 3 to 7 being carried out iteratively.

As a first step, we defined the meta-characteristic for our taxonomy. The meta-characteristic
is the most comprehensive characteristic and serves as a basis for the choice of subsequent char-
acteristics in the taxonomy. All characteristics of the taxonomy must logically follow from the
meta-characteristic [90]. We defined the meta-characteristic as principal factors that influence the
suitability of CDL systems for use cases. In the second step, we specified ending conditions. Ending
conditions determine when the iterative execution of steps 3 to 7 of the taxonomy development
method stops. We adopted the 8 objective and 5 subjective ending conditions proposed by Nickerson
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et al. [90]. The objective ending conditions require the dimensions of a taxonomy to have mutually
exclusive and collectively exhaustive characteristics. The subjective ending conditions require a
taxonomy to be comprehensive, concise, explanatory, extendable, and robust.

We then iteratively executed steps 3 to 7. The iterations followed either an empirical-to-conceptual
(inductive) approach or a conceptual-to-empirical (deductive) approach. In empirical-to-conceptual
iterations, we carefully analyzed and compared CDL systems described in literature to identify
relevant CDL system characteristics. In conceptual-to-empirical iterations, we used conceptual
literature and our knowledge of CDL systems to revise the taxonomy. At the end of each iteration,
we re-examined all CDL systems from prior empirical-to-conceptual iterations and assigned the
characteristics of the revised taxonomy to each CDL system. This provided us with a complete
dataset for the archetype development in the third phase. In total, we conducted 6 iterations of
steps 3 to 7. For an overview of the taxonomy development iterations, we refer to Section A.2 in
the appendix.

3.3 Archetype Development

In the third phase, we used cluster analysis to derive CDL system archetypes that support the
selection of CDL systems for use cases. Cluster analysis aims to group objects such that objects
within the same group are as similar as possible, whereas objects in different groups are as dissimilar
as possible. We applied a taxonomy-based cluster analysis approach comprising three steps to
identify prevalent CDL system designs [51]. In a fourth step, we analyzed the CDL systems in each
cluster and their use of PPTs.

First, we prepared the data for clustering. We used our data on 149 CDL systems classified using
the CDL system taxonomy from the second phase. We carefully assessed the dimensions of the CDL
system taxonomy using our domain knowledge and deemed all dimensions relevant for clustering.
Moreover, we prepared label-encoded and one-hot-encoded versions of our dataset to enable the
use of different clustering algorithms. Our dataset did not have any missing values.

Second, we clustered the 149 CDL systems based on the characteristics of our taxonomy. We
followed recommendations from extant literature and compared seven clustering algorithms suitable
for categorical data [51]. In particular, we used the following clustering algorithms and similarity
measures: CD-clustering with Hamming distance, k-medoids with Hamming distance, k-modes
with Ng’s dissimilarity [88], k-PbC with information-theoretic-based dissimilarity [89], k-SCC with
Lin similarity [13], LSHFk-Centers with DILCA [54], and StepMix with latent class probabilities.
We conducted 1,000 runs of each clustering algorithm for numbers of clusters k ranging from 3 to
10 and calculated the average silhouette scores (see Section A.3 in the appendix). Higher silhouette
scores indicate better cluster cohesion and separation [51].

Third, we assessed the clustering solutions with a quantitative and a qualitative evaluation. For
the quantitative evaluation, we analyzed the average silhouette scores of the selected clustering
algorithms and numbers of clusters. The LSHFk-Centers algorithm with 4 clusters reached the
highest average silhouette score. Since the highest average silhouette scores for all numbers of
clusters were in close proximity, we decided to also evaluate these clustering solutions in a qualitative
evaluation. For the qualitative evaluation, we compared and rated the meaningfulness of the
clustering solution with the highest silhouette score for each number of clusters. We discussed and
compared the explanatory power of these clustering solutions and sought meaningful interpretations
for all clusters. Ultimately, we decided that the clustering solution from the LSHFk-Centers algorithm
with 4 clusters provided the highest meaningfulness, confirming the quantitative evaluation.

Fourth, we analyzed and compared the CDL systems in each cluster of the selected clustering
solution to develop CDL system archetypes. We extracted characteristics shared by a substantial
part of CDL systems in each cluster and analyzed how CDL systems in each cluster use PPTs to
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Table 2. A Privacy-Focused CDL System Taxonomy

Dimension Characteristics
Inference Data Privacy Goal ~ None | Input Privacy
g Training Data Privacy Goal None | Input Privacy | Output Privacy | Input Privacy and Output Privacy
£ NN Architecture Privacy Goal None | From DOs | From Servers | From DOs and Servers
NN Parameter Privacy Goal =~ None | From DOs | From Servers | From DOs and Servers
§ Data Owner Interactivity Non-Interactive | Interactive
§ DL Stages Training | Inference | Training and Inference
&  Main Computing Parties DOs | Servers | DOs and Servers
#  Colluding Parties None | DOs | DOs and Servers
§ Data Owner Corruption None | Honest-but-Curious | Malicious
E Server Corruption None | Honest-but-Curious | Malicious
Communication Paths DO < DO | DO % Server | DO < DO and DO & Server | DO & Server and Server < Server
... Data Partitioning Arbitrary | Horizontal | Vertical
%D Number of Data Owners One | Few (< 100) | Many (> 100)
E* Number of Servers None | One | Multiple
Scope of NNs Global | Individual | Split
Trusted Third Party Not Required | Required

Data owners are abbreviated as DOs in characteristics.

meet privacy goals. We describe the CDL system archetypes, their common characteristics, and
their use of PPTs in Section 5.

4 A Privacy-Focused Collaborative Deep Learning System Taxonomy

To support researchers and practitioners in consistently classifying CDL systems that use PPTs and
in describing their characteristics, we developed a privacy-focused CDL system taxonomy. Our
privacy-focused CDL system taxonomy comprises four categories of dimensions: privacy, processes,
threats, and topology. In total, these categories include 16 dimensions with 49 characteristics. In the
following, we describe each category, dimension, and characteristic. Table 2 provides an overview
of our privacy-focused CDL system taxonomy.

4.1 Privacy

The privacy category comprises four dimensions with 14 characteristics related to the protection of
inference data, training data, and NNs from unauthorized access by third parties.

Inference Data Privacy Goal. Protecting inference data is a key challenge in CDL systems. The
two characteristics of the inference data privacy goal dimension describe whether a CDL system is
designed to protect inference data from unauthorized access by third parties. CDL systems that
are not designed to protect inference data have an inference data privacy goal of none. Such CDL
systems may be suitable if parties only interact during the training stage or if inference data does
not contain private information. CDL systems with the characteristic input privacy are designed to
protect inference data from parties that execute the computations required for the inference stage.
Input privacy covers the inference data itself and intermediate and final results of computations (i.e.,
predictions). If data owners transmit inference data to untrusted parties who execute computations,
these untrusted parties should not be able to learn private information from inference data.

Training Data Privacy Goal. Another key challenge in CDL systems is the protection of training
data. The training data privacy goal dimension comprises four characteristics describing the type
of protection a CDL system is designed to ensure for training data. The training data privacy goal
is none for CDL systems that are not designed to protect training data. CDL systems with the
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characteristic input privacy are designed to protect training data from parties that execute the
computations required for the training stage. Input privacy covers the training data itself and
intermediate and final results of computations (i.e., NNs). Input privacy is required when data
owners transmit private training data or intermediate results based on private training data to
untrusted parties who execute computations. CDL systems that are designed to ensure that outputs
of DL stages do not reveal private information from training data have the characteristic output
privacy. Output privacy is needed when outputs of computations (i.e., NNs or predictions made
with NNs) are made available to untrusted parties. CDL systems designed to fulfill both previous
goals have the characteristic input privacy and output privacy.

Neural Network Architecture Privacy Goal. The NN architecture privacy goal dimension describes
which parties a CDL system is designed to protect the structure of NNs from. Development of NN
architectures requires substantial resources. Moreover, knowledge of NN architectures enables
more effective privacy-related attacks. Therefore, NN owners often want to protect NN architectures
from unauthorized access by third parties. The NN architecture privacy goal dimension comprises
four characteristics. CDL systems that are not designed to protect NN architectures have a NN
architecture privacy goal of none. Some CDL systems are designed to protect NN architectures only
from data owners or only from servers. CDL systems that are designed to fulfill both previous goals
have a NN architecture privacy goal of from data owners and servers.

Neural Network Parameter Privacy Goal. The NN parameter privacy goal dimension describes
which parties a CDL system is designed to protect NN parameters (e.g., weights and biases) from.
NN owners often want to protect NN parameters from unauthorized access by third parties because
training NN parameters requires substantial computational resources. The NN parameter privacy
goal dimension comprises four characteristics. CDL systems with a NN parameter privacy goal of
none are not designed to protect NN parameters. Some CDL systems are designed to protect NN
parameters either only from data owners or only from servers. CDL systems that are designed to
combine these goals have the characteristic from data owners and servers.

4.2 Processes

The processes category comprises three dimensions with eight characteristics related to the execu-
tion of DL stages in CDL systems.

Data Owner Interactivity. The data owner interactivity dimension describes the frequency of
data owners’ interactions with other parties in CDL systems. This dimension is important when
considering what kind of data owners participate in use cases. If data owners use mobile devices
with unreliable internet connections, data owners are more likely to drop out during the execution
of DL stages. In CDL systems that require frequent interaction with data owners, dropouts of
data owners may lead to aborted or delayed execution of DL stages. Hence, CDL systems that
require less frequent communication with data owners seem more suitable for such use cases. The
data owner interactivity dimension comprises two characteristics. CDL systems in which data
owners communicate in at most two communication rounds with other parties (i.e., other data
owners or servers) are commonly referred to as non-interactive. In a first communication round,
data owners transmit inputs to DL stages (i.e., training data or inference data) to other parties.
In a second communication round, other parties transmit outputs of DL stages (i.e., NNs after
training or predictions after inference) to data owners. Conversely, data owners in interactive CDL
systems communicate in more than two communication rounds. In interactive CDL systems, data
owners commonly exchange intermediate results of computations required for DL stages with other
parties.
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Deep Learning Stages. The DL stages dimension describes whether a CDL system supports the
training of NNs, the use of NNs for inference, or both. Parties commonly intend to execute specific
DL stages when using CDL systems. When selecting a CDL system for use cases, it must support the
intended DL stages. The DL stages dimension comprises three characteristics. Some CDL systems
support only the training stage. After training, trained NNs are commonly made available to (a
subset of) data owners. Similarly, some CDL systems support only the inference stage. Such CDL
systems commonly use pre-trained NN (i.e., NNs trained outside the CDL system). Last, some CDL
systems support training and inference stages. Such CDL systems are commonly used to train and
subsequently use NNs for inference, often without revealing trained NNs to data owners.

Main Computing Parties. The main computing parties dimension describes which parties execute
predominant parts of the computations required for DL stages. The distribution of computations
across parties is relevant when considering the type of parties participating in use cases. For
example, CDL systems in which servers execute predominant parts of computations are more
suitable when data owners have limited computational resources. The main computing parties
dimension comprises three characteristics. In some CDL systems, either only data owners or only
servers execute predominant parts of computations required for DL stages. In other CDL systems,
computations are shared more evenly between data owners and servers.

4.3 Threats

The three dimensions and nine characteristics of the threats category are related to the conditions
under which CDL systems are designed to fulfill their privacy goals.

Colluding Parties. The colluding parties dimension describes which parties a CDL system assumes
to potentially collude. In the context of CDL systems, collusion describes secret communication or
coordination between a subset of parties with the aim of gaining unauthorized access to private
information. Parties not assumed to collude may still misbehave, but only individually without
communicating or coordinating with other parties. To meet privacy goals, it is crucial to correctly
identify potentially colluding parties. If colluding parties are not considered as such, they may
be able to extract private information from training data, inference data, or NNs. The colluding
parties dimension comprises three characteristics. CDL systems that assume no collusion have the
characteristic of none. Some CDL systems only assume collusion between data owners, whereas
others assume collusion between data owners and servers.

Data Owner Corruption. The data owner corruption dimension describes the assumption of
CDL systems about how the most severely corrupted data owner may behave in an attempt to
extract private information from other parties in the system. If data owners deviate from this
assumption, they may be able to extract private information from inference data, training data,
or NNs. CDL systems with multiple data owners do not necessarily assume that all data own-
ers are corrupted according to the data owner corruption dimension. In fact, most CDL systems
assume that only a subset of data owners is corrupted. The data owner corruption dimension
comprises three characteristics. In CDL systems where the data owner corruption is none, all
data owners are assumed to strictly follow the protocols of the CDL system without attempt-
ing to learn private information. With honest-but-curious data owner corruptions, data owners
are also assumed to strictly follow the protocols of CDL systems. However, (a subset of) data
owners may attempt to use the data they receive to extract private information from other par-
ties. In CDL systems in which data owner corruption is malicious, (a subset of) data owners
may deviate arbitrarily from protocols of CDL systems to extract private information from other
parties.
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Server Corruption. The server corruption dimension describes the assumption of CDL systems
about how the most severely corrupted server may behave in an attempt to learn private information
from other parties in the system. If servers deviate from this assumption, they may be able to extract
private information from training data, inference data, or NNs. CDL systems with multiple servers
often assume only a subset of servers to be corrupted. The server corruption dimension comprises
three characteristics. CDL systems in which the server corruption is none assume all servers to
strictly follow the protocols of CDL systems without attempting to extract private information.
CDL systems that do not use servers also have this characteristic. With honest-but-curious server
corruptions, servers are also assumed to strictly follow the protocols of CDL systems, but may
attempt to use data they receive to extract private information from other parties. CDL systems
in which servers may deviate arbitrarily from the protocols of CDL systems to extract private
information operate under a malicious server corruption assumption.

4.4 Topology

The six dimensions and 18 characteristics of the topology category are related to the parties that
participate in CDL systems and their relations.

Communication Paths. The communication paths dimension describes which parties communicate
in CDL systems. The communication paths required are important when considering how parties
in CDL systems are connected. For example, in use cases where data owners are mobile devices
with unreliable internet connections, systems without direct interaction among data owners seem
more suitable. Direct interaction between data owners over unreliable internet connections may
lead to aborts and interruptions of DL stages. The communication paths dimension comprises four
characteristics. CDL systems without servers only require data owner < data owner communication
paths. CDL systems with one server either require only data owner < server communication paths
(i.e., if data owners do not interact with each other), or data owner & data owner and data owner
& server communication paths (i.e., if data owners interact with each other). CDL systems with
multiple servers require data owner < server and server < server communication paths.

Data Partitioning. CDL systems support varying data partitionings. Data partitionings describe
along which axes data is split between data owners. The type of data partitioning is typically
predetermined in use cases. Thus, it is important to select CDL systems that support the data
partitioning given in use cases. In horizontal data partitionings, data is split by data instance. Data
owners hold the same features but for different data instances. For example, different hospitals may
contribute health records for different patients. A vertical data partitioning describes data that is split
by feature. Data owners hold different features of the same data instances. For example, hospitals
may contribute health records for the same patients but with different types of measurements. CDL
systems with the characteristic arbitrary support horizontal and vertical data partitionings.

Number of Data Owners. CDL systems support varying numbers of data owners. The number of
data owners dimension defines the maximum number of data owners that can participate in the
execution of DL stages supported by a CDL system. In practice, the number of data owners can vary
substantially between use cases. For instance, CDL systems are used to train NNs across a small
number of hospitals [111] or billions of smartphones [45]. The number of data owners dimension
comprises three characteristics. Some CDL systems only support one data owner. We refer to CDL
systems as supporting few data owners if they support up to 100 data owners. In contrast, we refer
to CDL systems that support more than 100 data owners as supporting many data owners.

Number of Servers. CDL systems require varying numbers of servers. When selecting CDL
systems for use cases, it must be ensured that the number of servers required is available. For
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example, CDL systems often require a certain number of (non-colluding) servers to fulfill privacy
goals. The number of servers dimension comprises three characteristics. First, some CDL systems
do not use any servers (i.e., the number of servers is none). Second, some CDL systems use exactly
one server. Third, some CDL systems use multiple servers.

Scope of Neural Networks. CDL systems vary regarding the scope of NNs that are trained or
used for inference. The scope of NNs describes whether all data owners train and use a sin-
gle NN (e.g., to save computational resources) or whether individual data owners train and use
separate NNs (e.g., to achieve better predictive performance on their local data). The NN scope
dimension comprises three characteristics. In CDL systems with a global scope of NN, all data
owners train and use a single NN. In CDL systems with an individual scope of NNs, each data
owner trains and uses a separate NN. Moreover, the scope of NNs can also be split: parts of NNs
(e.g., layers at the start of NNs) are trained and used for inference by data owners individually,
whereas other parts (e.g., layers at the end of NNs) are trained and used globally by all data
owners.

Trusted Third Party. In addition to data owners and servers, some CDL systems require trusted
third parties. Trusted third parties are used, for example, to distribute encryption keys to data
owners and servers [43] or to reduce communication with data owners [65]. The trusted third party
dimension comprises two characteristics: a trusted third party is either not required or required by
CDL systems.

5 Archetypes of Collaborative Deep Learning Systems

We used our privacy-focused taxonomy of CDL systems to identify four clusters of CDL systems
that use PPTs. Based on these clusters, we developed four CDL system archetypes that illustrate
prevalent CDL system designs (see Table 3). In this section, we explain which kinds of use cases
the CDL system archetypes are suitable for. Moreover, we describe common characteristics of CDL
systems that implement each CDL system archetype and detail how CDL systems use PPTs to fulfill
training data, inference data, and NN privacy goals.

5.1 Autonomy Archetype

CDL systems of the autonomy archetype are suitable for use cases in which data owners aim at
maintaining a high degree of autonomy while collaboratively executing DL stages. Figure 2 shows
the topology of an exemplary CDL system that implements the autonomy archetype.

Data owners maintain a high degree of autonomy for two reasons. First, data owners control
how their training data is used by keeping it local. Based on local training data, data owners
compute intermediate results (e.g., gradients or NN parameters) and exchange these intermediate
results with each other. Second, data owners decide how NNs are updated. There is no central party
that orchestrates the execution of DL stages. Data owners either keep individual (parts of) NNs
and update their (parts of) NNs based on intermediate results from other data owners [58, 71], or
they collectively decide how a global NN is updated (e.g., using a voting process). If data owners
collectively decide how a global NN is updated, they interact in protocols that update a global NN
and provide the updated global NN to all data owners as outputs [123, 138].

5.1.1 Common Characteristics. CDL systems that implement the autonomy archetype are either
limited to the training stage [7, 58] or support training and inference stages [71, 120]. Such CDL
systems are commonly designed for few data owners and do not use servers (i.e., the number of
servers is none) [58, 120]. Hence, data owners are the main computing parties [58, 71]. Data owners
compute intermediate results based on local training data and exchange these intermediate results
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Table 3. Overview of the CDL System Archetypes and the Most Frequent
Characteristics of CDL Systems in the Corresponding Clusters

Dimension Autonomy Archetype Delegation Archetype Dyadic Archetype Supervision Archetype
Inference Data Privacy Goal None (6) Input Privacy (28) Input Privacy (36) None (64)
g Training Data Privacy Goal Input Privacy (7) Input Privacy (26) None (31) Input Privacy (35)
E NN Architecture Privacy Goal None (9) From DOs (33) From DOs (19) None (52)
NN Parameter Privacy Goal From DOs (7) From DOs and Servers (34) From DOs (30) None (50)
§ Data Owner Interactivity Interactive (10) Non-Interactive (34) Interactive (22) Interactive (64)
g DL Stages Training (6) Training and Inference (18) Inference (31) Training (64)
& Main Computing Parties DOs (10) Servers (36) DOs and Servers (23) DOs (59)
»  Colluding Parties None (7) None (28) None (39) None (32)
§ Data Owner Corruption Honest-but-Curious (9) Honest-but-Curious (36) Honest-but-Curious (35) Honest-but-Curious (37)
B Server Corruption None (10) Honest-but-Curious (23) Honest-but-Curious (35) Honest-but-Curious (49)
Communication Paths DO s DO (10) DO % Server and Server < Server (36) DO $ Server (38) DO $ Server (45)
... Data Partitioning Horizontal (6) Arbitrary (22) Horizontal (38) Horizontal (59)
%0 Number of Data Owners Few (9) Many (20) One (36) Many (37)
é‘* Number of Servers None (10) Multiple (36) One (39) One (53)
Scope of NNs Global (6) Global (36) Global (31) Global (63)
Trusted Third Party Not Required (10) Not Required (30) Not Required (35) Not Required (51)
Number of CDL systems in cluster 10 36 39 64

The numbers in parentheses indicate how many CDL systems in the corresponding cluster share the most frequent
characteristics. Data owners are abbreviated as DOs in characteristics.

NN Neural network

@ Data owner

--» Optional communication path

Fig. 2. A visualization of the autonomy archetype.

with each other using data owner < data owner communication paths [36, 120]. Communication
with data owners is interactive because data owners repeatedly exchange intermediate results [71,
123]. Trusted third parties are typically not required [7, 120]. CDL systems of the autonomy archetype
support varying data partitionings, including arbitrary [7], horizontal [120], and vertical [36] data
partitionings. Moreover, such CDL systems have different scopes of NN, including global scopes
of NNs [138], individual scopes of NNs [58], and split scopes of NNs [36].

CDL systems of the autonomy archetype are commonly designed to protect parameters of (parts
of) NNs from data owners, whereas NN architectures are typically known by all data owners (i.e.,
the NN architecture privacy goal is none) [36, 151]. Moreover, these CDL systems are designed to
ensure input privacy [36, 71] or input and output privacy [58, 123] of training data. CDL systems
that support the inference stage are also designed to ensure input privacy of inference data [71, 120].
Data owners are assumed to be honest-but-curious and not to collude (i.e., colluding parties are
none) [58, 71].

5.1.2  Privacy-Preserving Techniques. In CDL systems of the autonomy archetype, data owners
exchange intermediate results (e.g., gradients or NN parameters) to execute DL stages. Intermediate
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Table 4. Exemplary CDL Systems That Implement the Autonomy Archetype,
the PPTs They Use, and the Privacy Goals They are Designed to Fulfill

CDL System PPTs Privacy Goals
DP HE MPC TEE Inference Data Training Data NN Architecture NN Parameters

Bansal et al. [7] - v v - None Input Privacy None From DOs
Biscotti [123] v - v - None Input Privacy and Output Privacy None None
BlindFL [36] - v v - Input Privacy Input Privacy None From DOs
Liu et al. [71] * - v - - Input Privacy Input Privacy None From DOs
Liu et al. [71] * - - v - Input Privacy Input Privacy None From DOs
POSEIDON [120] - v - - Input Privacy Input Privacy None From DOs
ProxyFL [58] v - - - None Input Privacy and Output Privacy From DOs From DOs
PVD-FL [151] - v - - None Input Privacy None From DOs

Data owners are abbreviated as DOs in privacy goals. References denoted by an asterisk (*) describe multiple CDL systems
and appear more than once.

results can reveal private information from training data, inference data, and NNs. To fulfill privacy
goals, CDL systems of the autonomy archetype integrate DP, HE, and MPC (see Table 4).

Differential Privacy. CDL systems of the autonomy archetype integrate DP to ensure input privacy
and output privacy of training data [58, 123]. In particular, data owners apply DP mechanisms to
add calibrated noise to the intermediate results they transmit to other data owners. DP mechanisms
mathematically bound the amount of information that can be learned from intermediate results or
trained NNs [58, 123].

Data owners in ProxyFL, for example, simultaneously train two NNs in multiple training rounds:
an individual NN that each data owner keeps local and a proxy NN that is exchanged with other
data owners [58]. The individual NNs are trained with local training data and with knowledge
from proxy NNs. The proxy NNs are also trained based on local training data of data owners,
but with a training algorithm that ensures DP (e.g., DP-SGD [1]). At the end of each training
round, data owners transmit proxy NNs to other data owners. Data owners aggregate proxy NNs
received from other data owners. In subsequent training rounds, data owners use aggregated
proxy NNs to incorporate knowledge from training data of other data owners into their individual
NNs [58].

Homomorphic Encryption. CDL systems of the autonomy archetype use HE to ensure input
privacy of training data and inference data [71, 120]. Moreover, CDL systems of this archetype
use HE to protect NN parameters from data owners [120, 151]. To fulfill these privacy goals, CDL
systems of this archetype use single-key or multi-key HE schemes. Single-key HE schemes are
commonly sufficient in CDL systems with two data owners. In such systems, data owners only need
to protect private information from one party, that is, the other data owner [36, 71]. Data owners
hold individual (parts of) NNs [71]. In the training stage, data owner A computes intermediate
results (e.g., outputs of hidden layers [71]) based on its (part of a) NN and local training data. Then,
data owner A encrypts its intermediate results with an HE scheme and transmits the encrypted
intermediate result to data owner B. Data owner B uses its local training data and (part of a) NN,
as well as the encrypted intermediate results of data owner A, to compute further intermediate
results (e.g., masked gradients [71]). Data owner B transmits the encrypted intermediate result to
data owner A, who uses its private key to decrypt the intermediate result and update its (part of a)
NN [71]. By mirroring this process, data owner B also improves its (part of a) NN [36, 71]. Both
data owners train their (parts of) NNs without revealing training data or their (parts of) NNs to
the other data owners. Computations required for the inference stage are executed with a similar
process [36, 71].
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CDL systems of the autonomy archetype with more than two data owners use multi-key HE
schemes. With multi-key HE schemes, computations can be executed based on intermediate results
encrypted by multiple data owners with different keys. For example, CDL systems use multi-key
HE schemes to generate individual private keys and a shared public key for all data owners [120].
The parameters of a NN are encrypted with the shared public key. Each data owner executes
computations with its local training data and the encrypted NN parameters. Then, each data
owner transmits encrypted intermediate results to a selected data owner. The selected data owner
aggregates the encrypted intermediate results of the other data owners to update the NN parameters.
To decrypt NN parameters or predictions made with a NN, the private keys of all data owners
are required. Even if all data owners except one collude, they cannot decrypt NN parameters or
predictions made with a NN without the participation of the remaining data owner [120].

Secure Multi-Party Computation. CDL systems of the autonomy archetype use MPC to ensure
input privacy of training data and inference data [36, 71] and to protect NN parameters from data
owners [7, 71]. To ensure input privacy of training data, data owners interact in MPC protocols
to aggregate intermediate results. For example, all data owners hold a NN and use local training
data to compute intermediate results, such as gradients [123]. Then, data owners generate secret
shares of their intermediate results (e.g., using Shamir’s secret sharing [123]) and distribute these
secret shares to a selected set of data owners. The selected data owners aggregate the secret shares
received, for example, by summing up gradients. Finally, the selected data owners reconstruct
and broadcast aggregated intermediate results to all data owners. Data owners use aggregated
intermediate results to update their local NNs [123].

To ensure input privacy of training data and inference data while also protecting NN parameters
from data owners, data owners secret share (e.g., using additive secret sharing) NN parameters of a
global NN [71] or of parts of a split NN (e.g., input layers [36]). In the training stage, data owners use
training data and their secret shares of NN parameters to execute forward propagation and backward
propagation for their (parts of a) NN. Similarly, in the inference stage, data owners use inference
data and their secret shares of NN parameters to execute forward propagation. During forward
and backward propagation, data owners exchange intermediate results (e.g., homomorphically
encrypted outputs of hidden layers). At the end of the training stage, data owners hold updated
secret shares of parameters of (parts of) a NN. At the end of the inference stage, data owners
hold secret shares of predictions. Data owners transmit these secret shares to a data owner who
reconstructs the prediction. No data owner learns training data (in the training stage) and inference
data (in the inference stage) of other data owners, or parameter values of secret-shared (parts of)
NN [36, 71].

5.2 Delegation Archetype

CDL systems of the delegation archetype are suitable for use cases in which data owners aim
at outsourcing computations of DL stages to a set of servers. Figure 3 shows the topology of an
exemplary CDL system that implements the delegation archetype.

Data owners aim at minimizing the computational resources required locally and interactions
with other parties. Therefore, they delegate computations required for DL stages to a set of servers.
Data owners upload their training data instances or inference data instances to one of the servers [67]
or distribute parts of training data instances or inference data instances to different servers [147].
To execute the computations required for training and inference stages, servers interact with each
other. At the end of the training stage, servers keep trained NNs for the inference stage [84] or
transmit trained NNs to data owners [75]. At the end of the inference stage, servers transmit
predictions to data owners [27].
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Fig. 3. A visualization of the delegation archetype.

Table 5. Exemplary CDL Systems That Implement the Delegation Archetype,
the PPTs They Use, and the Privacy Goals They are Designed to Fulfill

CDL System PPTs Privacy Goals
DP HE MPC TEE Inference Data Training Data NN Architecture NN Parameters

ABY? [84] - - v - Input Privacy  Input Privacy From DOs From DOs and Servers
Chen et al. [19] - v - - Input Privacy None From DOs and Servers  From DOs and Servers
FLASH [17] - - v - Input Privacy  Input Privacy From DOs From DOs and Servers
Li et al. [64] - v v - Input Privacy None From DOs and Servers  From DOs and Servers
NPMML [67] - v - - None Input Privacy From DOs From DOs
SecureML [85] - v v - Input Privacy ~ Input Privacy From DOs From DOs and Servers
SecureNN [135] - - v - Input Privacy  Input Privacy From DOs From DOs and Servers
Zhang et al. [147] - v - - Input Privacy ~ Input Privacy From DOs From DOs and Servers

Data owners are abbreviated as DOs in privacy goals.

5.2.1 Common Characteristics. CDL systems of the delegation archetype typically support
training and inference stages [61, 84]. Such CDL systems require multiple servers and support
many (i.e., more than 100) data owners [61, 136]. Servers are the main computing parties [18, 60].
Communication with data owners is non-interactive [19, 62]. CDL systems of this archetype require
data owner & server and server & server communication paths [4, 136]. The scope of NN is
global [70, 75], whereas data is partitioned arbitrarily [61] or horizontally [64] among data owners.
Trusted third parties are not required by most CDL systems of this archetype [98, 136].

CDL systems of the delegation archetype are designed to protect NN architectures and NN
parameters from data owners or from data owners and servers [19, 75]. Moreover, such CDL systems
are also designed to ensure input privacy of inference data (for CDL systems that support the
inference stage) [62, 84] and of training data (for CDL systems that support the training stage) [60,
97]. CDL systems of the delegation archetype commonly assume no collusion (i.e., colluding parties
are none) [84, 147]. Such CDL systems assume honest-but-curious data owners, whereas servers are
assumed to be honest-but-curious or malicious [27, 84].

5.2.2  Privacy-Preserving Techniques. In CDL systems that implement the delegation archetype,
data owners upload training data instances or inference data instances to servers. Moreover, servers
transmit trained NNs or predictions to data owners. To avoid leakage of private information from
training data, inference data, and NNs, such CDL systems integrate HE and MPC (see Table 5).
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Homomorphic Encryption. CDL systems of the delegation archetype integrate HE to ensure input
privacy of training data and inference data [85, 147]. Moreover, such CDL systems also use HE
to protect NN architectures and NN parameters from data owners [67] or from data owners and
servers [19]. In the training stage, data owners encrypt training data with an HE scheme (e.g.,
Paillier [67]). Then, they either transmit entire encrypted training data instances to one server [67]
or distribute parts of encrypted training data instances to distinct servers (e.g., features to one
server and labels to another server [147]). Servers execute the main computations required for the
training stage. During these computations, servers exchange intermediate results, such as masked
output layer weights [67]. At the end of the training stage, one server holds an encrypted NN [67]
or multiple servers hold different parts of NNs (e.g., hidden layers and output layers [147]). Servers
transmit (their parts of) NNs to data owners or store them for the inference stage.

In the inference stage, servers either use NNs they stored at the end of the training stage [147]
or pre-trained NNs, that is, NNs trained outside the CDL system [19]. In the latter case, NN owners
encrypt NNs with an HE scheme and transmit the encrypted NN to servers. Multi-key HE schemes
(e.g., multi-key CKKS) enable data owners and NN owners to encrypt their respective inputs with
different keys to fulfill privacy goals in case of collusion [19]. Data owners transmit inference data
encrypted with an HE scheme (e.g., Paillier) to a server [19, 147]. Servers execute the computations
required for the inference stage and exchange intermediate results, such as partially decrypted
outputs of layers [147]. At the end of the inference stage, servers transmit encrypted predictions to
data owners [19]. Data owners decrypt the predictions [19, 147].

Secure Multi-Party Computation. CDL systems of the delegation archetype use MPC to ensure
input privacy of training data and inference data [61, 136], to protect NN architectures from data
owners [84, 98], and to protect NN parameters from data owners and servers [84, 98]. In the training
stage, data owners distribute secret shares of training data to servers, for example, using additive
secret sharing [62, 84] or Boolean secret sharing [17, 98]. Then, servers train a NN by interacting
in MPC protocols. After training, servers hold secret shares of NNs. They either retain the secret
shares for the inference stage [84] or transmit them to data owners who reconstruct the NN [60]. In
the inference stage, servers make predictions using secret-shared NNs. Servers either use a NN they
retained from the training stage [136] or an external NN owner distributes secret shares of a NN to
servers [70]. Data owners distribute secret shares of inference data to servers. The servers interact
in MPC protocols to make predictions with the NN. The resulting predictions exist as secret shares
distributed across servers. Servers transmit their secret shares to data owners who reconstruct
predictions [84, 136].

In addition to secret sharing, CDL systems of the delegation archetype often use other MPC
primitives for NN training and inference, including garbled circuits [4, 64] and oblivious transfer [4,
85]. To improve efficiency in terms of communication and computation cost, some CDL systems of
the delegation archetype use different MPC primitives for different kinds of operations [4, 18, 85].
For example, arithmetic secret sharing is generally more efficient for linear operations, such as
computing the weighted sum of inputs to neurons. Boolean secret sharing and garbled circuits are
more efficient for non-linear operations, such as evaluating ReLU activation functions [84].

5.3 Dyadic Archetype

CDL systems of the dyadic archetype are suitable for use cases in which data owners aim at
interacting with a single server in a one-to-one relationship to execute DL stages. Figure 4 shows
the topology of an exemplary CDL system that implements the dyadic archetype.

Data owners either aim at obtaining a NN trained based on their training data (in the training
stage) [91, 137], or predictions based on their inference data (in the inference stage) [29, 110]. A
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Fig. 4. A visualization of the dyadic archetype.

party operates a server to support data owners by training a NN with training data of the data
owner, or by making predictions based on inference data of the data owner with a trained NN. To
execute DL stages, data owners either transmit entire training data instances or entire inference
data instances to servers [29, 118], or data owners interact with servers in protocols that do not
require the transmission of entire training data instances or entire inference data instances to
servers [82, 110].

5.3.1 Common Characteristics. Most CDL systems of the dyadic archetype are limited to the
inference stage [56, 110]. Only two parties are involved in the execution of DL stages: one data owner
and one server [108, 109]. Hence, only data owner < server communication paths are required [4, 69].
The main computing parties are either data owners and servers [10, 53] or only servers [74, 131].
If data owners and servers are the main computing parties, communication with data owners is
interactive [10, 53]. If servers are the main computing parties, communication with data owners is
non-interactive [74, 131]. Data owners hold entire data instances. Hence, data partitioning between
data owners is horizontal [56, 82]. The scope of NNs can be global [69], individual [49], or split [137].
Trusted third parties are commonly not required [53, 106].

CDL systems of the dyadic archetype are designed to ensure input privacy of inference data [56,
110]. Because most CDL systems of this archetype are limited to the inference stage, the training
data privacy goal is typically none [48, 108]. CDL systems of this archetype are either designed
to protect NN architectures and NN parameters from data owners (i.e., if NN owners operate
servers) [14, 94] or from data owners and servers (i.e., if NN owners upload NN to servers of third
parties) [49, 131]. CDL systems of the dyadic archetype assume honest-but-curious or malicious data
owners and servers [29, 109]. Moreover, such CDL systems assume that data owners and servers
do not collude (i.e., colluding parties are none) [4, 109].

5.3.2  Privacy-Preserving Techniques. In CDL systems of the dyadic archetype, data owners either
upload entire training data instances and entire inference data instances to servers, or they interact
with servers in protocols that require the exchange of intermediate results. To avoid leakage
of private information from training data, inference data, and NNs, CDL systems of the dyadic
archetype integrate HE, MPC, and TEEs (see Table 6).

Homomorphic Encryption. CDL systems of the dyadic archetype that integrate HE ensure input
privacy of inference data and, if they support the training stage, input privacy of training data.
Moreover, they protect NN architectures and NN parameters from data owners [29, 94] or from
data owners and servers [6, 49]. Servers are the main computing parties [6, 74], and communication
with data owners is non-interactive [14, 73]. In CDL systems of the dyadic archetype that support
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Table 6. Exemplary CDL Systems that Implement the Dyadic Archetype,
the PPTs They Use, and the Privacy Goals They are Designed to Fulfill

CDL System PPTs Privacy Goals
DP HE MPC TEE Inference Data Training Data NN Architecture NN Parameters

Chameleon [110] - - v - Input Privacy None None From DOs
Cheetah [53] - v v - Input Privacy None None From DOs
Chex-Mix [87] - v v Input Privacy None From DOs From DOs and Servers
CryptoNets [29] - v - Input Privacy None From DOs From DOs
DELPHI [82] - v v Input Privacy None None From DOs
FALCON [66] - v v Input Privacy None None From DOs
Hesamifard et al. [49] - v - - Input Privacy ~ Input Privacy =~ From DOs and Servers From DOs and Servers
Slalom [131] - - - v Input Privacy None From DOs From DOs

Data owners are abbreviated as DOs in privacy goals.

the training stage, data owners encrypt their training data with an HE scheme (e.g., CKKS [6])
and upload the encrypted training data to a server [6, 49]. The server uses encrypted training data
to train a NN. After training, servers either transmit NNs to data owners who decrypt them for
inference [6] or servers keep NNs for subsequent use in the inference stage [49].

In the inference stage, a server uses a NN to make predictions. The server either uses a NN
kept from the training stage [6, 49], or a NN owner uploads a pre-trained NN specifically for the
inference stage [29, 108]. If a CDL system only protects NN architectures and NN parameters from
data owners, servers hold NN in plain form, that is, without encryption [29, 73]. Conversely, if a
CDL system protects NN architectures and NN parameters from data owners and servers, NNs are
encrypted with an HE scheme [6, 49]. Data owners encrypt inference data with an HE scheme (e.g.,
BFV [108] or TFHE [118]) and upload encrypted inference data to servers [29, 48]. Servers use the
NN to make predictions and transmit the encrypted prediction to the data owner. Finally, the data
owner uses its private key to decrypt the prediction [29, 48].

Secure Multi-Party Computation. CDL systems of the dyadic archetype that use MPC are typically
limited to the inference stage [110, 114]. Data owners and servers are the main computing parties [4,
53]. Such CDL systems are commonly designed to ensure input privacy of inference data [56, 82]
and to protect NN parameters from data owners [53, 69]. Some CDL systems of this archetype are
also designed to protect NN architectures from data owners [4, 115]. To execute the inference stage,
data owners and servers interact in MPC protocols. CDL systems of the dyadic archetype that
use MPC are interactive or non-interactive. Garbled circuits can be used to create non-interactive
CDL systems [109, 114]. In such CDL systems, data owners typically take the role of the garbler
and create a garbled circuit, which the server evaluates. CDL systems that use secret sharing
require additional communication rounds [69, 110]. In such CDL systems, inference data and NN
parameters are secret-shared between data owners and servers. CDL systems of the dyadic archetype
often convert between different MPC primitives to improve efficiency in terms of communication
and computation cost. For example, they use arithmetic secret sharing for linear operations (e.g.,
computing the weighted sum of inputs to neurons), and Boolean secret sharing or garbled circuits
for non-linear operations (e.g., evaluating ReLU activation functions) [4, 110].

Trusted Execution Environments. CDL systems of the dyadic archetype use TEEs to ensure input
privacy of training data and inference data and to protect NN architectures and NN parameters from
data owners and servers. Data owners generate a secret encryption key and encrypt their training
data or inference data. They establish a secure channel with the TEE and use remote attestation
to verify the integrity of code inside the TEE [93, 131]. Then, they upload the encrypted training
data or inference data, along with their secret key, to the TEE via the secure channel. Inside the
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Fig. 5. A visualization of the supervision archetype.

TEE, training data or inference data is decrypted. In the training stage, servers train a NN. The
server either encrypts and transmits the trained NN to data owners who decrypt and use it for
inference locally [93], or it stores the trained NN for the inference stage. In the inference stage,
servers use a trained NN to make predictions. If the NN was not trained with the CDL system, a
NN owner encrypts a pre-trained NN and uploads it to the TEE via a secure channel. Like data
owners, external NN owners use remote attestation to verify the integrity of the code inside the
TEE beforehand [131]. At the end of the inference stage, predictions are encrypted with the secret
key of data owners and transmitted to data owners. Data owners use their secret key to decrypt
predictions [131].

5.4 Supervision Archetype

CDL systems of the supervision archetype are suitable for use cases in which data owners aim at
participating in the training of NNs under the supervision of central servers. Figure 5 shows the
topology of an exemplary CDL system that implements the supervision archetype.

Data owners are willing to provide training data and computational resources to train NNs,
but cannot or do not want to transmit entire training data instances to other parties. One or
multiple central servers orchestrate the training stage, for example, by implementing the concept
of federated learning [79]. Central servers broadcast a global NN to data owners. Data owners
compute intermediate results (e.g., gradients or NN parameters) based on their local training data.
Then, they transmit these intermediate results back to central servers. Central servers aggregate
the intermediate results from data owners and update the global NN. This process is repeated for
several training rounds [57]. After training, data owners use NNs for inference locally.

5.4.1 Common Characteristics. CDL systems of the supervision archetype are limited to the
training stage [43, 133]. Data owners collaboratively train a global NN that they use for inference
without further interaction with other parties [3, 34]. CDL systems of this archetype support few
(i-e., up to 100) [119, 133] or many (i.e., more than 100) data owners [11, 42]. Such CDL systems
use one or multiple servers that orchestrate the training stage [79, 107]. Training data is typically
partitioned horizontally between data owners [79, 119]. Communication with data owners is
interactive [107, 148]. Data owners are the main computing parties: they compute intermediate
results based on local training data and exchange their intermediate results with a server (i.e.,

ACM Comput. Surv., Vol. 58, No. 11, Article 275. Publication date: April 2026.



275:24 S. Rank et al.

Table 7. Exemplary CDL Systems That Implement the Supervision Archetype,
the PPTs They Use, and the Privacy Goals They are Designed to Fulfill

CDL System PPTs Privacy Goals

DP HE MPC TEE Inference Data Training Data NN Architecture NN Parameters
Bonawitz et al. [11] - - v - None Input Privacy None None
Dong et al. [28] - - v - None Input Privacy None From Servers
FedOpt [5] v v - - None Input Privacy and Output Privacy None None
Hercules [141] - v - - None Input Privacy From DOs From DOs
LDP-Fed [133] v - - - None Input Privacy and Output Privacy None None
Mo et al. [83] - - - v None Input Privacy None None
Xu et al. [143] - v v - None Input Privacy From Servers From Servers
Zheng et al. [154] - - - v None Input Privacy None None

Data owners are abbreviated as DOs in privacy goals.

using data owner & server communication paths [119, 133]), with other data owners and a server
(i.e., using data owner & data owner and data owner < server communication paths) [128, 148],
or with multiple servers (i.e., using data owner < server and server < server communication
paths) [107, 143]. Trusted third parties are typically not required [34, 79].

CDL systems of the supervision archetype are designed to ensure input privacy [11], output
privacy [139], or input privacy and output privacy [152] of training data. Because CDL systems
of the supervision archetype are limited to the training stage, the inference data privacy goal is
none [107, 119]. NN architectures and NN parameters are commonly known by all parties (i.e., the
NN architecture privacy goal and the NN parameter privacy goal are none) [79, 133] or protected
from servers [143, 148]. Data owners and servers are assumed to be honest-but-curious [11, 153] or
malicious [42, 125]. Moreover, CDL systems of this archetype vary regarding the parties they assume
to collude. Colluding parties can be none [52], data owners [153], or data owners and servers [11].

5.4.2  Privacy-Preserving Techniques. In CDL systems of the supervision archetype, data owners
transmit intermediate results to servers. Intermediate results can reveal private information from
training data and NNs. To fulfill privacy goals, CDL systems of the supervision archetype integrate
DP, HE, MPC, and TEEs (see Table 7).

Differential Privacy. CDL systems of the supervision archetype use DP to ensure output privacy
or input and output privacy of training data. DP mechanisms can be applied by servers [139] or by
data owners [133] to add calibrated noise to intermediate results or NN parameters. Servers use DP
mechanisms to ensure output privacy of training data. Typically, servers apply DP mechanisms
when aggregating intermediate results to ensure that updated global NNs do not reveal private
information from training data [139].

In contrast, data owners use DP mechanisms to ensure input and output privacy of training
data [72, 133]. Data owners commonly apply DP mechanisms during the computation of interme-
diate results. For example, they use the DP-SGD algorithm when training a NN with their local
training data [72]. Data owners use DP mechanisms to ensure that neither intermediate results nor
updated global NNs reveal private information from training data.

Homomorphic Encryption. CDL systems of the supervision archetype use HE to ensure input
privacy of training data, and to protect NN architectures and NN parameters from data owners
or from servers. To ensure input privacy of training data and to protect NN architectures and NN
parameters from servers, data owners encrypt intermediate results (e.g., gradients [43, 99] or NN
parameters [76, 96]) with an HE scheme. Then, data owners transmit encrypted intermediate results
to a central server. The central server aggregates the received intermediate results (e.g., by summing
gradients [43, 99] or NN parameters [76]). Then, the server transmits the encrypted, aggregated
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intermediate results to data owners. Data owners decrypt aggregated intermediate results and
update their local NNs. To protect against collusion between data owners and servers, data owners
use multi-key HE schemes [76, 141], HE schemes with support for partial decryption [77, 96], or
a second layer of encryption [43]. These approaches ensure that the central server cannot access
intermediate results of individual data owners even if a subset of data owners colludes with the
central server [43, 77, 96].

To ensure input privacy of training data and to protect NN architectures and NN parameters
from data owners, servers transmit an encrypted global NN to data owners. Data owners use local
training data to compute intermediate results (e.g., NN parameters [141]) based on the encrypted
NN. Then, data owners transmit encrypted intermediate results to the server. The server aggregates
the intermediate results of data owners and updates the global NN [141]. This process is repeated
for several training rounds. At the end of the training stage, data owners use key switching to
convert the encrypted NN to a NN encrypted with a public key of the server. Finally, the server
decrypts the resulting NN [141].

Secure Multi-Party Computation. MPC is integrated into CDL systems of the supervision archetype
to ensure input privacy of training data and to protect NN parameters from servers. CDL systems of
this archetype that integrate MPC require one or multiple servers.

CDL systems of the supervision archetype with one server commonly use masking techniques
and secret sharing (e.g., Shamir’s secret sharing or additive secret sharing) [11, 126]. The server dis-
tributes a global NN to data owners. Data owners compute intermediate results (e.g., gradients [42]
or NN parameters [11]) based on local training data. Then, data owners mask the intermediate
results and transmit them to the central server [11, 42]. A common masking technique is to generate
pairwise masks that cancel out during aggregation if all data owners, or a subset of a predefined
size, submit their masked intermediate results [11, 42, 143]. To enable aggregation if data owners
drop out before the aggregation is completed, data owners generate n secret shares of their masks
with an (n, f)-threshold secret sharing scheme. Data owners distribute these secret shares to n
other data owners. If at least ¢ data owners survive, they can reconstruct the masks of dropped-out
data owners. If fewer than f data owners survive, aggregation aborts without revealing the masks
of surviving data owners [11, 42, 143]. The central server aggregates the intermediate results re-
ceived [11, 42, 143] and unmasks the aggregated intermediate results [126, 128]. Then, the central
server distributes the aggregated intermediate results to the data owners, who update their NNs.

CDL systems with multiple servers use secret sharing and additional MPC primitives to ensure
input privacy of training data [44, 107] and to protect NN parameters from servers [28, 143]. Servers
distribute a global NN to data owners. Data owners compute intermediate results based on local
training data. Then, data owners generate secret shares of intermediate results and distribute these
secret shares to servers [28, 34, 107], or data owners encrypt intermediate results with an HE
scheme and upload them to one of the servers [44, 142]. The servers interact in MPC protocols (e.g.,
garbled circuits [142] and oblivious transfer [44, 107]) to aggregate the intermediate results of data
owners. The aggregated intermediate results are revealed to servers (in CDL systems with a NN
parameter privacy goal of none) [34] or data owners (in CDL systems with a NN parameter privacy
goal of from servers) [28].

Trusted Execution Environments. CDL systems of the supervision archetype incorporate TEEs to
ensure input privacy of training data. Such CDL systems use one server with a TEE [83, 154]. Data
owners establish a secure channel to the TEE of the server. The server transmits a global NN to
data owners. Data owners compute intermediate results (e.g., gradients or NN parameters) based
on local training data. Then, data owners upload intermediate results to the TEE of the server. The
server collects and aggregates the intermediate results of data owners and updates the global NN.
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By executing these computations in a TEE, intermediate results of data owners are not revealed to
the server [83, 154].

6 Discussion
6.1 Principal Findings

In this article, we systematically developed a privacy-focused CDL system taxonomy, comprising 4
categories (i.e., privacy, processes, threats, and topology) with 16 dimensions and 49 characteristics.
Using a taxonomy-based clustering approach, we developed four CDL system archetypes: the
autonomy archetype, the delegation archetype, the dyadic archetype, and the supervision archetype.
For each CDL system archetype, we described how PPTs (i.e., DP, HE, MPC, and TEEs) can be
integrated to fulfill privacy goals for training data, inference data, and NNs. The privacy-focused
CDL system taxonomy and the CDL system archetypes illustrate the diversity of CDL system
designs and their use of PPTs. No single CDL system can be applied to every use case.

In the analyzed studies, we noticed a shift in research focus over time. Earlier studies predom-
inantly focused on centralized CDL systems in which entire training data instances and entire
inference data instances are transmitted to central servers (i.e., CDL systems of the delegation
archetype and the dyadic archetype). Recently, studies increasingly focus on distributed CDL
systems in which data owners keep their training data local (i.e., CDL systems of the autonomy
archetype and the supervision archetype). A reason for this shift in research focus could be, for
example, that the amount of training data used to train contemporary NN models continuously
increases. Distributed CDL systems allow using computational resources of data owners for training
and inference stages. Therefore, distributed CDL systems can scale to process large amounts of
training data without proportionally increasing the computational resources of servers. Despite
this shift in research focus, we expect centralized CDL systems to remain relevant because they are
more suitable for use cases where data owners aim at outsourcing computations to servers.

We also recognized a prevalence of CDL systems that assume honest-but-curious corruptions.
Out of the 149 analyzed CDL systems, 117 assume honest-but-curious data owners and 107 assume
honest-but-curious servers. The honest-but-curious corruption model is useful if parties are assumed
to follow protocols correctly but may attempt to learn private information from data they receive.
CDL systems with this corruption model seem suitable for use cases where all parties have incentives
to follow protocols correctly. For example, studies often assume that servers are operated by cloud
service providers who will not violate protocols because of risks to their reputation [97]. For use
cases in which assumptions like these are not feasible, CDL systems with malicious corruption
models are required. Yet, only 38 CDL systems in the analyzed literature assumed a malicious
corruption model for data owners or servers.

6.2 Contributions to Research and Practice

Our study has three principal contributions to research and practice. First, our systematically
developed, privacy-focused CDL system taxonomy facilitates a thorough understanding of CDL
systems that integrate PPTs. By synthesizing knowledge and contributions from diverse research
streams (e.g., DL, security, and statistics), our CDL system taxonomy enables researchers and
practitioners to more consistently classify, compare, and describe CDL systems that integrate PPTs.
Second, the four CDL system archetypes we derived based on our privacy-focused CDL system
taxonomy (i.e., the autonomy archetype, the delegation archetype, the dyadic archetype, and the
supervision archetype) reveal insights into prevalent CDL system designs. By explaining which
kinds of use cases CDL systems of each archetype are suitable for, we support practitioners in
selecting CDL systems for use cases. By describing common characteristics of CDL systems of each
archetype, we highlight similarities and differences between prevalent CDL system designs.

ACM Comput. Surv., Vol. 58, No. 11, Article 275. Publication date: April 2026.



Privacy in Collaborative Deep Learning Systems: A Taxonomy and Archetypes 275:27

Third, our analysis of how CDL systems implement the four CDL system archetypes using PPTs
provides a foundation for understanding how privacy goals can be fulfilled using different PPTs.
This understanding is useful to support researchers and practitioners in comparing CDL systems
that integrate different PPTs. Moreover, it aids researchers and practitioners in extending CDL
systems with additional PPTs and in transferring PPTs to CDL systems of other archetypes.

6.3 Limitations

Our study is subject to three main limitations. First, although we analyzed a large set of CDL
systems, we did not analyze all papers that describe CDL systems. Doing so is infeasible due to the
vast amount of literature on CDL systems. Instead, we opted for a snowballing approach to identify
a set of relevant papers that describe CDL systems. We used a start set of highly cited papers and
applied backward and forward searches to identify additional papers. In total, we analyzed 122
papers describing 149 CDL systems. We think that our approach yielded a representative sample of
CDL systems from literature. Considering that we did not need to change our taxonomy in the last
iteration of taxonomy development, we are confident that we developed a robust taxonomy that
covers a broad range of CDL system designs based on different PPTs.

Second, the taxonomy development method by Nickerson et al. [90] is inherently subjective. It
requires applying subjective ending conditions (i.e., that the developed taxonomy is comprehensive,
concise, explanatory, extendable, and robust). Even when applying the same method with the
same meta-characteristic to the same domain, different researchers will likely develop different
taxonomies [90]. Also, interpreting the meaningfulness of clustering solutions for different numbers
of clusters is subjective. To reduce subjectivity, we discussed the categories, dimensions, and
characteristics of our taxonomy within the author team in each iteration. At the end of each
iteration, we validated the current version of our taxonomy with the entire set of CDL systems from
prior iterations. Moreover, we discussed the meaningfulness of clustering solutions for different
numbers of clusters within the author team.

Third, our privacy-focused CDL system taxonomy does not explain every nuance of CDL systems
that integrate PPTs. CDL systems that integrate different PPTs could be classified and described in
even more detail with dedicated taxonomies for each PPT. The identified dimensions and character-
istics could be dissected further to describe CDL systems more extensively. However, as Nickerson
et al. [90] argue, taxonomies should not describe every possible detail of objects but provide useful
explanations of the nature of objects. Because our privacy-focused CDL system taxonomy proved
useful for developing and describing four CDL system archetypes, we believe it fulfills this goal.
Moreover, our taxonomy can be extended to describe specific types of CDL systems in more detail
or to accommodate future developments in research and practice.

6.4 Future Research

Based on our analysis of literature on CDL systems, we identified three promising directions for
future research, which we describe in the following.

Develop Benchmark Frameworks for CDL Systems. Our CDL system taxonomy provides a starting
point for selecting CDL systems for use cases. In particular, researchers and practitioners may
use our CDL system taxonomy to qualitatively compare CDL systems that use PPTs. However,
selecting CDL systems for use cases goes beyond qualitative comparisons. After excluding unsuitable
CDL systems based on qualitative criteria, practitioners may still be left with several potentially
suitable CDL systems. To ultimately decide on a CDL system, practitioners may need additional
support, for example, with benchmark frameworks. Benchmark frameworks aid in making CDL
systems comparable by providing a standardized way to measure quantitative metrics of CDL
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systems. Benchmark frameworks already exist for individual PPTs, such as HE [41] or MPC [59].
Yet, comparing CDL systems based on different PPTs is more difficult. Developing benchmark
frameworks that support quantitative comparison of CDL systems based on different PPTs thus
seems to be a promising direction for future research.

Extend CDL Systems to Complete DL Lifecycles. CDL systems are commonly limited to the training
and inference stages of DL. While these are the two principal stages of DL, complete DL lifecycles
comprise additional activities. For example, before being used to train NNs, data must undergo
pre-processing activities, including data cleaning, data labeling, and feature engineering [121].
Moreover, suitable NN architectures and hyperparameters for DL tasks are commonly unknown.
Activities like neural architecture search [33] and hyperparameter optimization [144] are conducted
to identify NN architectures and hyperparameters suitable for DL tasks. Research on how these
activities can be executed in CDL systems is scarce [155]. Yet, these activities are crucial to develop
NNs with adequate predictive performance [33, 144]. Literature on CDL systems often seems to
implicitly assume that NN architectures and training data are readily available for the training
of NNs. Future research may thus benefit from extending CDL systems to cover complete DL
lifecycles.

Improve Explainability of NNs in CDL Systems. A key issue with NN is their lack of human
interpretability. While some machine learning models (e.g., linear regression models) tend to be
easily understandable, NNs are more difficult to interpret [8, 130]. Explainability methods aim at
making NNs more interpretable by providing insights into how NNs make predictions. However,
explainability methods can be at odds with privacy goals in CDL systems because they reveal
additional information. This limits the applicability of explainability methods. For instance, example-
based explanations present training data instances that are similar to inference data instances to
explain NN outputs [134]. By disclosing training data instances, this explainability method conflicts
with training data privacy goals of CDL systems. Research on explainability methods that do not
compromise privacy goals may thus be worthwhile.

7 Conclusion

CDL systems are a promising solution for data owners who lack the resources to train NNs with
adequate predictive performance on their own. In this study, we systematically developed a privacy-
focused CDL system taxonomy comprising 4 categories with 16 dimensions and 49 characteristics.
Based on the taxonomy, we developed four CDL system archetypes and analyzed how prevalent
CDL system designs integrate PPTs to implement these archetypes. Our CDL system taxonomy and
archetypes synthesize a fragmented body of research and provide researchers and practitioners
with a foundation for consistently describing, comparing, and selecting CDL systems for use cases.
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A.1 Snowballing Literature Search
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Fig. 6. ldentification of relevant literature on CDL systems using a snowballing literature search.
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A.2 Taxonomy Development Iterations

Iteration 1 Iteration 2 Iteration 3 Iteration 4 Iteration 5 Iteration 6
(empi t irical-t ical-to-conceptual) t irical-t i nceptual)
Inference Data Inference Data Inference Data
Privacy Goal Privacy Goal Privacy Goal
| Data Privacy Goal H Data Privacy Goal |——| Data Privacy Goal
Training Data Training Data Training Data
§ Privacy Goal Privacy Goal Privacy Goal
>
s NN Architecture NN Architecture NN Architecture
Privacy Goal Privacy Goal Privacy Goal
| NN Privacy Goal H NN Privacy Goal |——| NN Privacy Goal
NN P NN Parameter NN Parameter
Privacy Goal Privacy Goal Privacy Goal
Data Owner Data Owner Data Owner Data Owner
m Interactivity Interactivity Interactivity Interactivity
@
@
§ | DL Stages H DL Stages |——| DL Stages |——| DL Stages H DL Stages |——| DL Stages |
o
o
Main Computing Main Computing Main Computing Main Computing
Parties Parties Parties Parties
’ Colluding Parties H Colluding Parties |
123
ﬁ Data Owner Data Owner Data Owner
£ Corruption Corruption Corruption
= ’ Corruption Model H Corruption Model
Server Corruption H Server Corruption |—>| Server Corruption |
Communication Communication Communication Communication Communication Communication
Paths Paths Paths Paths Paths Paths
E ’ Data Partitioning H Data Partitioning |——| Data Partitioning |——| Data Partitioning |——| Data Partitioning |
o
°
§' Number of Data Number of Data Number of Data Number of Data Number of Data Number of Data
Owners Owners Owners Owners Owners Owners
| Number of Servers H Number of Servers H Number of Servers H Number of Servers H Number of Servers H Number of Servers I
’ Scope of NNs H Scope of NNs |
‘ Trusted Third Party H Trusted Third Party |——| Trusted Third Party H Trusted Third Party H Trusted Third Party |

Legend: |:] = New or altered dimension I:I = Unaltered dimension
Fig. 7. Overview of the taxonomy development iterations.

A.3 Clustering Results

Table 8. Average Silhouette Scores for Selected Clustering Algorithms and Numbers of Clusters k

k  CD-clustering k-medoids k-modes k-PbC k-SCC LSHFk-Centers StepMix
3 0.4380 0.4438 0.4374 0.3743 0.4450 0.3829 0.4170
4 0.4555 0.3911 0.3974  0.3517 0.4525 0.4593 0.4129
5 0.4492 0.3844 0.4057  0.3253 0.3964 0.4108 0.3933
6 0.3735 0.3637 0.4442 0.2153 0.3511 0.3361 0.3823
7 0.3974 0.3441 0.4327 0.3278 0.3659 0.3492 0.3723
8 0.4015 0.3260 0.4114 0.3312 0.3838 0.3490 0.3699
9 0.3702 0.3604 0.4031 0.3991 0.3883 0.3679 0.3675
10 0.3828 0.3862 0.4157 0.3898 0.3894 0.3831 0.3680

Higher silhouette scores indicate better cluster cohesion and separation. The highest silhouette score for each number of
clusters is highlighted in bold. The row with the highest silhouette score overall is highlighted in blue.
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