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Abstract. Discoveries such as the infamous Heartbleed vulnerability
highlight the importance of analyzing configurable software for the pres-
ence of vulnerabilities. Static source code analysis offers two promi-
nent solutions for configurable software: product-based and family-based
strategies. Previous research compared the capabilities of these strategies
for the discovery of bugs and found that family-based approaches tend
to be more effective and efficient. While approaches for product-based
vulnerability discovery exist, there currently is no corresponding family-
based approach. In this paper, we aim to fill this gap. We extend the
analysis platform Vari-Joern, offering product-based vulnerability dis-
covery for configurable software systems, with a family-based approach.
Using our extended version of Vari-Joern, we compare product- and
family-based vulnerability discovery in terms of their effectiveness and
efficiency when applied to three real-world, highly-configurable software
systems. Our results indicate that limitations of state-of-the-art variabil-
ity encoding, along with challenges that arise from analyzing variability-
encoded source code, prevent the family-based approach from achieving
effectiveness comparable to the product-based alternative. Nonetheless,
its efficiency remains comparable to the product-based analysis. Overall,
our work offers insights into the potential of family-based vulnerability
discovery and the open issues that remain.
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1 Introduction

Software vulnerabilities, i.e., weaknesses in source code that can be exploited
by one or more threats [29], can allow malicious users to inflict various types
of harm [21, 41, 64]. The resulting risk is further increased by the widespread
adoption of configurable software systems [3, 19], i.e., software characterized by
variable features that can be selected to create variants for different use cases [17,
25, 61]. Configurable software systems have become popular in many domains
and are increasingly applied in safety- and mission-critical application areas [3,
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6, 19, 50]. Crucially, vulnerabilities in these systems can be variability-induced,
meaning that they are not always present but tied to specific configurations (i.e.,
feature selections) [8,22,43]. A prominent example is the Heartbleed vulnerability
in OpenSSL [47], which allowed attackers to access sensitive user data [26, 63]
only if a particular feature was enabled [22,61]. Considering the enormous set of
possible configurations of modern configurable software systems [60], identifying
variability-induced vulnerabilities poses a serious challenge [8, 43].

Static source code analysis represents a popular method for vulnerability dis-
covery [15,20,21,41,56]. However, static analysis techniques typically cannot cope
with the variability found inside configurable software systems [10,23,40,48,49,
53,60]. As a result, two analysis strategies are typically distinguished [6,40,57].
A product-based analysis derives variants from a configurable system that are an-
alyzed individually using conventional (i.e., variability-oblivious) analysis tech-
niques [57]. As the number of variants that can be derived from a configurable
system can grow exponentially with the number of its features [6,19,40,43], this
strategy is often augmented with sampling techniques that limit the analysis to
a representative subset of variants [51, 57, 60]. Instead of considering individual
variants, a family-based analysis analyzes the entirety of a configurable system
in a single pass [6, 28]. This is achieved by analyzing the system’s implemen-
tation artifacts still containing variability [19, 40] using either dedicated (i.e.,
variability-aware) analysis techniques or variability encoding, which transforms
variable source code into a form accepted by conventional analysis tooling [28,61].

Previous research [5, 6, 40, 49, 60] compared product- and family-based bug
discovery and found that a family-based strategy tends to be more effective (i.e.,
capable of identifying more bugs) and more efficient (i.e., takes less time) than
a product-based strategy using sampling. Whether this only applies to bug dis-
covery or whether developers should also be advised to follow a family-based
strategy for the identification of vulnerabilities in configurable systems is un-
known. While product-based vulnerability discovery approaches have been pro-
posed [8,43], to the best of our knowledge, there is no family-based counterpart.

This paper aims to fill this gap by proposing a family-based vulnerability dis-
covery approach. To this end, we extend the Vari-Joern1 platform of Bächle et
al. [8] with a family-based analysis strategy built on the idea of lifting by simula-
tion [28]. Our approach applies the variability encoding solution SugarC [48] to
variable C source code, transforming compile-time variability (i.e., preprocessor
conditionals) into runtime variability (i.e., if-statements) [5,61]. The transformed
source code simulates the behavior of the possible software variants and is ana-
lyzed for potential vulnerabilities using the static analysis tool Joern [30, 62].

We evaluate the developed family-based vulnerability discovery approach by
comparing it to the product-based alternative available in Vari-Joern [8]. For
the product-based approach, we employ the popular sampling techniques of t-
wise Feature Interaction Sampling (t-wise FIS) and Uniform Random Sampling
(URS). We analyze the three real-world, highly-configurable subject systems
axTLS [7], Toybox [59], and BusyBox [13] for potential vulnerabilities. Com-

1 https://github.com/KIT-TVA/Vari-Joern.

https://github.com/KIT-TVA/Vari-Joern
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paring the potential vulnerabilities across the subject systems, we assess the
effectiveness of our family-based approach. To evaluate its efficiency, we com-
pare the time required for a complete analysis of the individual subject systems.

Our results show that although our family-based approach exhibits effec-
tiveness comparable to the product-based alternative on axTLS, limitations
of state-of-the-art variability encoding, along with challenges that arise from
analyzing variability-encoded source code, prevent it from achieving similar ef-
fectiveness on more complex subject systems. Nevertheless, it remains largely
comparable to the product-based approach with regard to efficiency.

In summary, we make the following contributions:

– We extend the analysis platform Vari-Joern with a family-based analysis
approach for vulnerability discovery in highly-configurable software.

– We evaluate the effectiveness and efficiency of our family-based approach on
real-world software systems by comparing it to a product-based alternative.

– We make our extended version of Vari-Joern2 as well as our evaluation
scripts and data3 publicly available.

Significance. While our findings suggest that the benefits of a family-based strat-
egy observed for bug discovery do not necessarily hold for vulnerability discovery,
they show that this is not a conceptual issue inherent to the family-based analysis
strategy. The observed shortcomings are instead caused by limitations of cur-
rent variability encoding solutions and the challenges that arise when analyzing
variability-encoded source code. As a result, our work establishes a foundation
for future research and offers guidance for both researchers and practitioners
aiming to increase the security of highly-configurable software systems.

2 Background

In this section, we outline fundamental concepts of highly-configurable software
systems (Section 2.1). In addition, we detail product- and family-based strategies
commonly used for the analysis of configurable software (Section 2.2).

2.1 Highly-Configurable Software Systems

Highly-configurable software systems have become common across many do-
mains [3, 19] and are typically realized as Software Product Lines (SPLs). An
SPL represents a collection of similar software products that are distinguished by
the end-user-visible increments in functionality (i.e., features [5,14,45,54]) they
provide [6, 53, 57]. Individual software products are referred to as variants and
specified by a particular configuration (i.e., a selection) of features [2,19,32,61].
Considering that not all configurations necessarily describe meaningful vari-
ants [58], a feature model often describes the features and the relationships that
2 https://doi.org/10.5281/zenodo.19486000.
3 https://doi.org/10.5281/zenodo.19485457.

https://doi.org/10.5281/zenodo.19486000
https://doi.org/10.5281/zenodo.19485457
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1 void foo(){
2 int x = source(); // Attacker−controlled.
3 if(x < MAX){ // Does not enforce x >= 0.
4 #ifdef CONFIG_SEND_DATA
5 sink(x); // Security−sensitive operation.
6 #endif
7 // ...
8 }
9 }

Listing 1: A configurable C function adapted from the examples provided by
Yamaguchi et al. [62] and Bächle et al. [8]

exist between them [2, 3, 9, 32, 51]. A textual way to express feature models is
through Kconfig [1, 40, 45], which has become a popular tool for variability
management in system software [2, 40,45,46].

In practice, highly-configurable software systems are usually implemented
following an annotative implementation strategy [2,4,12,19]. This means that the
source code of all variants is merged into a common code base [3]. Code fragments
related to certain features or combinations thereof are annotated accordingly [3,
33]. Concrete variants can then be derived from the system by removing all
code fragments not related to the chosen feature configuration [3, 14, 33]. From
a technical point of view, an annotative implementation strategy is typically
realized using preprocessor directives [22,35,40,43,53,55]. An example is shown
in Listing 1. In the foo function, an ifdef (i.e., a conditional-inclusion directive)
surrounds the source code in Line 5 and ties it to a selection of the SEND_DATA
feature. Consequently, when preprocessing the source code before compilation,
Line 5 remains in the source code only if the SEND_DATA feature is selected.

2.2 Analysis Strategies for Configurable Software

Analysis techniques act as important means to ensure a system’s correctness,
reliability, and security [6]. However, standard analysis techniques usually cannot
cope with a configurable software system’s variability [10, 23, 40, 48, 49, 53, 60].
As a result, dedicated analysis strategies have emerged [57]. Two strategies that
are often distinguished are product-based and family-based analyses [6, 40,60].

Product-Based Analysis. The goal of a product-based analysis is to derive con-
crete variants of a configurable system that can then be analyzed individu-
ally [57]. As deriving concrete variants resolves the variability of the config-
urable system, this enables the application of conventional (i.e., variability-
oblivious) analysis techniques [57]. Depending on whether all possible variants
are considered, exhaustive and optimized product-based strategies can be distin-
guished [57]. Especially for real-world configurable systems, analyzing all possible
variants (i.e., following an exhaustive strategy) quickly becomes infeasible, as this
number can grow exponentially with the number of features [10,16,40,43,57,60].
For this reason, optimized product-based strategies that use sampling techniques
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to select a representative subset of variants for the analysis have become the de
facto standard [40, 60]. In this regard, two popular sampling techniques are t-
wise Feature Interaction Sampling (t-wise FIS) and Uniform Random Sampling
(URS). T -wise FIS aims at creating a sample such that all valid configurations
between t-tuples of features appear in at least one sampled variant [16]. Con-
trary, URS samples variants across the configuration space of the configurable
system with an equal (i.e., uniform) probability [27,50].

Family-Based Analysis. Instead of focusing on individual variants, a family-based
analysis aims to analyze a configurable system as a whole [6,28,40]. This means
that code artifacts are analyzed before variant derivation and thus while still con-
taining variability [40]. The benefit is that code shared across multiple variants
is analyzed only once [40,57,60]. Furthermore, since the code base is analyzed in
full, the inherent incompleteness of optimized product-based strategies can be
avoided [60]. Two methods how family-based analyses can be realized are typi-
cally distinguished [28, 61]: (1) developing novel family-based analysis solutions
or altering off-the-shelf tooling for the operation on variable source code [40,57],
and (2) applying lifting by simulation [28]. Lifting by simulation refers to the
application of variability encoding, a technique for transforming configurable soft-
ware into a so-called variant simulator, i.e., a single variant able to simulate all
derivable variants using only runtime variability [5,28,57,61]. Analysis tooling is
then applied to the variant simulator rather than to the original source code [28].
While the first method is intuitive, it requires expert knowledge to avoid errors
and can be very labor-intensive [24, 28, 55, 61]. The second method requires a
variability encoding solution but offers the advantage that off-the-shelf tooling
can be used for the analysis of the variant simulator [28,48,61].

3 Vulnerability Discovery for Configurable Software

While vulnerability discovery approaches based on a product-based strategy have
already been proposed [8,43], there currently is no approach leveraging a family-
based strategy. Consequently, we devised our own family-based approach. To
avoid the overhead and error-proneness of engineering a novel solution [60], we
opted to realize our approach using lifting by simulation [28]. Furthermore, we
decided to integrate our approach into a solution from the literature. Specifi-
cally, we chose the Vari-Joern analysis platform of Bächle et al. [8] due to its
extensible design and support for an optimized product-based strategy that we
could leverage for the evaluation of our family-based approach. The structure of
the extended version of Vari-Joern is shown in Figure 1 and detailed below.
Section 3.1 provides a summary of the existing product-based analysis, whereas
Section 3.2 details our family-based extension using lifting by simulation.

3.1 Product-Based Vulnerability Discovery

The initial version of Vari-Joern proposed by Bächle et al. [8] implements
an optimized product-based strategy (cf. Section 2.2). Its analysis pipeline is
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Figure 1: Structure of the extended version of Vari-Joern

split into five steps, as shown in the upper half of Figure 1. Initially, a Feature
Model Reader extracts the feature model described by the Kconfig files of the
configurable system that should be analyzed. Using the extracted information,
a Sampler decides on a set of system configurations to analyze. For this task,
Vari-Joern currently supports the popular sampling techniques of t-wise FIS
(realized through the YASA sampling algorithm of Krieter et al. [38]) and URS
(realized through Smarch of Oh et al. [45]). A Composer takes the sampled con-
figurations and generates corresponding software variants that only contain the
source code relevant to the sampled configurations. These variants are handed
to the static analysis tool Joern [30,62], which reports potential vulnerabilities
per variant. To avoid duplicates caused by findings affecting multiple variants,
the reported warnings undergo Deduplication before being presented to the user.

3.2 Family-Based Vulnerability Discovery

Our family-based approach is based on lifting by simulation [28]. Below, we
describe the underlying concept and its realization inside Vari-Joern.

Concept. Lifting by simulation applies variability encoding to variable source
code such that an off-the-shelf tool can be used for the analysis of the resulting
product simulator (cf. Section 2.2). For our purpose, this involves three steps:

Step 1 creates a variant simulator by applying variability encoding to the
variable source code. In the case of C, the target language of Vari-Joern [8],
compile-time variability (i.e., conditional-inclusion directives) is transformed into
runtime variability (i.e., if-statements). Listing 2 exemplifies this procedure in
the context of the foo function (cf. Listing 1). As the ifdef in Line 4 of List-
ing 2a wraps an entire statement, it can be substituted with an if-statement over
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1 void foo(){
2 int x = source();
3 if(x < MAX){
4 #ifdef CONFIG_SEND_DATA
5 sink(x);
6 #endif
7 // ...
8 }
9 }

(a) Before variability encoding

1 bool sendData; // Init. nondeterministically.
2 void foo(){
3 int x = source();
4 if(x < MAX){
5 if(sendData){
6 sink(x);
7 }
8 // ...
9 }

10 }

(b) After variability encoding

Listing 2: Variability encoding of the foo function (cf. Listing 1)

a boolean feature variable. The corresponding feature variable in Line 1 of List-
ing 2b is initialized nondeterministically. This prevents static analysis tools from
inferring that bodies of if-statements introduced through variability encoding are
dead code, potentially excluding them from analysis [5,58]. While variability en-
coding of toy examples is straightforward, transforming real-world C represents
a serious challenge that has been the subject of extensive research [28,48,61].

Step 2 takes the variant simulator and analyzes it using off-the-shelf vulner-
ability discovery tools. Since the variant simulator is free of preprocessor-based
variability and contains only conventional C source code, existing analysis tools
can operate on it without modification [28,48,61]. However, as variability encod-
ing can severely alter source code structure [28, 48], the vulnerability warnings
reported by the analysis tool can relate to completely different code regions.

Step 3 addresses this issue by mapping the warnings reported by the analysis
tool to their corresponding location in the original source code.

Realization. The realization of our family-based vulnerability discovery approach
is illustrated in the lower half of Figure 1. We implement lifting by simulation
using the Sugarlyzer framework of Patterson [49]. In essence, Sugarlyzer
aims to automate the process of applying variability-oblivious analysis tools to
variant simulators of a configurable system’s individual source files [49]. It there-
fore realizes the three steps outlined in the aforementioned concept on a per-file
basis. Sugarlyzer uses SugarC [48], a state-of-the-art variability encoding
solution built on the variability-aware C parser SuperC [23]. Furthermore, it
provides a mapping component that uses specially formatted comments inserted
into the variant simulators by SugarC to map findings reported by an analysis
tool back to their original source code location. This mapping component also
performs deduplication, considering that the code duplication typically intro-
duced through variability encoding [28,61] can lead to duplicate findings.

As the Sugarlyzer framework was intended for bug discovery inside config-
urable software systems [49], it only supported common bug finding tools out of
the box. Considering the potential the static analysis tool Joern [30,62] has for
vulnerability discovery [8], we added support for Joern. In addition, we inte-
grated the framework into Bächle et al.’s analysis platform Vari-Joern [8] (cf.



8 T. Bächle et al.

Figure 1) and altered the command-line interface such that switching between
our family-based approach and the existing product-based strategy is possible.

4 Evaluation

For the evaluation of our presented family-based vulnerability discovery ap-
proach (cf. Section 3.2), we perform a comparison to Vari-Joern’s optimized
product-based strategy (cf. Section 3.1). We opt for this evaluation method, as
optimized product-based approaches represent the de facto standard for ana-
lyzing configurable software [40]. Furthermore, it reflects common practice in
studies on family-based analysis approaches [5,6,40,49,60]. Since Vari-Joern’s
optimized product-based strategy is configurable and offers support for both t-
wise FIS and URS, we first perform a comparison between the available sampling
techniques. Consequently, we first aim at answering the research question RQ1:

RQ1: How do t-wise FIS and URS compare when used for vulnerability
discovery inside highly-configurable software systems?

Leveraging the findings for RQ1, we settle on the most promising sampling
technique for the comparison to our family-based approach. In this regard, we
aim at answering the second research question RQ2:

RQ2: How does the presented family-based vulnerability discovery ap-
proach compare to a product-based alternative in terms of the potential
vulnerabilities detected?

Even the most effective vulnerability discovery approach becomes infeasible if it
incurs impractical resource demands. Accordingly, we also consider the resource
demand of our approach, as expressed in a third research question RQ3:

RQ3: How does the presented family-based vulnerability discovery ap-
proach compare to a product-based alternative in terms of execution time
for a full analysis?

4.1 Subject Systems

We selected the three real world, highly-configurable subject systems axTLS [7],
Toybox [59], and BusyBox [13] for the evaluation. We chose these systems as
their implementation is open source, they encompass a significant share of C
code, and they rely on Kconfig [34] for their configuration management.4 Ad-
ditionally, all systems served as subject systems in recent studies on the analysis
of configurable software [8,44,45,48,50] and thus act as popular representatives.
The systems are further characterized in Table 1. Besides their name, version,
and type, we also capture the number of lines of code and the number of fea-
tures as rough estimates of the systems’ complexity. For all systems, we used the

4 All three characteristics are currently required for an analysis with Vari-Joern [8].
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Table 1: The set of subject systems used in our evaluation
Name Version Type C-LoC #Features

axTLS [7] 2.1.5 Client/server TLS library 17, 556 63
Toybox [59] 0.8.12 Collection of Linux command line utilities 61, 324 350
BusyBox [13] 1.36.1 Collection of UNIX utilities 182, 966 1, 027

latest stable release as of September 2025. The C-LoC column shows the num-
ber of lines of code found in C source files as measured using the tool cloc,5
whereas the #Features column shows the number of features found in the feature
models extracted from the systems by Vari-Joern’s feature model reader (cf.
Section 3.1). The complexity of the systems in terms of lines of code and features
more than triples from axTLS to Toybox. A similar increase in complexity can
be observed between Toybox and BusyBox.

4.2 Experimental Setup

We adopt a quantitative study focusing on the reported vulnerability warnings
and the required execution time for a full analysis of the subject systems for
answering our research questions. The setup for the individual research questions
and the used execution environment is detailed below.

RQ1. To assess how the sampling techniques of t-wise FIS and URS compare
for vulnerability discovery, we analyze all subject systems (cf. Section 4.1) us-
ing Vari-Joern’s optimized product-based strategy (cf. Section 3.1) and the
respective sampling technique. For t-wise FIS, we use the sampling strengths
t ∈ {1, 2, 3}. We decided against using higher sampling strengths, as these quickly
result in unreasonably high computational costs for real-world systems [42, 51],
such as those selected for the evaluation. Since URS lacks a clear stopping crite-
rion and can thus be run indefinitely, we employ two target sample sizes for the
corresponding analysis: (1) the average sample size obtained by 3-wise FIS (N),
and (2) this average multiplied by a factor of 3 (N × 3). For each analysis run,
we collect the total number of vulnerability warnings reported by Vari-Joern
that are not related to the analyzed system’s infrastructure (Kconfig files, unit
tests, etc.). In addition, we measure the execution time using the tool GNU
Time6 without taking advantage of parallel composer and analyzer components
(cf. Section 3.1). To account for outliers in the number of findings and execu-
tion time, we repeat all analysis runs ten times. We then compare the sampling
techniques in terms of their distribution of raised vulnerability warnings across
executions and their average execution time for a full analysis.

5 https://github.com/AlDanial/cloc (version 2.06).
6 https://www.gnu.org/software/time (version 1.9).

https://github.com/AlDanial/cloc
https://www.gnu.org/software/time
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RQ2. For evaluating the vulnerability discovery capabilities of our family-based
approach (cf. Section 3.2), we follow a similar setup to RQ1. We use Vari-Joern
to analyze all subject systems using both the optimized product-based approach
and our family-based approach. For the optimized product-based analysis, which
we use as ground truth, we focus on the sampling technique identified as most
promising through RQ1 to reduce the scope of the comparison. In this regard,
we reuse the analysis results collected for answering RQ1. We then use both
analysis strategies’ results to categorize the raised (non-infrastructure-related)
vulnerability warnings according to whether they were raised by both analy-
sis strategies (Type 1), raised only using the optimized product-based strategy
(Type 2), or raised only by the family-based strategy (Type 3). As the sampling
techniques employed by Vari-Joern’s optimized product-based analysis are not
deterministic in their execution, we repeat this process ten times and accumulate
the results. To reason about the instances raised only by one of the strategies,
we manually examine a sample of corresponding vulnerability warnings.

RQ3. To evaluate the resource demand of our family-based vulnerability discov-
ery approach (cf. Section 3.2), we combine aspects of the setups of RQ1 and RQ2.
We analyze the subject systems using Vari-Joern’s optimized product-based
strategy (leveraging the sampling technique found most promising through RQ1)
and our family-based approach. For the optimized product-based analysis, we
reuse the individual time measurements from RQ1. For the family-based analy-
sis, we measure the execution time of the ten analysis runs conducted for RQ2.
In this regard, we again disable any explicit parallelization features of Vari-
Joern. Similar to RQ1, we then determine and compare the average execution
times between the optimized product-based and family-based analysis.

Execution Environment. For all of our experiments, we execute Vari-Joern
within its provided Docker container. We run this container on a machine
equipped with a 16-core AMD Ryzen Threadripper PRO 5955WX proces-
sor and 128 GB RAM, running Ubuntu 24.04.3 LTS.

4.3 T-Wise Interaction Sampling vs. Uniform Random Sampling

For addressing RQ1, we compare t-wise FIS and URS with regard to the raised
vulnerability warnings and the required execution time (cf. Section 4.2).

Results. Figure 2 depicts box plots of the vulnerability warnings reported
by Vari-Joern for the three subject systems using t-wise FIS and URS. For
axTLS, all sampling techniques except 1-wise FIS always yielded 102 warn-
ings. Similarly, the analysis of Toybox consistently produced 685 warnings. For
BusyBox, the number of vulnerability warnings grew with increasing sampling
strength (i.e., t-values) of t-wise FIS, albeit at a rate that quickly declined from
t = 2 to t = 3. Additionally, URS resulted in fewer warnings than 3-wise FIS,
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Figure 2: Distribution of vulnerability warnings raised using t-wise Feature In-
teraction Sampling (t-wise FIS) and Uniform Random Sampling (URS)

Table 2: Average execution time (hh:mm:ss) for a full analysis using t-wise Fea-
ture Interaction Sampling (t-wise FIS) and Uniform Random Sampling (URS)

System 1-wise FIS 2-wise FIS 3-wise FIS URSN URSN×3

axTLS [7] 00:01:40 00:05:44 00:22:45 00:23:14 01:12:04
Toybox [59] 00:04:17 00:14:10 00:57:53 00:53:11 02:39:34
BusyBox [13] 00:16:53 01:37:24 10:11:14 10:30:18 31:38:00

independent of the considered target sample size, and only approached the num-
bers of vulnerability warnings produced by 2-wise FIS when the larger target
sample size (N × 3) was used. Nonetheless, even using the smaller target sample
size (N), URS generally produced noticeably more warnings than 1-wise FIS.

Considering the analysis effort, Table 2 reports the average execution time
across the subject systems and sampling techniques. Increasing the sampling
strength of t-wise FIS always resulted in a significant increase in execution time.
URS using the smaller target sample size (N) yielded an execution time slightly
slower than 3-wise FIS for both axTLS and BusyBox, while being marginally
faster than 3-wise FIS on Toybox. Using the larger target sample size (N × 3)
for URS roughly triples the average execution time across all subject systems
compared to the smaller target sample size (N). Independent of the sampling
technique, the execution time was lowest for axTLS and highest for BusyBox.

Discussion. Our results show that the sampling techniques of t-wise FIS and
URS yield the same number of vulnerability warnings on axTLS and Toybox
in all but a single case (cf. Figures 2a and 2b). While both subject systems
are highly-configurable and of considerable size, compared to other configurable
software systems (e.g., BusyBox), they exhibit only a fraction of the complexity
(cf. Table 1). It is therefore to be expected that only minor differences will emerge
between sampling techniques. Furthermore, in the case of Toybox, much of the
system’s variability is found on file granularity and tied to single features. Such
variability patterns can easily be covered by even simple sampling techniques
(e.g., 1-wise FIS). This explains why the results for Toybox show less variation
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between sampling techniques than those for axTLS (cf. Figures 2a and 2b),
despite the system being more than three times as large and configurable (cf.
Table 1). Contrary to axTLS and Toybox, the results for BusyBox show
noticeable differences between sampling techniques. For the different sampling
strengths of t-wise FIS, we notice the same near-logarithmic relationship between
the parameter t and the number of findings as indicated in earlier studies [8,25,
42]. Despite using a target sample size equal (or multiple in the case of URSN×3)
to the average sample size yielded by 3-wise FIS, URS only regularly outperforms
t-wise FIS in the number of raised vulnerability warnings for a sampling strength
of t = 1 (i.e., 1-wise FIS). This is likely caused by the fact that URS does
not aim to cover feature interactions. Consequently, so-called feature-interaction
vulnerabilities (i.e., variability-induced vulnerabilities whose presence depends
on the interplay of multiple features’ source code [8]) may frequently be missed.

Considering the total execution time across sampling techniques (cf. Table 2),
the analysis effort grows nearly exponentially with the t-wise FIS strength t. This
is consistent with previous observations showing that the sample size (and thus
the number of software variants that need to be analyzed) increases exponentially
with the sampling strength [8, 25, 36, 37, 42]. Furthermore, independent of the
subject system, the analysis using URS and the target sample size N exhibits
an execution time comparable to the time using 3-wise FIS. As N is equal to
the average sample size yielded by 3-wise FIS, this suggests that the resource
demand for the sampling of configurations does not differ substantially between
sampling techniques. Lastly, as expected, tripling the target sample size used for
URS (i.e., using N × 3) approximately triples the average execution time across
all three subject systems. In summary, we can conclude RQ1 as follows:

Conclusion RQ1: URS generally outperforms 1-wise FIS in the number
of raised vulnerability warnings. However, to achieve a comparable num-
ber of vulnerability warnings to even 2-wise FIS, it requires a substantially
larger target sample size. Consequently, the corresponding analysis is con-
siderably more resource-demanding than all considered parameterizations
of t-wise FIS, even vastly exceeding the execution time for 3-wise FIS. Our
results therefore indicate that t-wise FIS is more suitable for vulnerability
discovery in highly-configurable software systems than URS.

4.4 Family-Based vs. Product-Based Vulnerability Discovery

Our experimental results indicate that t-wise FIS is more suitable for vulner-
ability discovery than URS (cf. Section 4.3). For answering RQ2 and RQ3, we
thus focus on a comparison between our family-based vulnerability discovery ap-
proach and Vari-Joern’s optimized product-based strategy using t-wise FIS (cf.
Section 3). We concentrate on 2-wise and 3-wise FIS for the optimized product-
based strategy since the results for RQ1 showed that 1-wise FIS performed the
worst among all considered sampling techniques (cf. Figure 2).

Results. Table 3 shows the aggregated shares of vulnerability warnings with
regard to three types: (1) those raised by both analysis strategies, (2) those
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Table 3: Aggregated shares (and numbers) of vulnerability warnings reported by
both analysis strategies (Type 1), only by the optimized product-based strategy
(Type 2), and only by our family-based strategy (Type 3)

System t
Share Type 1

(Both)
Share Type 2

(P-Based)
Share Type 3

(F-Based)
Total

axTLS [7] 2, 3
95.28% (1010) 0.94% (10) 3.77% (40)

1060

Toybox [59] 2, 3
78.83% (5770) 14.75% (1080) 6.42% (470)

7320

BusyBox [13]
2

34.59% (4991) 59.82% (8632) 5.60% (808)
14431

3
34.76% (5019) 59.83% (8639) 5.41% (781)

14439

raised only using the optimized product-based strategy, and (3) those raised only
using our family-based approach. For axTLS, independent of the FIS strength
t used for the comparison, the vast majority of warnings are of Type 1 (Both),
with only small shares belonging to Type 2 (P-Based) and Type 3 (F-Based).
While the results for Toybox are similar, the shares of Type 2 (P-Based) and
Type 3 (F-Based) are noticeably larger than for axTLS, decreasing the share
of Type 1 (Both). This trend extends partially to BusyBox. There, the share
of Type 2 (P-Based) is substantially larger than for Toybox and accounts for
the majority of vulnerability warnings. At the same time, the share of Type 1
(Both) decreases significantly, whereas the share of Type 3 (F-Based) decreases
only slightly compared to Toybox. For BusyBox, increasing the FIS strength
t used for the comparison slightly increases the shares for Type 1 (Both) and
Type 2 (P-Based). It also slightly decreases the share for Type 3 (F-Based).

Using our family-based approach, we measured average execution times for
a full analysis of 00:07:20 (hh:mm:ss), 01:57:32, and 03:46:57 for axTLS, Toy-
box, and BusyBox, respectively. Considering the average execution times of
the optimized product-based strategy (cf. Table 2), our family-based approach
is thus positioned between the optimized product-based analysis using 2-wise
and 3-wise FIS for axTLS and BusyBox. For Toybox, it is more resource-
intensive than even the analysis using 3-wise FIS, requiring more than twice the
execution time.

Discussion. For assessing the vulnerability discovery capabilities of our family-
based approach, we examine the classification in Table 3. With the optimized
product-based analysis serving as ground truth, Type 1 (Both) of the classifica-
tion can be interpreted as true positives, Type 2 (P-Based) as false negatives,
and Type 3 (F-Based) as false positives. The large share of Type 1 (Both) for
axTLS suggests that both analysis strategies produce similar sets of vulnera-
bility warnings. This finding does not extend to Toybox and BusyBox, where
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we observe a drastic increase in the share of Type 2 (P-Based) vulnerability
warnings (i.e., false negatives). This behavior is not affected by the FIS strength
t of the ground truth, since it only affects BusyBox and results in changes be-
low 1%. To reason about the causes of the massive increase in false negatives for
Toybox and BusyBox, we manually inspected a sample of corresponding Type
2 (P-Based) vulnerability warnings and found that they could be explained by
a number of recurring patterns that fall into two categories: (1) limitations of
variability-encoding solutions and (2) challenges of analyzing variability-encoded
source code. We describe these categories in more detail below.

Limitations of Variability-Encoding Solutions. Despite multiple previous ef-
forts [28, 48, 61], performing variability-encoding of real-world C code remains
a challenging task. Not only is it inherently difficult to support all language
constructs of a general-purpose programming language, such as C, but it also
represents a non-trivial task to ensure that the transformation ensures behavior
preservation [28,48,61]. In addition, with variability encoding typically realized
through systematic code duplication and renaming, transforming variable source
code can be very computationally demanding [28,48,61]. Considering these chal-
lenges, it is unsurprising that even a state-of-the-art tool such as SugarC [48],
which we use in our family-based approach (cf. Section 3.2), faces limitations.
For Toybox and BusyBox, we observed that certain code regions (e.g., spe-
cific conditional blocks or functions) may not always be correctly transformed.
Furthermore, variability encoding of some source files (2 for Toybox and 7 for
BusyBox) regularly exceeds ten minutes, which the family-based approach uses
as a timeout to avoid excessively long analysis runs. Consequently, vulnerabil-
ity warnings that should have been raised in source files or code regions that
could not be correctly variability encoded are missed. Another behavior that
we observed is that the line number comments emitted into a variant simula-
tor by SugarC to enable a mapping to the original source code locations [48]
may be missing or contain imprecise information. This creates two issues. First,
if mappings are missing, not every vulnerability warning raised on a variant
simulator can be traced back to its corresponding location within the original
source code, leading to missed vulnerability warnings. Second, if mappings are
imprecise, it becomes effectively impossible to accurately match vulnerability
warnings between our family-based approach and the optimized product-based
ground truth as required for Type 1 (Both) of our categorization (cf. Table 3).
We first recognized the limitations of SugarC during the implementation of our
approach. In response, we investigated their causes and already resolved some of
the issues. However, as the underlying reasons are conceptually complex, fully
resolving the limitations of current state-of-the-art variability encoding solutions
represents a challenge that calls for a collaborative effort by the community.

Challenges of Analyzing Variability-Encoded Source Code. The code dupli-
cation and renaming typically used to realize variability encoding can severely
alter the structure and length of the transformed source code [28,48,61]. When
analyzing a variant simulator with an off-the-shelf analysis tool, these changes
can have consequences. As variability encoding can obfuscate identifier names
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and structures targeted by an analysis tool, it can prevent problematic patterns
from being identified [28, 48]. To avoid this, we extended SugarC’s function-
ality to exclude certain identifiers from renaming [49] to arbitrary identifiers.
This allows us to exclude the identifiers found in the queries from the Joern
query database [31] from renaming. During our investigation, we found that this
is not always sufficient and that structural changes found within the variant
simulators (e.g., additional nesting around identifiers) still caused some queries
to miss matches. This highlights a common pitfall with query-based static anal-
ysis tools, such as Joern. Queries that are too lenient lead to false positives,
whereas queries that are too rigid lead to false negatives once there are slight
deviations in the syntax of the modeled code pattern [39]. Striking the right
balance between these extremes poses a key challenge [39], especially when an-
alyzing variability-encoded (i.e., heavily transformed) source code.

Following our inspection of the sample of Type 2 (P-Based) vulnerability
warnings for Toybox and BusyBox, we also performed an examination of the
corresponding vulnerability warnings for axTLS and found that their causes
were consistent with the two categories outlined above. While the sheer number
of raised vulnerability warnings did prevent us from performing a full exami-
nation for Toybox and BusyBox, an extended sample further confirmed the
above-mentioned observations. We can therefore conclude RQ2 as follows:

Conclusion RQ2: Our family-based analysis and the optimized product-
based ground truth report nearly equivalent sets of vulnerability warn-
ings for axTLS. For Toybox and BusyBox, the ground truth unexpect-
edly reports substantially more vulnerability warnings, indicating that our
family-based approach suffers from many false negatives. Closer inspection
revealed that this behavior is not a conceptual issue but is caused by limita-
tions exhibited by current variability-encoding solutions and the challenges
associated with analyzing variability-encoded source code. While we tried
to address both aspects in our implementation, each poses a challenge that
requires continued attention from the research community.

Considering the required execution time (cf. Table 2 and the results section
above), our family-based approach is positioned between the optimized product-
based strategy using 2-wise and 3-wise FIS for axTLS and BusyBox. For Toy-
box, it falls behind the optimized product-based strategy using 3-wise FIS by a
factor of over two. We could therefore not extend earlier findings [6,40,60], where
a family-based strategy often clearly outperformed an optimized product-based
strategy using either 2-wise or 3-wise FIS. Examining the reason for this behav-
ior, we found that although the time spent on the actual analysis using Joern is
typically within the same range, the family-based approach requires significantly
more time for variability encoding than the optimized product-based strategy
does for variant sampling. For instance, on average, the family-based approach
requires 01:08:41 (hh:mm:ss) for variability encoding of Toybox, whereas 3-
wise FIS requires only 00:04:42. Conversely, the corresponding Joern analysis
times are similar with 00:48:42 and 00:51:03 for the family-based and optimized
product-based strategy, respectively. We can thus conclude RQ3 as follows:
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Conclusion RQ3: In terms of the required execution time, our family-
based approach is positioned between the optimized product-based analy-
sis using 2-wise and 3-wise FIS for axTLS and BusyBox, but slower than
the optimized product-based analysis using 3-wise FIS on Toybox. While
our approach is therefore largely comparable to an optimized product-
based analysis using 2-wise and 3-wise FIS, our results do not confirm
earlier findings suggesting higher efficiency of family-based analyses. This
can be attributed to variability encoding of real-world C code being sig-
nificantly more resource demanding than comparable t-wise FIS.

4.5 Threats to Validity

Internal Validity. Using the optimized product-based analysis as ground truth,
we compared the results of the family-based approach without verifying whether
vulnerability warnings refer to actual vulnerabilities (i.e., true positives in the
general sense [21]). Our classification and the results for RQ2 might therefore
be biased by irrelevant vulnerability warnings (i.e., false positives). As the opti-
mized product-based ground truth is potentially incomplete (a result of applying
sampling techniques [55,57,60]), our results might additionally be biased by valid
vulnerability warnings that were not raised by either analysis strategy (i.e., false
negatives in the general sense [21]). As accurately determining complex pro-
gram properties is undecidable [52], properly mitigating these threats requires
a manual examination of all vulnerability warnings and the input source code.
Considering the large number of vulnerability warnings (cf. Table 3) and the size
of the subject systems (cf. Table 1), this is beyond the scope of this paper.

In addition, with Type 2 (P-Based) vulnerability warnings showing a sig-
nificant increase for larger subject systems (cf. Table 3), we focused on this
category of our classification without considering Type 3 (F-Based) vulnerabil-
ity warnings in detail. While this threatens the internal validity of our results,
we argue that the impact is small. The share of Type 3 (F-Based) vulnerability
warnings was always below 7% and showed only minor differences across subject
systems. Furthermore, an examination of a small sample of Type 3 (F-Based)
vulnerability warnings showed that the underlying reason was not the promised
completeness of the family-based strategy (cf. Section 2.2). Instead, the code
duplication and renaming applied by variability encoding introduced potentially
problematic source code patterns not present in the original source code.

External Validity. We only considered a set of three subject systems for the eval-
uation. Our findings may therefore not generalize to highly-configurable software
systems as a whole. While this threat could only be conclusively addressed by
selecting a larger number of subject systems, we tried to mitigate the risk by
selecting systems frequently used in recent literature and thus serving as popular
representatives of highly-configurable software (cf. Section 4.1).

Another threat is that we employed queries from the community-maintained
Joern query database [31] for the analysis of the subject systems with Vari-
Joern. Besides its partial susceptibility towards source code changes (cf. Sec-
tion 4.4), this database is limited in size and its queries do not always target
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vulnerability patterns. As a consequence, our results may not provide conclusive
insights into the actual vulnerability discovery capabilities of our family-based
approach. While using a larger vulnerability-focused set of queries would ad-
dress this threat, there currently is no corresponding solution that is publicly
available. Furthermore, as pointed out by Bächle et al. [8], creating such a set
would require detailed expert knowledge of common vulnerability patterns and
the intricacies of the subject systems that is beyond the scope of this paper.

5 Related Work

This paper introduces a family-based vulnerability discovery approach and eval-
uates it against a product-based analysis strategy. Consequently, it relates to
family-based analysis approaches, product-based analysis approaches, and stud-
ies focusing on comparisons between family- and product-based analyses.

Family-Based Analysis Approaches. Motivated by the promised benefits in com-
pleteness and efficiency [40,57,60], numerous studies [5,10,11,28,35,48,49,53,55,
58] proposed family-based analysis approaches for configurable software. Focus-
ing on the work most closely related to ours, Iosif-Lazar et al. [28] and Patterson
et al. [48] developed variability encoding solutions and evaluated their capabili-
ties by applying off-the-shelf static bug detection tools to the variability-encoded
C code. Patterson [49] continued this line of work by introducing the Sugar-
lyzer framework. This framework automated the application of a static analysis
tool to variability-encoded source code and served as the basis for our family-
based vulnerability discovery approach. Despite the fact that family-based anal-
ysis approaches have been proposed for various different use cases, to the best
of our knowledge, our approach is the first to target vulnerability discovery.

Product-Based Analysis Approaches. There are two recent studies [8, 43] that
propose product-based vulnerability discovery approaches. Medeiros et al. [43]
developed an approach that uses different sampling techniques to resolve a con-
figurable system’s variability, allowing the off-the-shelf static analysis tool Cp-
pcheck [18] to be used to identify configuration-related code weaknesses. Bächle
et al. [8], on the other hand, proposed the analysis platform Vari-Joern to in-
vestigate how different sampling strengths (i.e., t-values) of t-wise FIS affect vul-
nerability discovery. We integrated our family-based approach into Vari-Joern
(cf. Section 3.2) and used its existing product-based analysis strategy (cf. Sec-
tion 3.1) for the evaluation. What distinguishes the approaches of Medeiros et
al. [43] and Bächle et al. [8] from ours is that we propose a family-based vulner-
ability discovery approach, whereas they focus on product-based solutions using
different sampling techniques and parameterizations thereof.

Comparative Studies. Using an extended version of their model-checking tool
chain SPLverifier [5], Apel et al. [6] compared product-based and family-based
strategies with regard to their verification time and the ability to identify defects
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on six case studies. They found that the family-based strategy was nearly always
superior to a product-based strategy using t-wise FIS in both regards. Focusing
on real-world systems, von Rhein et al. [60] compared product- and family-based
strategies for seven specific control- and data-flow analyses. They extended prior
findings of Liebig et al. [40], showing that although a family-based analysis is of-
ten slower than analyzing a single variant, it is typically faster than using popular
sampling techniques while still reporting findings for all variants. Similar to the
work on family-based analysis approaches, what distinguishes these studies from
ours is that they focus on comparisons for other use cases (verification, control-
and data-flow analyses, etc.), rather than focusing on vulnerability discovery.

6 Conclusion and Future Work

In this paper, we introduced a family-based vulnerability discovery approach
based on lifting by simulation [28] and evaluated it against the de facto stan-
dard of an optimized product-based analysis strategy. The results show that our
approach can achieve efficiency largely comparable to a product-based analy-
sis using 2-wise and 3-wise FIS. Furthermore, it can match the effectiveness of
such an analysis for small subject systems. For more complex subject systems,
it became apparent that the limitations exhibited by state-of-the-art variabil-
ity encoding solutions and the challenges that arise when analyzing variability-
encoded source code currently prevent an effective analysis. While efficient and
effective vulnerability discovery using lifting by simulation is thus possible, both
aspects require continued attention from the research community before the ap-
proach becomes viable for complex software systems. This would not only allow
variability-induced vulnerabilities, such as the infamous Heartbleed vulner-
ability, to be identified early, but would also open up opportunities for other
analyses on the variability-encoded source code.

In the future, we aim to continue our efforts in addressing the limitations
of variability encoding solutions and the challenges encountered when analyzing
variability-encoded source code. In addition, we want to extend the set of queries
used for the analysis in Vari-Joern by investigating whether vulnerability-
targeting queries of other analysis tools can be translated into the query language
used by Joern. To gain more qualitative insights, we also plan to analyze prop-
erties of individual vulnerability warnings (e.g., the number of involved features)
and to compare them across analysis strategies. Finally, since lifting by simula-
tion represents only one way to implement a family-based strategy, we want to
explore alternative implementations for family-based vulnerability discovery.
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