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Kurzfassung

Mit dem Ziel, immer komplexere physikalische Phänomene zu beobachten und zu
untersuchen, entwickeln sich Experimente in der Teilchenphysik hinsichtlich Um-
fang und Leistungsfähigkeit kontinuierlich weiter, was zwangsläufig zu größeren
Mengen an Messdaten führt, die transportiert und gespeichert werden müssen.
Herkömmliche Hardwaresysteme reduzieren dieses Datenvolumen durch eine
niedriglatente Vorauswahl. Die Effizienz vonHardware-Triggersystemen ist jedoch
intrinsisch durch die Komplexität der erforderlichen Auswahlkriterien begrenzt.
In modernen Experimenten werden diese Einschränkungen zunehmend zu einem
wesentlichen limitierenden Faktor für das Erreichen der physikalischen Ziele.
Dies hat zur Entwicklung von Free-Streaming-Auslesekonzepten geführt, die
die Fortschritte in der Hochgeschwindigkeitskommunikation und -rechnertechnik
nutzen, um die Notwendigkeit einer Vorauswahl durch Hardware zu beseitigen.

Als eines der Experimente, das das Konzept des Free-Streaming-Auslesekonzepts
übernommen hat, ist das Compressed Baryonic Matter (CBM)-Experiment stark
auf hochpräzise Taktsignale und Zeitsynchronisation zwischen seinen Hard-
warekomponenten sowie auf eine reaktionsschnelle und deterministische Daten-
flusskontrolle angewiesen, um seine wissenschaftlichen Ziele zu erreichen. Diese
Anforderungen bilden einen anspruchsvollen Anwendungsfall für ein synchrones,
verteiltes Echtzeitsystem (DRTS).

Diese Arbeit stellt eine skalierbare und anpassungsfähige DRTS-Architektur vor.
Durch den Einsatz moderner feldprogrammierbarer Gate-Arrays (FPGA) und
Multi-Gigabit-Glasfasertechnik sind die Systemkomponenten über bidirektionale
Verbindungen verbunden, um Zeit- und Steuerbefehle mit geringer und deter-
ministischer Latenz zu übertragen. Die Punkt-zu-Punkt-Architektur des Systems
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ermöglicht Redundanz und Anpassungsfähigkeit für konkrete Anwendungsfälle.
Der Zugriff auf die Daten und Rechenressourcen in jedem Knoten des Sys-
tems ermöglicht die Implementierung domänenspezifischer Funktionen, z. B.
lokalisierte Steuerung oder Domänenstatusaggregation. Darüber hinaus arbeitet
das vorgeschlagene Echtzeitnetzwerk synchron mit einer Stabilität der Zeitver-
schiebungen zwischen den Komponenten im Sub-Nanosekundenbereich, wodurch
sich das System für verteilte zeitkritische Anwendungen mit strengen Zeitan-
forderungen eignet.

Das vorgeschlagene Systemwurde in einerminimalenKonfiguration implementiert
und mit einem automatisierten Charakterisierungsverfahren im Labor getestet.
Nach erfolgreicher Designverifikation wurde es im CBM-Experiment als Timing
and Fast Control (TFC)-System eingesetzt.
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Abstract

Aiming to observe and study more and more complex physics phenomena, particle
physics experiments continuously evolve in scale and performance, which in-
evitably leads to larger volumes of measurement data that must be transported and
stored. Traditional hardware systems reduce this data volume through low-latency
selection. However, the efficiency of hardware trigger systems is fundamentally
limited by the complexity of the required selection criteria. Inmodern experiments,
these constraints increasingly become a significant limiting factor in achieving the
physics goals. This has led to development of free-streaming readout concepts
that leverage advances in high-speed communication and computing technologies
to eliminate the need for hardware pre-selection.

As one of the experiments that adopted the free-streaming readout concept, the
Compressed Baryonic Matter (CBM) experiment heavily relies on high-precision
clock and time synchronization across its hardware components and highly re-
sponsive and deterministic data flow control to achieve its scientific goals. These
requirements create a demanding use case for a synchronous distributed real-time
system (DRTS).

This work presents a scalable and adaptable DRTS architecture that fulfills the
unusually stringent requirements for responsiveness and time determinism. Lever-
aging the performance of modern field-programmable gate array (FPGA) devices
and multi-gigabit optical connections, the system components are interconnected
by bi-directional optical links for transporting time and control commands with
low and deterministic latency. The point-to-point architecture of the system allows
for redundancy and adaptability for a specific application. The access to the data
and computing resources in each node of the system allows one to implement
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domain-specific functions, e.g. domain-specific control or domain status aggrega-
tion. In addition, the proposed real-time network operates in a syntonous way with
the stability of the time shifts between components lying in the sub-nanosecond
range, which makes the system suitable for distributed time-critical applications
with stringent time requirements.

The proposed system has been implemented in a minimal configuration and tested
with an automated characterization procedure in the lab. After successful design
verification, it has been deployed in the CBM experiment as the Timing and Fast
Control (TFC) system.
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1 Introduction

Distributed real-time systems (DRTS) have become indispensable in many appli-
cations that address challenging technical problems through coordinated operation
of multiple components. Already today, a broad range of domains in everyday
life relies on such systems, and ongoing research continues to extend their reach
into emerging areas such as smart power grids and microgrids, as well as the
coordinated control of autonomous machines including unmanned aerial vehi-
cles, cars, and robots [1–7]. To perform increasingly complex tasks efficiently
and to satisfy the ever-growing requirements of these applications, DRTS face a
rising demand for faster and more accurate coordination among their distributed
components. This challenge has driven extensive research into deterministic data
exchange mechanisms for DRTS [8–12].

Determinism in the context of DRTS is a twofold concept: it may refer to the
predictability of the system state after certain input events or the predictability of
its temporal behavior, such as response time. The latter aspect is especially critical
for applications in which the DRTS interacts with moving objects, where the
velocity of the objects directly tightens the requirements on timing predictability
and the precision of the system response. To guarantee temporal predictability, the
perception of timemust be coherent across all components of the distributed system.
This makes synchronization of distributed devices a fundamental prerequisite for
time-deterministic operation. Consequently, synchronization in device networks
has become a central research topic [13–18].

Since synchronization inherently relies on the exchange of timing information
between physical devices, its quality is tightly coupled to the predictability of data
transport latency in the network [19, 20]. For this reason, requirements for latency
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determinism and synchronization accuracy emerge concurrently in modern DRTS,
with both becoming increasingly stringent as applications demand higher levels
of predictability, responsiveness, and precision.

1.1 DRTS in particle physics

Studying the intricate details of the composition of our universe has required
an enormous evolution in experimental technology. Over the past century, the
technical instruments of particle physics have advanced from modest table-top
setups to overwhelmingly large and sophisticated accelerators that span multiple
square kilometers. The largest accelerator today, the Large Hadron Collider (LHC),
is built as a ring with a circumference of 27 km [21–23]. To probe matter in forms
not naturally found on Earth, immense amounts of energy must be communicated
to tiny quantities of common chemical elements, such as carbon or gold, or smaller
particles, such as protons. By accelerating these particles to predefined energies
and colliding them, new matter states and reactions are produced and subsequently
studied with custom and highly complex detectors. These detectors capture the
particle fragments generated in collisions and allow researchers to investigate
phenomena and theories of fundamental importance to modern physics. Thus,
both the accelerator and the detector form crucial components of high-energy
experiments, each with its own technical challenges and operational constraints.

Within the accelerator, particles are guided and accelerated inside a beam pipe
until they reach certain conditions to be finally extracted to one of the experiments
connected to the accelerator. At that point, the particles are directed toward
a target, where they collide with another material sample. For accelerators to
function correctly, a multitude of auxiliary systems surrounding the beam pipe
ensure accurate particle positioning, sufficient cooling, stable power delivery, and
efficient acceleration. All these systemsmust be precisely timed, given that particle
beams travel at velocities comparable to the speed of light. Accelerator control
therefore represents a prominent use case for DRTS, where stringent requirements
for time synchronization and long-distance coordination must be met.

2



1.1 DRTS in particle physics

Figure 1.1: A visualization of a simulated central Au+Au collision with its products. (Credit: CBM
collaboration)

When the accelerated particles are extracted and collided with a target, a vast
number of smaller particles is produced, as illustrated in Figure 1.1. The resulting
collision products are meticulously recorded by a heterogeneous detector system
individually designed for each experiment. These detectors measure the position,
energy, and momentum of millions of particle fragments as they traverse the
volume of the experiment. Designing such detectors and collecting data from
millions of measurement channels is a remarkable technical challenge. Particularly
relevant to this dissertation is the challenge of transporting the great amounts of
data from their sources to a storage, where they can later be analyzed for phenomena
tied to the scientific objectives. Modern experiments routinely produce terabytes
of data, with these numbers continuing to grow [24, 25]. To handle such high
throughput near radiation zones, readout electronics typically rely on radiation-hard
application-specific integrated circuits (ASICs). Once outside the radiation-heavy
area, data aggregation is generally handled by field-programmable gate arrays
(FPGAs) [26].

The extent of FPGA involvement in data acquisition (DAQ) is significant, as shown
in Table 1.1, which compares the number of FPGAboards deployed in various high-
energy physics experiments. While this infrastructure is indispensable, it must also

3
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Experiment Number of FPGA boards
LHCb 500 [27]
CMS 1200 [28]
ALICE 500 [29]
CBM 200 [30]

Table 1.1: Number of FPGA cards in DAQ systems of different experiments.

be paired with sophisticated data reduction strategies. Only a small fraction of raw
detector data is directly relevant to the underlying physics goals [31]. As a result,
many experiments rely on hardware triggers or feature-extraction methods that
pre-select or compress data before forwarding it further into the DAQ chain [25].
Even with these approaches, DAQ systems still require hundreds of FPGA boards
to meet performance demands. The real-time data processing carried out in these
boards constitutes a major use case for DRTS.

However, such reduction strategies are no longer universally applicable. The
Compressed Baryonic Matter (CBM) experiment at the upcoming Facility for
Antiproton and Ion Research (FAIR) in Darmstadt, Germany, exemplifies this shift.
In CBM, the data selection criteria are so complex that efficient filtering at the
hardware level is infeasible. Instead, the experiment employs a free-streaming data
acquisition approach, where all raw data are timestamped directly at the source and
forwarded without selection to a high-performance computing farm. There, large-
scale computational resources handle the necessary data processing and selection.
While offering scientific flexibility, this approach places unique challenges on the
CBM DAQ system, which must sustain extremely high throughput with precise
time alignment across its distributed components.

1.2 Motivation

The CBM experiment will operate with a beam extracted from the future
Schwerionensynchrotron 100 (SIS100) accelerator at the FAIR facility using the

4
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Figure 1.2: Beam intensity fluctuations with slow extraction at SIS18 [34].

slowextractionmethod [32]. However, experience from theSchwerionensynchrotron
18 (SIS18) accelerator has shown that this extraction technique leads to significant
fluctuations in beam intensity on the microsecond timescale [33]. While the CBM
DAQ system is designed to continuously sustain the average data throughput over
long periods, short bursts reaching up to 400% of the average rate have been ob-
served, as illustrated in Figure 1.2. These bursts, lasting for several microseconds,
are sufficient to cause localized buffer overflows within the system.

Such buffer overflows negatively affect the overall performance of the experiment,
as they result in uncontrolled and unpredictable partial data losses. Once this
occurs, the affected events are corrupted and cannot be meaningfully reconstructed.
To maximize the efficiency of data acquisition under these challenging conditions,
the throughput within the DAQ system must be actively controlled by a fast DRTS.
By dynamically managing local overload situations, the system is able to preserve
events that would otherwise be lost due to buffer corruption [34].

Besides, the free-streaming data acquisition with early data timestamping in
the self-triggered front-end electronics (FEE) requires accurate distribution of
the global time base across the system, as timestamping accuracy directly time
measurements in the experiment and the efficiency of event reconstruction in
the computing farm [35]. Previous experiments have demonstrated that both
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control and timing information can be effectively transmitted together over optical
links [36, 37]. With the steady advances in FPGA technology, modern devices
now offer sufficient numbers of high-bandwidth, versatile optical transceivers to
support such an approach. This makes it feasible to implement a large-scale DRTS
that integrates data transport with fast control and timing distribution to ensure a
stable and efficient operation of the CBM DAQ system.

1.3 Contribution

Large-scale particle physics experiments have only recently begun adopting the
free-streaming approach to data acquisition. Although advanced methods and
extensive expertise have been accumulated over decades to reduce and transport
the vast amounts of data generated by detectors, new solutions are required to
guarantee the stable and reliable flow of continuously streaming data. These
solutions must be carefully tailored to the specific constraints of each experiment.

In this context, the central contribution of this dissertation lies in the development
of a synchronous, versatile, and highly responsive DRTS capable of meeting the
currently defined needs of the CBM experiment, while also remaining sufficiently
adaptable and extendable to accommodate future modifications and upgrades. The
dissertation presents the development of the Timing and Fast Control (TFC) system,
beginning with a broad preliminary study that included prototyping and analysis
of multiple potential approaches. Based on these foundations, a distributed TFC
architecture was devised that offers competitive performance in both scalability
and time distribution. Furthermore, the system design is inherently adaptive, its
point-to-point connections between components enable localized, domain-based
control, allowing the system to support different experimental configurations and
to evolve seamlessly with future upgrades. This flexibility positions the TFC
system within the general vision of CBM as a universal measurement apparatus.

Since other subsystems of the experiment are being developed in parallel, the
success of the entire project depends on the early integration of preliminary versions
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of common functionality. The TFC system is one of these core subsystems, and its
development has therefore followed a phased approach. Intermediate functional
versions have been integrated into the experiment development setup to support
system-level testing and co-evolution with other subsystems.

Beyond the design and implementation of the TFC system itself, significant effort
has been dedicated to establishing a rigorous characterization procedure. This
methodology ensures that system performance can be systematically verified
against the stringent requirements of the experiment. Like the TFC system, the
characterization framework has been developed with an emphasis on modularity
and adaptability, enabling it to be extended or refined in line with future upgrades
to the experiment.

1.4 Outline

This dissertation is organized in 9 chapters that systematically and gradually
provide an in-depth overview of the encountered problems and the developed
solutions during the development of the highly deterministic distributed control
system.

Chapter 2 introduces the reader to the background information that is necessary
for the understanding of the fundamental challenges in distributed systems, es-
pecially those that are meant to operate with a common notion of time between
its components and deterministic data transport delays. The chapter opens with
a general introduction to distributed real-time systems in section and their clas-
sification based on two different criteria: the strictness of timing constraints and
the principle of timely task handling. Afterwards, the chapter delves deeper into
the concept of time as it is defined in distributed digital systems and the criteria
of its stability. Following deeper into the timing issues in distributed systems,
the chapter presents various methods of achieving time synchronization across
system components to meet various application requirements. Connecting the
earlier presented information with the use case selected for this work, the chapter
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is closed with an overview of the CBM experiment and its free-streaming data
acquisition scheme, highlighting the need for a synchronized and a deterministic
distributed control system for the successful operation of the experiment.

In Chapter 3, modern approaches in applications with similar requirements are
reviewed. The chapter begins with an overview of two prominent systems that are
used to implement distributed real-time systems: White Rabbit and Time-Sensitive
Networking (TSN). Both solutions are widely adopted in various applications,
withWhite Rabbit providing excellent time synchronization in research and finance
projects, and TSN serving as the highly standardized and interoperable foundation
of more industrial and automotive systems. The chapter continues into an overview
of timing and control systems in other experiments that feature free-streaming data
acquisition. Timing systems of 4 experiments have been analyzed: Mu3e, Large
Hadron Collider beauty (LHCb), A Large Ion Collider Experiment (ALICE) and
Deep Underground Neutrino Experiment (DUNE). The experiments have vastly
different scales and requirements, yet they all require time synchronization and
distribution of latency-bounded messages in their DAQ systems.

Laying the foundation for the contribution of this work, Chapter 4 focuses on the
analysis of the DAQ system of the CBM experiment to identify and quantify its
requirements. Three different system aspects have been individually considered
in the analysis: time stability, message transport latency and scalability. The
identified requirements provided sufficient insight to derive the high-level architec-
tural choices, shifting the focus of the chapter towards defining the initial design
framework of the TFC system. Thus, the preferred network topology and the
communication medium have been determined already at the preliminary research
stage and constituted the preliminary concept of the system. Nevertheless, due
to insufficient insight into the constraints of two fundamentally different time
synchronization approaches present in the prior state-of-the-art analysis, it was
not feasible to analytically identify, which of them would be more appropriate to
reach the goals of the CBM experiment. Therefore, these constraints must have
been identified through additional feasibility studies that involve prototyping of
each of the two approaches.
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The first of the two aforementioned feasibility studies is covered in Chapter 5. The
chapter begins with the introduction of the studied time synchronization principle.
The principle involves exchange of time information between system nodes and
the nodes adjusting their own time based on this exchange. The study reuses the
major enabling feature of this approach, the digital dual-mixer time difference
(DDMTD), which is introduced in the beginning of the chapter. This is followed
by the description of the software phase-locked loop (PLL) that is built, using
the DDMTD as the fully digital phase detector. The software PLL presented
in this work features a modified architecture compared to the PLL used in the
White Rabbit project, offering additional dynamic flexibility and adaptability
during system operation. The rest of the chapter covers the details of the prototype
development and the tests carried out to identify the advantages and the constraints
of this time synchronization approach.

Chapter 6 covers the feasibility study of the other time synchronization approach.
This approach is based on more authoritative distribution of time from a central
system node to all other nodes, with the subordinate nodes adopting the received
time as correct. Beginning with the general description of the approach, the
chapter describes essential aspects of hardware techniques, necessary to ensure
the correct operation of this approach. Thus, advanced management of transceiver
clock domains is discussed in the chapter, along with the in-depth details of a clock
propagation across cascaded optical links. Mapping these advances techniques
to a distributed hardware system allows to achieve latency determinism of data
transport channels with high precision, impossible to achieve with techniques on
higher levels. The chapter continues into the definition of the communication
protocol for the prototype and the reconstruction of the global system time by the
endpoints. The named reconstruction is critical for correct functionality of the
TFC system, as the message transport rate is faster than the global time base of the
experiment, which creates ambiguity of the global time phase as perceived by the
system nodes. After the overview of the prototype concept, the chapter describes
the details of the prototype development and the tests that were carried out to study
the feasibility of the approach in the CBM experiment. As the feasibility study
resulted in a fully functional prototype of the time distribution system, the chapter
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is closed with a report of the deployment and successful usage of the prototype in
a preliminary version of the CBM experiment.

Building up on the substantial insight gained in the feasibility studies, Chapter 7
describes the path towards the final system that would meet the requirements of the
experiment defined in Chapter 4. Chapter 7 focuses on bringing the data transport
latency determinism to the required level and provides an analysis of the intricate
sources of latency variance and potential data transport components that can be
used. The analysis is followed by a brief overview of the existing data transport
interfaces in adjacent applications. Afterwards, the chapter describes mapping of
the hardware techniques gained in feasibility studies to the most suitable of the
reviewed interfaces and its adaptation for FPGA-to-FPGA communication in the
TFC system. The chapter continues into the detailed description of the devised
architecture of the system that is capable to deliver the performance according
to the specification. Additionally, it describes the communication protocol that
ensures correct and stable operation of the system. The chapter is concluded
with the custom calibration procedure that is required for clock distribution in a
cascaded network with a sufficient precision.

The last chapter before the conclusion of the dissertation, Chapter 8, wraps up
the development of the system with an extensive characterization procedure and
validation of the parameters of the TFC system developed in this work. Starting
with a summary of the characterization goals, the chapter advances to the definition
of the characterization method. After the foundation, the focus of the chapter is
shifted towards implementation of the method in an automated test setup. At the
end of the chapter, the setup is used to first establish a baseline performance with
the prototype from Chapter 6, and then to quantify the optimizations introduced
by the final setup described in Chapter 7. The results of the measurements
are interpreted and presented to the reader, thus closing the chapter before the
conclusion of the dissertation.
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In this chapter, the fundamental concepts necessary for understanding the major
contribution of this work are introduced. First, the chapter provides a general
introduction to distributed real-time systems and the key classifications with
regard to the strictness of the temporal requirements and the principle of observing
the temporal relationships. This is essential for understanding the application
requirements and identifying the critical parameters of the system that needs to be
developed. Following this introduction, the fundamentals of the concept of time
in distributed systems are examined, with a focus on how time is represented in
electronic devices and the importance of ensuring the stability of clock generators.

In the following sections, the chapter discusses the criteria, challenges andmethods
related to network synchronization, highlighting the advantages and disadvantages
of different synchronization approaches. Various fundamental types of synchro-
nized networks are introduced here.

The chapter is concluded with an overview of the current use of distributed
real-time systems in particle physics experiments, with a focus on the most
time-sensitive functions and the technologies that have been developed for such
applications. Starting with a discussion of the conventional triggered data acquisi-
tion systems, the focus is shifted towards the novel free-streaming readout concept
used in the CBM experiment, which sets the context for the main contribution of
this work.

11



2 Fundamentals

2.1 Distributed real-time systems

Implementation of real-time systems in a single devices comes with a significant
limitation that the system is bound to a single location. In applications with
sensors and actuators naturally separated in space, this results into great com-
plexity of harnessing and signal delivery solutions. Another major limitation of
real-time systems is the limited resources of any computational unit. For example,
appropriate performance of a real-time system may require complex data process-
ing algorithms that exceed computing capabilities of a single computational unit.
To overcome the aforementioned limitations, distributed real-time systems have
emerged and have been deeply integrated in various parts of our lives over the
past few decades. Distributing the processing tasks in a real-time system across
multiple devices drastically increases the available resources, making it possible to
implement complex processing algorithms and improve system reliability through
redundancy. In addition, the distributed nature makes the system architecture
scalable, more flexible in spatial arrangement and opens the possibility of making
reconfigurable modular architectures.

Nevertheless, all these advantages of distributed real-time systems come at the cost
of added complexity. The computational cluster of any distributed real-time system
has a complex structure and containsmultiple physical devices. These devicesmust
be interconnected with a real-time network to operate together as one system. As
part of a real-time system, such a network extends the general delaymodel presented
above and must address the same temporal requirements, guaranteeing timely
data transport between components of the system [38]. Due to communication
latency, connections between components can introduce significantly larger delays
compared to the internal delays of the components. This also applies to latency
jitter, which may be a critical parameter in some applications [10, 39].

Another challenge added by the distributed nature of real-time systems is the
inherently independent notion of time in each component [40]. Any computer
operates at its own frequency and has no natural awareness of the physical "wall"
time. A computer can only derive temporal information from the clock signals

12



2.2 Classification of DRTS

available to it, assuming that the frequencies of these clock signals are well known.
Although any frequency generator has a specified frequency value, the real output
frequency differs from the nominal value within the tolerance margin typically
specified by the vendor.

This slight difference poses no problem if a real-time task is performed by a single
node: the vendor-specified time rate, while not perfectly accurate, is sufficiently
precise to guarantee the timeliness of task execution between sampling points.
However, in a distributed system, the local clocks of the computers will have
different, albeit very slight, frequency offsets. Over time, these offsets inevitably
accumulate, shifting the observed time of the system components [41]. Such
unknown and inconsistent shifts in local time make it impossible for the system
components to operate cohesively and ensure the timely collective execution of
real-time tasks. Therefore, distributed real-time systems require the establishment
of a common, or global, time to function effectively.

2.2 Classification of DRTS

Because DRTS are used in many different fields, these systems are designed with
specific requirements and properties based on the functions they need to support.
Since there is so much variety, it is important to have a classification system that
clearly defines the real-time requirements of each system. This helps in designing
real-time systems that meet the required performance and reliability.

Over time, several classification schemes have been developed, each focusing
on different aspects such as system dependability, the strictness of real-time
constraints, and resource usage. These classification schemes are useful for
understanding the different levels of importance and constraints that real-time
systems must follow, ensuring that the systems are properly designed for their
specific applications.
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In this section, two particular classification schemes are discussed. These schemes
have been chosen because they are most relevant to the focus of this dissertation
and are important for the design and analysis of Distributed Real-Time Systems.

2.2.1 Hard-, firm- and soft real-time

To address the varying levels of timing constraints and the consequences of
missing deadlines in different applications, real-time systems are categorized into
soft, firm, and hard real-time systems. Each of these three classes has distinct
characteristics and applications, which are crucial for understanding their design
and implementation.

Soft real-time systems are designed to operate within specific timing constraints,
with flexibility to tolerate occasional missed deadlines without leading to failures.
These systems aim to respond to inputs within a predefined timeframe, focusing
on maintaining an acceptable level of performance and service quality rather than
absolute precision. When deadlines are missed, the performance of the system
may degrade, but it continues to function, ensuring that the overall operation
remains intact.

A common example of a soft real-time system is a traffic light management system.
In such systems, timing is critical to ensuring the smooth flow of vehicles and
minimizing congestion. However, if a traffic light signal is delayed by a few
seconds, it may cause temporary inconvenience or slight delays for drivers, but
it will not lead to a significant disruption in the broader traffic network. The
system is designed to handle these minor timing deviations gracefully, adjusting
operations to maintain functionality and service continuity even under varying
conditions.

Firm real-time systems are characterized by the need to meet deadlines but can
tolerate occasional misses without causing a complete system failure. These
systems require tasks to be completed within a specific timeframe to be effective,
but if a deadline is missed, the result may be discarded, and the system continues to
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operate normally. The characteristics of firm real-time systems include moderate
timing constraints, where deadlines are important, but occasional misses do not
lead to catastrophic failures. Missing a deadline results in degraded performance
rather than system failure.

These systems are common in applications where timely data processing is crucial
but not life-threatening, such as multimedia streaming and online transaction
processing. A car parking camera is a good example of a firm real-time system.
When the driver is reversing the car, the camera must provide a real-time view
to assist in accurate parking. If the video feed lags or briefly freezes, the image
may no longer be useful, and the driver might miss the critical moment needed
for precise maneuvering. However, the camera continues to function and will
still provide a video feed, even if that specific moment’s information is lost. This
ability to handle occasional timing issues without the system failing entirely is
what defines firm real-time systems.

Hard real-time systems are those in which meeting deadlines is absolutely critical.
In these systems, the timing requirements are strict, and any missed deadline
is considered a system failure, often with serious consequences. The system
must ensure that all tasks are completed within their specified timeframes, as any
delay can lead to unacceptable outcomes. The characteristics of hard real-time
systems include deterministic behavior, where the system’s behavior is predictable,
and tasks are guaranteed to complete within their deadlines. They are used in
safety-critical applications where failure can lead to severe consequences, such as
in medical devices, aerospace control systems, and industrial automation.

These systems often incorporate redundancy and fault-tolerance mechanisms to
ensure reliability. An example of a hard real-time system is an airbag deployment
system in a car. When a collision occurs, the airbag must deploy within millisec-
onds to protect the passengers. If the system fails to deploy the airbag on time, it
could result in severe injury or even death. In this context, there is no tolerance for
missed deadlines, and the system is designed to operate with the utmost precision
and reliability. This need for absolute adherence to timing requirements is what
defines hard real-time systems.
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Understanding these categories is essential for designing systems that meet the
specific timing requirements of various applications. By appropriately specifying
and designing real-time systems, engineers can ensure that they meet the necessary
timing constraints and provide the desired level of performance and reliability.

2.2.2 Event-triggered vs time-triggered

Real-time systems can also be classified based on how they handle tasks: some
systems are built to react as quickly as possible to events that happen unexpectedly,
while others are designed to maintain consistent timing across all operations.
These two fundamentally different approaches define two classes of real-time
systems: event-triggered and time-triggered [38].

Event-triggered real-time systems are designed to react to specific events or changes
in the system environment. These systems perform actionswhen certain conditions
are met or when specific inputs are detected. The timing of operations in an event-
triggered system is not predetermined but depends on the occurrence of these
events. The system remains idle until an event triggers a response, making it
highly responsive to changes as they happen.

The advantages of event-triggered systems include their high responsiveness, as
they react quickly to changes as soon as they occur, and their efficient use of
resources, since the system only acts when necessary [42]. This also makes
event-triggered systems flexible, as they can easily adapt to varying workloads,
triggering operations only when required. However, this approach also comes with
challenges. The timing in event-triggered systems can be unpredictable, making
it difficult to guarantee that all deadlines will be met, especially under high load.
Managing multiple events can also be complex, as the system might struggle to
prioritize and handle events effectively whenmany occur close together, potentially
leading to delays or missed deadlines. Additionally, the non-deterministic nature
of event-triggered systems can make it harder to predict worst-case execution times,
which is critical for ensuring real-time performance.
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In contrast, time-triggered real-time systems operate based on a predefined sched-
ule, where tasks are executed at specific time intervals or according to a strict
timetable. In these systems, the timing of operations is determined in advance,
and tasks are initiated at precise moments, regardless of the state of the system or
external events. The focus here is on maintaining regular, predictable timing for
all operations [43].

In a time-triggered system, all activities are initiated by the progression of real time.
Each node in a distributed time-triggered system typically has only one interrupt:
the periodic real-time clock interrupt. Every communication or processing activity
is initiated at a periodically occurring, predetermined tick of a clock. To function
correctly in a distributed environment, it is assumed that the clocks of all nodes
are synchronized to form a global time that is available at every node. Each
observation of the controlled object is time-stamped with this global time, and
the granularity of the global time must be chosen such that the time order of any
two observations made anywhere in the system can be accurately established from
their time-stamps.

The main advantages of time-triggered systems include high predictability, as
tasks are scheduled in advance, making it easier to guarantee that deadlines will
be met. The fixed timing also simplifies analysis and verification of the system
behavior, which is crucial for safety-critical applications. Time-triggered systems
ensure that tasks are performed regularly and consistently, which is important in
applications where timing is critical. However, time-triggered systems face their
own set of challenges. They might not react as quickly to unexpected events since
they operate on a fixed schedule. This can be a limitation in environments where
sudden changes require immediate attention. Additionally, time-triggered systems
can be less efficient in terms of resource usage, as time may be allocated to tasks
even when those tasks are not needed. The rigidity of this approach also makes it
less flexible when it comes to handling varying workloads or unexpected changes
in the environment.
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2.3 Time in distributed systems

As previously mentioned, time synchronization is essential for the proper function-
ing of many distributed applications and serves as a fundamental requirement for
time-triggered architectures. Each device relies on a clock oscillator to represent
time, which establishes the basic time reference, known as the system time. This
hardware clock is the only tool a device has to measure the flow of time.

Time synchronization plays a critical role in addressing these discrepancies by
aligning the local clocks of devices within a distributed system. Through synchro-
nization, a common time base is established, allowing all devices to perceive and
follow the same time. This shared reference is essential for distributed systems to
function correctly, as it enables coordinated actions and precise time-triggered op-
erations. Without synchronization, devices could drift out of sync, leading to issues
like data loss, miscommunication between system components, and even complete
system failure in critical applications, such as in aerospace, telecommunications,
or industrial automation.

For any time-based tasks, such as sorting or scheduling, a computer needs a
clear reference for time. Unlike humans, who perceive time as a continuous and
infinitely divisible flow, digital computers operate in discrete steps. The smallest
measurable unit of time for a computer is determined by the period of its system
clock generator. As a result, computers do not experience time as a smooth flow
but rather in incremental steps, which are defined by these clock cycles.

To measure time, computers count the cycles of their system clock. Each cycle,
known as a tick, represents a fixed interval of time that the computer uses to track
the duration of operations. The cumulative count of these ticks forms the local time
of the computer, but these ticks are abstract units and do not directly correspond to
physical time as humans perceive it. As demonstrated in Equation 2.1, to convert
the intervals ∆tloc measured in ticks into physical time ∆treal, such as seconds,
the nominal frequency of the system clock fclk, or local clock rate, must be known.
This clock rate defines how many ticks occur per second, providing the necessary
relationship between the computer internal time and real-world time.
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Ideal time

Frequency offset

Frequency offset + frequency drift

treal

tlocal
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tlocal

Local time with offset
Toffset

Figure 2.1: Demonstration of the imperfections of the local system clock: time offset (left) and
frequency offset and drift (right).

∆treal(∆tloc) =
∆tloc
fclk

(2.1)

Knowing the clock rate allows a computer to measure time intervals, which is
sufficient for many applications that require only relative timing. However, for
cases where the absolute values of local time must be directly and unambiguously
related to physical time, this information alone is not enough. In such scenarios, it
becomes necessary to establish a clear connection between the local system time
and the real-world physical time.

To make this connection, it is essential to know the point in physical time when
the computer began counting ticks. This point, referred to as the offset Toff ,
represents the difference between the local time scale and the physical time scale.
By determining this offset, the local time can be synchronized with physical time.
Assuming the absolute time value t as a special case of a time interval∆t between
the current point in time and the beginning of the time scale, Toff can be integrated
into Equation 2.1 as follows:

treal(tloc) =
tloc
fclk

+ Toff (2.2)

The presented above basic model explains the fundamental relationship between
the time flow perceived by a computer system and physical time, as shown in
Figure 2.1 (left). Although this model is generally correct, it assumes ideal
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conditions for the clock generator that is used as the reference for the local time.
However, in systems that are intended to run for longer periods, such as several
hours or days, more subtle deviations in the clock frequency become significant
and must be considered.

2.3.1 Long-term clock stability

These subtle deviations arise due to inherent inaccuracies in the manufacturing
process of the clock generator, which can lead to small errors in the frequency of
the oscillator. In addition, aging effects gradually impact the clock stability over
time. In systems requiring precise timekeeping, these small frequency variations
accumulate over time, causing the local time to drift from the physical time as
shown in Figure 2.1 (right).

The frequency error resulting from themanufacturing process of the clock generator
remains constant over time and leads to a continuous and predictable drift of the
local time. This type of error, known as frequency offset, is generally very
small and is measured in parts per million (ppm). The frequency offset can be
calculated using the formula Foff = fact−fnom

fnom
· 106, where fact is the actual

frequency of the clock generator and fnom is the nominal frequency specified by
the manufacturer.

With this frequency offset, the actual frequency value can be expressed as
fact = (1 +

Foff

106 ) · fnom, which accounts for the deviation from the nomi-
nal frequency. Using this adjusted expression for the clock frequency, the basic
model from Equation 2.1 can be extended to incorporate the frequency offset:

treal(tloc) =
tloc

(1 +
Foff

106 ) · fnom
+ Toff (2.3)

Thismodified equation allows for amore accurate representation of the relationship
between the local time and the real physical time, considering the linear time drift
introduced by the frequency offset of the clock generator.
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In addition to frequency offset, aging of the clock generator introduces another
source of systematic frequency instability. Unlike frequency offset, which remains
constant, the frequency shift due to aging progressively increases over time at a
constant rate D [44]. This leads to the local time of the device drifting at an
ever-increasing rate, causing a cumulative time error that becomes more significant
over long periods of operation.

The progressive frequency shift over time, denoted as fdrift, can bemathematically
expressed as fdrift(t) = D · t. To estimate the time shift caused by the aging
process, we can integrate this frequency drift over time, yielding the following
equation for the local time drift:

tloc(treal) =

∫
(D · treal)dtreal =

D

2
· t2real + C (2.4)

In this context, since we are only focusing on the additional time drift caused by
aging, it is valid to assume C = 0 in Equation 2.4. This simplifies the model,
and the real time treal can now be related to the local time tloc as:

treal =

√
2 · tloc
D

(2.5)

By incorporating this aging effect into the previously derived model of local time
(Equation 2.3), we obtain a more detailed equation that accounts for both the
frequency offset and the progressive drift caused by aging. The enhanced model
is given as:

treal(tloc) =
tloc

(1 +
Foff

106 ) · fnom
+ Toff +

√
2 · tloc
D

(2.6)

In applications requiring extreme long-term stability of the local clock, the gener-
alized aging model may not provide sufficient accuracy. To address this limitation,
it is possible to identify the specific aging pattern of the oscillator in use and apply

21



2 Fundamentals
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A(t) = 5 ln(0.5t + 1)

B(t) = -35 ln(0.006t + 1)

A(t) + B(t)

Figure 2.2: Typical aging behaviors.

one of the typical oscillator aging models as shown in Figure 2.2 [45, 46]. These
models enable more accurate prediction of aging-related frequency drift and help
to minimize the accumulation of local time errors over long durations of operation.

Alternatively, to minimize the effects of aging from the outset, an aging-
compensated oscillator can be used. These oscillators are designed to correct or
reduce the frequency drift associated with aging, improving long-term stability
and reducing the need for frequent recalibration or compensation [47].

2.3.2 Short-term clock stability

In addition to long-term clock instabilities, there are physical processes that cause
oscillators to change their phase and frequency on a smaller time scale. These
processes include environmental changes such as pressure and humidity, as well as
inherent phase noise. These instabilities arise from various sources, including both
internal and external factors and introduce significant challenges to maintaining
precise synchronization in systems where clock stability is critical.

It is possible to measure the dependency of clock stability on environmental
changes and use these measurements to correct the induced errors. However,
achieving high accuracy typically requires a tedious calibration procedure for each
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individual oscillator, as the sensitivity of oscillators to environmental factors can
vary significantly. Specifically, temperature is known to have the greatest impact
on oscillator stability. To avoid the need for constant calibration to account for
temperature variations, two specialized types of oscillators are commonly used:
oven-controlled crystal oscillators (OCXOs) and temperature-compensated crystal
oscillators (TCXOs). Although both types are more expensive and physically
larger than standard oscillators, they offer significantly enhanced temperature
stability, making them ideal for applications where such stability is paramount.

OCXOs and TCXOs achieve this stability through fundamentally different mech-
anisms. OCXOs include a heating element and control circuitry that maintain
the oscillator at a constant internal temperature, independent of the surrounding
environment. This design provides exceptional temperature stability, though it
comes with increased complexity and power consumption [48]. TCXOs, on the
other hand, utilize temperature-sensitive circuitry to dynamically adjust the fre-
quency of the oscillator based on ambient temperature. While TCXOs offer less
stability compared to OCXOs, they are more cost-effective and simpler in design,
yet still provide better temperature compensation than standard, uncompensated
oscillators.

Predicting the exact variance in clock properties due to environmental changes
is difficult, as these factors often exhibit quasirandom behavior within a certain
margin. This margin is typically specified by the manufacturer for each specific
oscillator model. In addition to external environmental factors, oscillators are
also subject to internal instabilities caused by processes such as thermal noise,
mechanical disturbances, or fluctuations in the power supply. These instabilities
tend to occur at higher frequencies than environmental effects, contributing to
short-term errors that are more difficult to mitigate. When discussing clock
stability, it is common to differentiate between slower, long-term variations caused
by factors like aging or gradual temperature changes, referred to as wander, and
faster, random variations due to noise and jitter. This distinction is demonstrated
in Figure 2.3.
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Figure 2.3: Wander and jitter effects on the clock stability.

2.4 Time synchronization

A variety of synchronization methods has been developed to meet the different
needs of applications, each with its own precision requirements and constraints.
These methods can be organized into categories based on two main factors: the
degree of synchronicity they provide and the overhead complexity they require.
The degree of synchronicity refers to how closely the nodes or devices can be
aligned in time, ranging from loose coordination to very high precision. The
overhead complexity involves the resources needed for implementation, such
as computational power, communication bandwidth, energy consumption, and
system infrastructure.
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Figure 2.4: Synchronization condition in a plesiochronous network.

2.4.1 Synchronization condition

Frequency differences between nodes in a network cause a linearly increasing time
error as the system operates. Factors like frequency drift and phase noise intensify
these time discrepancies. To prevent the time error from exceeding a predefined
threshold, clocks must be periodically resynchronized within the network. The
interval between these corrections is known as the resynchronization interval, and
at the end of each interval between these corrections, the clocks are adjusted to
bring them back into better agreement.

During the free-running period between resynchronizations, the clocks drift apart
due to natural clock variations, as presented in Figure 2.4. The maximum
divergence during this period is referred to as the drift offsetG, which depends on
the length of the interval and the maximum specified drift rate ρ of the clock [41].
The drift offset is calculated as:
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G = 2ρRint

At the end of each resynchronization interval Rint, the clocks are realigned.
However, after the clocks are synchronized, they start drifting again until the next
interval ends. The amount of divergence between two good clocks during this
interval is defined as the drift offset. The synchronization process must ensure that
the offset immediately after resynchronization, defined by the convergence function
F , combined with the drift offset G, remains within the precision requirement P :

F +G ≤ P

This condition ensures that the clocks stay synchronized within the precision
limit throughout the resynchronization cycle. If the combined drift and offset
exceed the specified precision, the time error could grow too large, disrupting
synchronization. Therefore, the period between clock updates depends on the
precision and stability of the clocks, as well as the allowed time difference between
the nodes. In the end, the synchronization condition specifies that the algorithm
must synchronize the clocks with sufficient accuracy so that, during the next free-
running resynchronization period, the deviation between clocks remains within
the defined precision interval.

2.4.2 Synchronization methods

This classification helps to choose the most suitable approach for a given appli-
cation, depending on the balance between the required precision and the system
limitations. Applications that need very high accuracy often require more complex
methods, while those with lower precision needs can use simpler approaches
with less resource overhead. This classification helps to highlight the trade-offs
between accuracy and complexity, providing a clearer basis for selecting the right
synchronization method (Figure 2.5) [49].
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Figure 2.5: Classification of time and frequency distribution networks.

2.4.3 Plesiochronous networks

In a plesiochronous network, each node operates with its own precise clock, and
no control signals are used to coordinate the operation of these clocks. During
the initial setup, clocks are calibrated to minimize the time difference between
them, though perfect synchronization is often not feasible. This calibration can
either be performed centrally, before deployment, or through a “traveling clock”
technique [50]. In the traveling clock method, a highly accurate reference clock
is physically transported to each node, where it is used to adjust the local clock.
This process ensures that each node is synchronized as closely as possible to
the reference time. However, due to the independent nature of the clocks, slight
differences in their free-running frequencies remain inevitable.

Plesiochronous networks offer several advantages, most notably their ease of
implementation and their robustness against individual clock failures. Since each
node operates independently, the malfunction or failure of one clock does not
impair the performance of other nodes in the network, providing a certain level
of fault tolerance. This decentralized design allows the network to continue
functioning even if isolated failures occur, enhancing the overall reliability of the
system.
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However, plesiochronous networks have also significant drawbacks. The primary
challenge lies in the high costs associated with procuring and maintaining highly
accurate clocks. Achieving the required level of synchronization precision demands
the use of expensive oscillators, and the need for regular updates to prevent time
drift further increases the operational complexity.

2.4.4 Synchronous networks

In synchronous networks, all clocks are aligned in both time (phase) and frequency
to a common reference, ensuring that clocks across different locations generate
nearly identical time scales. The methods used to achieve synchronization can
be classified into two main types: centralized and decentralized approaches.
These methods differ primarily in how control signals are managed to maintain
synchronization.

In centralized networks, the master-slave technique is typically employed, where
a single master clock dictates the network time scale and frequency. All other
clocks are either directly or indirectly synchronized to this master clock, forming a
hierarchical structure, as shown in Figure 2.6. In contrast, decentralized networks
operate using mutual synchronization, where no master clock exists. Instead, all
clocks collaborate and contribute equally to establishing the network time and
frequency. This mutual approach allows the network to function without a single
point of control.

Themaster-slave synchronization technique is one of themost widely usedmethods
for synchronizing clocks in networks. In this method, a master clock, such as T1(t),
controls the timing for the entire system, while slave clocks, like T2(t), adjust their
time based on the master. To synchronize, the master clock sends its time to the
slave, as shown in Figure 2.7. The slave compares the time signal from the master,
T1(t-τ ), delayed due to transmission, with its own time using a time difference
detector. The resulting error signal is then used to adjust the slave clock.
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Figure 2.6: A hierarchical master-slave network.
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Figure 2.7: Time propagation in a master-slave synchronous network.

In steady-state operation, the slave clock is locked to the delayed time of the master
clock, creating a steady time difference between the two clocks due to transmission
delay. Any changes in transmission delay directly affect this time difference. In a
hierarchical network, where clock T2(t) also serves as the master for clock T3(t),
the overall time error between T1(t) and T3(t) is the sum of the errors between
clocks T1(t) and T2(t), and clocks T2(t) and T3(t).
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Figure 2.8: A fully-connected mutually synchronized network.

A key challenge in master-slave networks is dealing with transmission delay,
which causes a time bias between the clocks. To mitigate this, delay compensation
techniques are used. A common method involves estimating the transmission
delay and applying this estimate to delay the slave clock before comparing it with
the master time. When the estimate is accurate, this eliminates the steady time
bias. However, if the estimate is off, a residual time error remains.

One significant drawback in master-slave networks is the potential loss of the
master clock. To maintain stability, backup strategies are necessary. One option
is to designate alternative master clocks. Another is to let slave clocks operate
independently until the master clock is restored, which often requires highly
accurate and expensive backup clocks. Because of the risk of losing the master
clock, this method may not be ideal for mission-critical applications. However, the
master-slave technique remains popular in fault-tolerant networks, like telephone
systems, due to its simplicity.

In a mutually synchronized network (Figure 2.8), there is no single master clock
responsible for controlling the timing. Instead, the synchronization process is
distributed across all clocks, with each one contributing to the establishment of a
common time in the network. Every clock continuously adjusts its own time by
comparing it to the times of other clocks in the system. The goal is to minimize
the time difference between its own clock and a weighted average of the other
clocks. This distributed approach ensures that no single clock controls the overall

30



2.4 Time synchronization

synchronization process, and all nodes equally participate in maintaining the
network timing.

At each node, an error signal is produced by comparing the incoming time signal
from a neighboring nodewith the local clock. This is similar to the error generation
process in a master-slave network, but without any central authority. The error
signal is then used to adjust the local clock to reduce the time difference. As in
the master-slave system, the steady-state time difference between clocks depends
on the transmission delays between nodes. Additionally, the network frequency is
affected by these delays. Various delay-compensation techniques, similar to those
used in master-slave systems, can be applied to reduce the impact of these delays.

In larger networks where each node is connected to multiple neighbors, the
challenge becomes more complex. The clock-correction signal must be computed
from multiple time differences. Phase averaging is a common solution in this case.
Each node receives time signals from all connected neighbors and computes the
time difference between the received signals and its own local time. The clock
correction is then calculated as a weighted sum of all these differences. In most
cases, this simply involves summing the error signals, allowing the clock to adjust
its time based on the inputs from all neighboring nodes.

Mutually synchronized networks have several advantages. The lack of a master
clock reduces the risk of a single point of failure, making the system more robust.
However, one of the main challenges is stability, especially during transient
conditions. Closed loops in the network can lead to instability under certain
parameter settings, which must be carefully managed. Another potential issue is
the vulnerability to malicious nodes. For example, in a network with three clocks,
if one clock (node C) behaves maliciously, it can disrupt the synchronization
process. By sending manipulated time signals, clock C can prevent the other two
clocks (nodes A and B) from synchronizing properly. As a result, clocks A and
B may fail to correct their time values and eventually violate the synchronization
condition, leading to network failure (as shown in Figure 2.9).
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Figure 2.9: A malicious node preventing a consensus in a mutually synchronized network (Byzantine
error).

2.5 Triggering in particle physics experiments

In modern particle physics experiments, many of the detected particles are not
relevant to the scientific goals of a particular experiment. These measurements,
called “background,” involve well-known phenomena or interactions outside
the experiment focus. Interactions producing such background measurements
happen much more often than the interactions of interest, creating a large amount
of irrelevant data [31]. Managing this excess background data is essential to
accurately identify and study the significant interactions, which are key to making
new discoveries in the field. The challenge lies in efficiently distinguishing between
this background noise and the rare, meaningful events without overwhelming the
data processing and storage systems.

The digitization and initial aggregation of the raw data are managed by ASICs and
FPGAs [51]. These specialized hardware components perform preliminary data
processing tasks, such as digitization, zero suppression, and initial filtering, before
passing the information on to the data storage systems. Given their proximity
to the detectors, these components benefit from exceptionally high bandwidth,
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allowing them to handle vast parallel data streams. This proximity ensures that
data can be processed and transmitted at the same rate it is generated, which is
critical given the sheer volume of information produced in high-energy collisions.
However, the buffering capacity at this stage is notably low due to the limited
resources of each device, meaning that data must be processed and filtered in
real-time to prevent loss.

The reliance on hardware for these initial processing tasks introduces certain
limitations. ASICs and FPGAs, while incredibly fast and efficient, are designed
for specific, fixed functions. This restricts the flexibility and complexity of
operations that can be performed near the detector, as they lack the adaptability of
software-based systems. This limitation necessitates that only the most basic and
essential data reduction operations be carried out at this early stage. Nevertheless,
these early operations are crucial, as they reduce the data volume sufficiently to
prevent bottlenecks in subsequent processing stages.

As the data moves closer to the storage systems, the available bandwidth becomes
more constrained, making efficient data management essential to avoid bottlenecks
that could cause data loss [52]. However, at this stage, the increased availability
of buffering space and more affordable processing power allows for the implemen-
tation of more sophisticated data selection algorithms. These algorithms, often
executed on general-purpose processors or high-performance computing clusters,
can analyze data in greater detail, applying complex criteria to further refine which
data should be preserved.

This gradient in available bandwidth and processing capability throughout the
data acquisition chain necessitates the early implementation of data filtering
mechanisms. These mechanisms are critical for reducing the volume of data being
transmitted and ensuring that only the most relevant information reaches the later
stages where it can undergo more thorough processing and eventual storage. The
early-stage filtering is vital not only for managing the limited buffering capacity
near the detectors but also for optimizing the overall efficiency and accuracy of
the data acquisition system in high-energy physics experiments.
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Figure 2.10: An example of a multi-layer trigger system in a particle physics experiment.

To implement this gradual data filtering, high-energy physics experiments employ
a multi-layer system of data triggers, as shown in Figure 2.10. These triggers
analyze a small fraction of the data to test specific filtering conditions, enabling
the system to efficiently decide which data to retain or discard. The triggers are
organized in layers, each with different capabilities and decision latencies. Low-
level triggers, typically implemented in hardware, perform basic analyses to make
immediate select/reject decisions with extremely low latency, often on the order
of microseconds. This rapid response is crucial to prevent the downstream data
processing stages from being overwhelmed by the sheer volume of information
generated near the detectors.

In contrast, high-level triggers, usually implemented in software, are deployed at
later stages in the data acquisition chain where there is more computational power
and buffering space available. These triggers have access to significantly more
detailed information and can employ complex algorithms to refine data selection
further. Although these analyses introduce higher latency, the trade-off is justified
by the need for more precise data processing at this stage, ensuring that only the
most relevant events are stored for long-term analysis. This stage sophistication
allows for the implementation of advanced data selection techniques that would
not be feasible at the hardware level.

The trigger systems can be highly complex, often incorporating more than two
layers, each offering varying processing capabilities and decision latencies. Mul-
tiple triggers at the same level can also operate in parallel, each testing different
conditions or focusing on different aspects of the data, as illustrated in Figure 2.11.
This parallelism enhances the system ability to identify and retain data most

34



2.5 Triggering in particle physics experiments

Figure 2.11: A parallelized trigger system in the Compact Muon Solenoid (CMS) experiment (image
used under CC BY-NC-SA 1.0) [53].

likely to contain significant interactions, further refining the overall data set that is
preserved for detailed analysis. The multi-layered triggering approach thus plays a
crucial role in managing the vast amounts of data generated by detectors, ensuring
that only the most pertinent information is retained for further study.

Recent advancements in high-speed communication and scalable computing have
led to the adoption of streaming data acquisition schemes in some experiments.
In a streaming data acquisition system, data is transported unchanged directly to
the high-level trigger, where sophisticated software running on high-performance
computers analyzes the entire data stream in real-time. This method offers a more
thorough and flexible analysis, as the software can access the full data stream and
apply complex algorithms to select relevant data in a single stage. This approach
can improve the overall efficiency and accuracy of data acquisition by reducing
the risk of missing important events due to early-stage filtering. A comparison of
a triggered and a streaming data acquisition chain is shown in Figure 2.12.

However, streaming data acquisition is not suitable for all experiments, particularly
those that generate extremely large volumes of data. In such cases, the sheer amount
of raw data produced makes it impractical to transport everything to the high-level
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Figure 2.12: A comparison of a triggered (top) and a streaming (bottom) data readout concepts.

trigger without some form of initial data reduction. Therefore, hardware triggers
remain necessary for many experiments to perform this initial filtering, ensuring
that irrelevant information is discarded early on and preventing overload in the
later processing stages.

The benefits of streaming data acquisition include improved accuracy in data
selection and the ability to handle event pileups, the situations where multiple
interactions occur so close together in time that they overlap in the detector.
Advanced software algorithms can unravel these complex events more effectively
than hardware-based systems. While streaming data acquisition is not feasible
for all experiments, particularly those with extremely high data rates, it offers
significant advantages over traditional triggering schemes in appropriate contexts.
By providing a more flexible and comprehensive analysis, it enhances the accuracy
and adaptability of data selection, ultimately improving the quality of the scientific
results in high-energy physics experiments.

2.5.1 CBM overview

Currently under construction in Darmstadt, Germany, the FAIR facility (Fig-
ure 2.13) will be a versatile accelerator complex designed to test the limits of
the fundamental theories of the modern physics [54]. At its core lies the SIS100
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Figure 2.13: Construction of the FAIR facility as of October 2025. (Credit: D. Fehrenz, GSI/FAIR)

Figure 2.14: FAIR accelerator complex with the location of the CBM experiment. (Credit: CBM
collaboration)

synchrotron, a driver accelerator with a circumference over one kilometer. SIS100
will be capable of accelerating all stable elements, from protons to uranium, and
will support the truly parallel operation of up to four large-scale research pro-
grams [55, 56]. The layout of the FAIR facility, including the location of the CBM
experiment, is shown in Figure 2.14.

Among the flagship experiments at FAIR is the CBM experiment (Figure 2.15),
which will utilize the high-intensity beams provided by SIS100. As illustrated
in Figure 2.16, CBM is designed to investigate the phase diagram of strongly
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Figure 2.15: Digital visualization of the CBM cave. (Credit: GSI/FAIR, Zeitrausch)

Figure 2.16: QCD phase diagram. The area being explored by the FAIR experiments is highlighted.
(Credit: CBM collaboration)

interacting matter described by quantum chromodynamics (QCD), focusing on
the region of high baryon densities.

The experiment will explore matter under extreme conditions similar to those
believed to exist in the cores of neutron stars and during neutron star mergers,
thereby providing insights into celestial bodies otherwise inaccessible to direct
observation [57]. The slow beam extraction from the SIS100 accelerator provides
CBMwith a quasi-continuous beam to probe the high-density baryonicmatter with
an unprecedented precision [58]. This capability is achieved through the operation
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Figure 2.17: Comparison of interaction rates of various experiments, including CBM [59].

of CBM as a versatile multi-purpose detector with exceptionally high interaction
rates, surpassing those of previous experiments, as shown in Figure 2.17 [59, 60].

The CBM detector setup is a complex heterogeneous detector system consisting
of individual detectors with different fundamental principles of operation and
purposes:

• TheBeamMonitor (BMON) consists of two diamond-based detector stations
placed upstream of the target. It provides fast beam-related timing and
monitoring signals, including a start-time measurement with a precision of
about 50 ps and beam halo observation.

• TheMicro-Vertex Detector (MVD) is a high-resolution silicon pixel detector
designed for precise position measurement close to the interaction point. It
comprises four planar stations based on Monolithic Active Pixel Sensors
(MAPS) and can be configured either for improved spatial precision or for
enhanced tracking capability.

• The Silicon Tracking System (STS) is the main charged-particle tracking
detector of CBM. It uses eight layers of double-sided silicon micro-strip
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sensors and provides trajectory reconstruction andmomentumdetermination
within the magnetic field.

• The Muon Chamber System (MUCH) combines absorber structures with
multiple layers of gaseous tracking detectors. Its purpose is to filter strongly
interacting background particles and to identify penetrating particles by
reconstructing track segments behind successive absorber stages.

• The Ring Imaging Cherenkov Detector (RICH) is used for electron identifi-
cation and is based on the detection of Cherenkov photons in a gas radiator.
Its optical system includes focusing mirrors and photon detector planes
based on multi-anode photomultiplier tubes (MAPMTs).

• The Transition Radiation Detector (TRD) provides additional tracking
information and supports electron identification at higher particle energies.
It consists of four detector layers with pad readout and position-sensitive
measurement.

• The Time-of-Flight system (TOF) is based on Multi-gap Resistive Plate
Chambers (MRPCs) and enables particle identification through precise
timing measurements with a resolution on the order of 80 ps.

• The Projectile Spectator Detector (PSD) is a modular lead-scintillator
calorimeter used for event characterization. It measures forward-going
energy deposition and provides information related to collision geometry.

2.5.2 Free-streaming data readout in the CBM
experiment

In the CBM experiment, achieving high interaction rates is essential for detecting
rare particle interactions, such as multi-strange hyperons and charmed hadrons,
which occur very infrequently in heavy-ion collisions [30]. These rare events are
crucial to the experiment objectives, but because they are so uncommon, observing
a large number of collisions is necessary to gather enough data for a meaningful
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analysis. With interaction rates as high as 107 events per second, the CBM
experiment can collect sufficient data on these rare occurrences within a practical
timeframe. Without such high interaction rates, detecting these rare events would
be far more challenging, and the experiment would require significantly more time
to achieve statistically meaningful results.

The challenge of capturing these rare signals is further complicated by the vast
number of more common particle interactions that occur during collisions. To
extract valuable information from the massive volume of data, the system must
be able to filter through millions of events per second. High interaction rates
allow CBM to maximize the likelihood of capturing the rare events hidden within
this data, ensuring that the experiment can achieve its scientific goals within a
reasonable period.

The data rate generated by the detectors and transferred through the DAQ system is
expected to exceed 1 TB/s. To efficiently manage the high data volumes generated
by these high interaction rates, CBM uses a free-streaming readout system [61].
This approach continuously captures all the data from the detectors without relying
on predefined hardware triggers to decide which events to keep. In conventional
systems, only specific events that match preset conditions are recorded, potentially
missing unexpected or unusual phenomena. The free-streaming system ensures
that no data is discarded prematurely, allowing advanced software to later filter out
irrelevant events and focus on the ones that matter. This is particularly important
for CBM, where rare signals may not conform to simple trigger conditions.
By capturing all data and applying complex filtering software later, the system
increases the likelihood of detecting important, rare events.

The DAQ system is designed to handle the continuous flow of data with a 1 TB/s
rate in the free-streaming environment. The first stage of the system involves
the FEE, which convert the signals generated by particle interactions into digital
data. These digital signals are time-stamped and sent to readout boards (ROB),
which aggregate the data from multiple detectors. The ROBs transmit this data
via optical links to the First-Level Event Selector (FLES), the core of the DAQ
system [62]. The FLES assembles the data into timeslices based on the timestamps
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Figure 2.18: The architecture of the CBM DAQ system with the central control systems included.

and processes them in real-time, filtering out irrelevant events and keeping only
those of interest for further analysis [63]. This architecture allows the DAQ
system to efficiently manage the high interaction rates and handle the enormous
volumes of data generated by the detectors. The overall architecture of the DAQ
system, including the experiment control system (ECS) and the TFC, is shown in
Figure 2.18.

One of the critical aspects of this architecture is synchronization. In CBM,
each detector operates independently in a self-triggered mode, generating its own
time-stamped data based on particle interactions. For the system to accurately
reconstruct individual events, all the data from different detectors must be aligned
in time. Synchronization ensures that signals from different parts of the detector
system, which may have been recorded at slightly different times, can be combined
to reconstruct a complete event. Without proper synchronization, the data from
different detectors would be misaligned, making it difficult or impossible to
accurately assemble the event. Precise synchronization is essential to maintaining
data integrity and ensuring that events are reconstructed correctly.

In a high-rate, free-streaming system like CBM, fast control mechanisms are also
required to maintain smooth operation. Fast control allows the system to adjust
parameters dynamically in real time to prevent overloads and ensure that data
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continues to flow efficiently. For instance, if the interaction rate spikes or certain
detectors are overwhelmed by too much data, fast control systems can quickly
react and issue a command to adjust the thresholds or stop accepting new data to
prevent uncontrolled data loss [34]. This capability is vital for ensuring the DAQ
system remains responsive and can continue functioning efficiently, even under
varying experimental conditions. Fast control helps maintain a balance between
the data output of the detectors and processing capabilities of the DAQ system,
preventing disruptions and ensuring that data is collected and processed in an
optimal manner.

Fast control also allows the system to react to changes in experimental conditions,
such as variations in beam intensity or interaction rates. If necessary, the system
can dynamically adjust how it processes data or how it configures detectors to
adapt to these changes. This adaptability ensures that the CBM experiment can
continue running efficiently and consistently, without manual interventions or
lengthy downtimes for system reconfiguration.
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This chapter summarizes the current solutions for achieving real-time operation of
the modern distributed systems. Starting off with an overview of two prominent
and widely deployed solutions, White Rabbit and Time-Sensitive Networking, the
focus of the chapter is narrowed down towards the solutions employed in various
particle physics experiments with the real-time networking requirements similar
to those in CBM.

For each of the reviewed technologies, the major motivation is presented, as
well as its particular principle of operations. For a better understanding of the
applicability of the solutions, each of the overviews in this chapter includes also the
range of applications and the capabilities with regard to scalability, synchronization
accuracy and determinism of the network message transport.

3.1 White Rabbit

Initially developed to synchronize the European Organization for Nuclear Research
(CERN) accelerator network, the White Rabbit project set out to provide highly
accurate time synchronization combined with high-bandwidth data links and
dynamic compensation of propagation delays. The requirements defined for White
Rabbit were ambitious: it was to enable time transfer from a central reference node
to thousands of endpoints with sub-nanosecond accuracy, support distances of up
to 10 km between nodes, scale to more than 2000 network nodes, and guarantee
bounded latency for data transfers from the central node to its endpoints [64].
Given these requirements, White Rabbit clearly qualifies as a DRTS.
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Figure 3.1: Topology of a White Rabbit network. (Credit: Tomasz Włostowski) [68].

The project has been developed building on existing Ethernet-compatible standards
and extending them only where necessary. This approach made it possible to
leverage the interoperability of Ethernet, its advanced infrastructure, efficient
switching techniques, and high bandwidth capabilities [65]. At the same time,
White Rabbit maintained backward compatibility and embraced an open-source
development paradigm. In particular, it incorporated existing timing standards,
Synchronous Ethernet (SyncE) [66] and the Precision Time Protocol (PTP) [67], as
the foundation for its synchronization strategy. Because White Rabbit is Ethernet-
compatible by design, the timing tree is implicitly established within an Ethernet
network of arbitrary topology through the distinction between downstream- and
upstream ports of White Rabbit switches, as illustrated in Figure 3.1 [64].

At the physical layer, White Rabbit adopts syntonization from SyncE, which
aligns the local oscillator frequencies of all network nodes without interfering
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with the data flow. This reduces the timestamping limitations of PTP to a clock
phase measurement problem [64]. Using the DDMTD technique, described in
Section 5.2, the precision of PTP round-trip delay measurements is enhanced,
achieving synchronization accuracy at the sub-nanosecond level. The system is
versatile and continuously developed, supporting multiple transmission media and
synchronization extensions that influence its overall performance. For instance,
strict compliance with the SyncE standard has been shown to limit scalability to
four network hops [69], yet deployed networks have demonstrated sub-nanosecond
accuracy, with the best reported results achieving below 100 ps root mean square
(RMS) over nine hops in the systems where this compatibility is not required [69,
70].

TheWhite Rabbit project continues to be actively supported by numerous scientific
institutes and research groups. Significant progress has been made in calibration
techniques to further enhance performance [71, 72]. Other research has extended
White Rabbit synchronization to much greater distances, reaching hundreds of
kilometers [73–76]. Moreover, its application range has broadened well beyond
particle physics: White Rabbit is now deployed in telescope arrays [77, 78],
quantum communication networks [79, 80], and even finance applications [81, 82].

Despite these strengths, compatibility of White Rabbit with Ethernet-based stan-
dards introduces additional implementation complexity and imposes limitations
on latency determinism. While time synchronization can be maintained with
excellent precision, reported latency determinism reaches only 16 ns peak-to-peak
over two hops [70]. As a result, although White Rabbit has been successfully
integrated into some DAQ systems [83–85], it does not satisfy the particularly tight
requirements of the CBM experiment, which demands fixed-latency transmission
of control messages with greater determinism.
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3.2 Time Sensitive Networking

TSN is amajor initiative designed to overcome the long-standing problem of vendor
lock-in in distributed real-time applications, a limitation previously encountered
with FieldBus and Industrial Ethernet systems [86]. Originally developed as
an extension of the Audio/Video Bridging standards for in-vehicle automotive
communication and industrial automation [87], TSNaims to enhanceEthernetwith
features for reliability and real-time operation, while maintaining the maturity and
ubiquity of Ethernet as a networking technology. Its objectives include reduced and
deterministic transmission latency, independence from specific transmissionmedia
and physical rates, freedom from vendor-specific implementations, and inherent
fault tolerance [88]. By achieving these goals, TSN enables real-time applications
to benefit from the advantages of Ethernet networks, such as interoperability, high
bandwidth, flexibility, and scalability [89].

A key feature of TSN relevant to this thesis is network-wide synchronization,
which is essential for many time-critical distributed applications. TSN builds on
the generalized Precision Time Protocol (gPTP) principles defined in Institute of
Electrical and Electronics Engineers (IEEE) 1588 [67], supporting the formation
of a synchronization tree in which a Grand Master clock serves as the root and all
other nodes act as Clock Slaves [90]. Synchronization relies on measuring not only
the propagation delays of frames along network links but also the residence times
within intermediate nodes, which include processing, queuing, and transmission
delays [91]. The protocol supports flexible network topologies with multiple
potential GrandMaster clocks, while theBestMaster ClockAlgorithmdynamically
selects the optimal candidate to serve as the active root of the synchronization
tree [92].

Once synchronization is established, TSN enables time-aware traffic management
mechanisms. The most prominent of these is the Time-Aware Shaper (TAS),
which applies time-division multiple access (TDMA) principles. Each switch port
is equipped with transmission gates controlling priority queues, which are opened
and closed according to a global schedule. This mechanism effectively isolates
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traffic classes in time and provides predictable delays for time-triggered traffic [93].
Another method, the Peristaltic Shaper (PS), divides time into alternating odd
and even intervals of equal size, with frames transmitted based on their arrival
time [94]. If one interval is overloaded, transmission spills over into the next
interval, effectively blocking it until the overload is resolved, thereby bounding
the maximum residence time of data frames.

In addition to synchronization-based shapers, TSN also specifies asynchronous
methods for bounding latency in high-priority traffic without the requirement
of network synchronization. The Credit-Based Shaper (CBS) regulates access
to priority queues by assigning and consuming credits depending on queue fill
levels and waiting times, ensuring fair and bounded access [88]. Similarly, the
Asynchronous Traffic Shaper (ATS) introduces an urgent priority queue at each
intermediate node, always served before non-priority queues. Incoming frames
must therefore be classified into priority or non-priority traffic upon arrival and
directed accordingly. More recent developments, such as the Asynchronous Time-
Aware Shaper (ATAS), attempt to map the benefits of TAS onto asynchronous
networks. By tracking high-priority streams locally, ATAS estimates the expected
arrival of critical frames and temporarily blocks non-priority traffic to reserve
bandwidth [95].

Beyond traffic shaping, TSN defines additional features such as frame preemption,
traffic replication, and path reservation, which further enhance its reliability for
real-time communication [88]. However, these features are not covered as they
are rather irrelevant for the context of the thesis.

Reported performance figures of TSN vary across implementations. For example,
in a hybrid wired/wireless network with three switches for medical applications,
latency of approximately 54µs with less than 1µs variance was achieved using gate
control and frame preemption [96]. Another study, targeting ultra-reliable low-
latency communication over mobile networks, demonstrated consistent latency
with variations of only tens of nanoseconds across up to five hops on copper-based
1 Gbps Ethernet links [97]. Synchronization accuracy in TSN networks has
generally been shown to be on the order of microseconds [98].
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Despite its versatility, TSN is specified exclusively at the medium-access Open
Systems Interconnection (OSI) layer. As a result, it does not address synchroniza-
tion errors or latency variations originating from hardware implementation details.
This limitation fundamentally constrains its achievable determinism. Therefore,
while TSN provides a valuable general-purpose solution for distributed real-time
communication across diverse application domains, it has fundamental limitations
that are not compatible with the stringent requirements of the CBM experiment.

3.3 Time and control distribution in physics
experiments

3.3.1 Mu3e - search for rare muon decays

The clock and reset distribution system of the Mu3e experiment [99] is being
developed to guarantee time consistency and the delivery of time-critical control
signals in its triggerless DAQ system [100]. At its core, a central 125 MHz clock
must be distributed with an accuracy better than 10 ps to 278 front-end ASICs
mounted on 114 front-end boards, as well as to four DAQ switches based on
PCIe40 cards [101, 102]. Alongside the clock, the most critical control signal
to be propagated is the global reset, which can target individual subsystems or
the entire experiment. While the timing requirement for reset distribution is less
stringent than for the clock—on the order of 4 ns, it remains an essential element
of the system reliability.

Both the global clock and the reset signals are generated within the Clock and
Reset Box, which integrates a Si5345 clock generator and a Xilinx Kintex-7 FPGA.
From there, the signals are transmitted over two groups of four optical fibers
each to an assembly of custom distribution boards. These boards use cascaded
NB7L1008M fanout buffers to multiply each signal group into 144 optical outputs,
yielding a total of 288 optical fibers connected to the front-end boards and DAQ
switches [102]. On each receiving board, one reset fiber and one clock fiber are
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connected and the signals are further distributed electrically to the local FPGA
and to the front-end ASICs attached to that board.

In addition to the reset functionality, state transitions of the experiment, such as
switching between idle and running, are also conveyed via the reset lines. The reset
and state change commands are transmitted at 1.25 Gb/s using the inherent features
of 8b/10b encoding, avoiding additional protocol overhead. The implemented
system has demonstrated excellent performance in time distribution, with the
accuracy of the clock distribution reported to be below 5 ps RMS [102].

3.3.2 LHCb - precision measurements of
matter-antimatter asymmetry

The TFC system of the LHCb experiment at CERNwas developed to distribute the
global clock and time-critical commands across its trigger-free DAQ system. To
achieve this, the system leverages passive optical splitting, which allows a scalable
and efficient fanout of signals to thousands of endpoints. The TFC propagates the
40 MHz bunch clock to the readout electronics, distributes fast control commands,
and collects monitoring information from the DAQ system [103]. A representative
application of the fast control function is trigger throttling [104]. In thismechanism,
the buffer status of the DAQ cards is monitored, and whenever the DAQ system
is unable to process the event stream at the incoming detector rate, the rate of the
central trigger is reduced. This temporarily relieves the data readout components
and prevents buffer overflows.

For data transport, the TFC system employs a protocol largely based on the
Timing, Trigger and Control Passive Optical Network (TTC-PON) project [105],
embedding the bunch clock directly into the data stream that also carries fast
control commands. The DAQ system consists of approximately 2000 front-end
boards read out by 480 DAQ cards, all of which act as endpoints of the TFC
system. At the top of the hierarchy, the central Readout Supervisor connects to
42 Control Cards via 1:32 passive optical splitters. Both the Control and DAQ
cards are implemented on PCIe40 boards [101]. Further downstream, the Control
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Cards fan out the signals directly to the front-end boards and to the DAQ cards
through an additional layer of 1:32 optical splitters.

Upstream communication from the front-end boards and DAQ cards back to the
supervisor is implemented using a time-division multiplexing scheme. While
this approach inherently limits the achievable latency of upstream messages, the
reported value of 8 µs is sufficient to ensure proper operation of the trigger
throttling mechanism. In terms of clock performance, the system was designed to
achieve a maximum skew of less than 500 ps between the bunch clocks across all
nodes and to limit the total RMS jitter of each recovered clock to below 100 ps.
Experimental evaluation confirmed compliance with these requirements, with a
maximum measured skew of 254 ps and a total jitter of 76 ps, demonstrating the
system suitability for the stringent timing needs of LHCb [104].

3.3.3 ALICE - investigation of quark-gluon plasma

In the triggerless data acquisition scheme of the ALICE experiment at CERN, the
Trigger and Timing distribution System (TTS) is responsible for distributing the
global clock across the DAQ system and for communicating critical timing, trigger,
and control signals to the readout electronics with fixed latency. In addition, the
TTS collects busy signals from subsystems to throttle trigger distribution, ensuring
reliable data collection at the extreme throughput of 3.6 TB/s [106]. To monitor
and regulate the data flow through the readout chain, the system employs heartbeat
frames [107]. These frames are generated at regular intervals of approximately
88.92 µs that match the LHC orbit length and serve to delimit the data stream.
Depending on operational scenarios, heartbeat frames can be used to downscale
the data flow and relieve the DAQ system in cases of overload.

At the center of the heterogeneous TTS architecture is the Central Trigger Processor
(CTP), which generates the global clock, timestamps events, and manages the
heartbeat frame monitoring and control. The CTP distributes the required timing
and control signals via optical links to 18 Local Trigger Units (LTUs). Both
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the CTP and LTUs are implemented as custom VME cards, each featuring nine
downstream optical connections alongside additional connectivity options.

From the LTUs downstream, different distribution schemes are employed depend-
ing on the requirements of individual detectors. For detectors with stringent trigger
latency requirements, the LTU is connected directly to GigaBit Transceiver (GBT)-
based front-end boards via optical or electrical low-voltage differential signaling
links, depending on the detector configuration [106]. In detectors where latency
is less critical, the LTU downstream links fan out through 1:64 passive optical
splitters to a total of 441 Common Readout Units (CRUs) [107]. These CRUs, in
turn, deliver the timing and trigger information to the front-end electronics.

The synchronization performance of the TTS was specified to meet maximum
allowable clock jitter between 300 ps and 20 ps, depending on the detector. Sys-
tem evaluation demonstrated performance surpassing these requirements, achiev-
ing clock distribution with jitter consistently below 10 ps across all configura-
tions [106].

3.3.4 Dune - precision studies of neutrino oscillations

The DUNE Timing System (DTS) is part of the far detector of the DUNE ex-
periment [108] and is being designed to provide its detector electronics with the
common clock, 64-bit time and, potentially, control commands over downstream
links with a fixed latency [109]. The global system clock is derived from an exter-
nal GPS-sourced 10 MHz reference and converted to a 62.5 MHz system clock by
the GPS Interface Board (GIB), which acts as the root of the synchronization tree.
From the GIB, clock and time are distributed using a custom optical protocol via
single-mode fibers to the detector caverns located 1.5 km underground [110].

Each cavern houses two redundant µTCA crates that receive the timing data from
the GIB. Within each crate, MicroTCA interface boards distribute the signals
over the backplane to up to 12 Fiber Interface Boards (FIBs). Each FIB provides
eight SFP slots for further downstream transmission of the timing signals. To

53



3 State of the art

ensure redundancywithout requiring physical intervention in the difficult-to-access
caverns, the optical links from the FIBs in the two crates are combined using
passive optical combiners. After the combiners, the signals are fanned out with
1:8 passive optical splitters and delivered to the detector electronics.

Communication in the DTS is bidirectional, using different wavelengths for up-
stream and downstream transmission within the same single-fiber cables. The
upstream channels are used for reading back status information from the endpoints
and for returning synchronization data that allows the GIB to dynamically measure
link latencies. A remarkable feature of the DTS is its use of Duty Cycle Shift
Keying (DCSK) as the modulation technique. With DCSK, the duty cycle of
the transmitted signal encodes binary values, with 25% duty cycle representing
a logical 0 and 75% representing a logical 1. This provides a raw data rate of
62.5 Mb/s and allows the signal to be fed directly into a PLL, eliminating the need
for conventional clock-data recovery (CDR) techniques. Combined with 8b/10b
encoding for DC balancing, this scheme enables robust recovery of the embedded
clock with high precision.

The design goal of the DTS is to achieve an overall synchronization jitter below 5
ns in the detector electronics [110]. Tests performed on a demonstrator setup with
a point-to-point optical connection have already shown promising results, with
clock and time transfer measured at 12 ps RMS jitter [109].
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In the following chapter, the requirements of the CBM experiment and its DAQ
system for synchronization and real-time control functionality are analyzed. Based
on this analysis, a specification of a TFC system has been derived with quantitative
goals for the accuracy of the time synchronization, constraints of the message
transport functionality and the system scalability. Having the specification of
system requirements and constraints is crucial for the systematic and justified
identification of further design approaches and choices.

The chapter continues with the definition of high-level architectural design choices
that can be analytically derived from the system specification and fundamental
properties of distributed systems. The preliminary design choices are primarily
focused on the network topology and the physical communication medium. Even-
tually, the analytically derived preliminary system concept leads to definition of
the further design steps required to design the TFC system that meets the needs
of the CBM experiment.

4.1 Requirements and system specification

Large-scale particle physics experiments present a set of interrelated challenges that
can compromise data integrity and real-time control if not addressed systematically.
First, the extremely short timescales of high-energy collisions demand precise
clock alignment throughout the detector, or else signals from a single collision will
appear mismatched across front-end modules. Second, communication delays,
whether for data or control signals, must be predictable and bounded, because
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even a small fluctuation can cause lost event fragments or delayed interventions
in time-critical systems. Third, the constant expansion of the experimental setup,
driven by higher collision rates and newly added detector layers, creates growing
demands on both synchronization fidelity and throughput capacity.

These issues define three core requirements for a data acquisition system: syn-
chronicity, bounded communication latency, and scalability. Each of these require-
ments has a direct influence on the others. For example, even if all modules are
synchronized to a common clock, unpredictable transmission delays can hinder
precise alignment of clocks and time-stamps. Similarly, preparing for incremental
upgrades while maintaining strict timing guarantees is impossible without care-
fully designed synchronization and latency control methods that can be scaled or
rearranged without compromising the performance.

Considering these interdependencies, there are certain benefits in implementing
a dedicated synchronization and control system independent of the main data
acquisition framework. By isolating the tasks of clock distribution, real-time
controlmessaging, and system-level coordination, this standalone approach ensures
that critical timing and control operations remain robust, even under the rising
data loads of evolving detectors. Addressing the three requirements within one
specialized architecture allows researchers to ensure precise timing accuracy,
maintain bounded communication latency, and seamlessly integrate new detector
components or reconfigure existing ones to meet evolving experimental demands.
This separation avoids the added burden of handling high data throughput and
performing online analysis, which could otherwise jeopardize system performance
and add significant engineering challenge given the limited resources of FPGA
devices. Ultimately, this methodology serves the central physics objectives of
capturing collision events with high fidelity and managing the complex processes
needed to operate a state-of-the-art particle physics experiment at scale. These
requirements apply to theCBMexperiment aswell, and the functional requirements
for the timing and fast control system are further discussed from this perspective.

The CBM setup is a large and distributed system, with numerous sensor channels
and physically separated components. Its heterogeneous architecture requires a
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scalable and adaptive solution for synchronization and control. Therefore, the
timing and fast control system must be agnostic of the data readout architecture,
which may vary from one detector subsystem to the other, and be inherently
expandable to serve the number of the Common Readout Interface (CRI) boards
that will be deployed in the first version of the experiment and potentially support
further upgrades. In order to develop a system that is capable of achieving this
complex task, three major requirements have been identified and discussed in
detail below: synchronicity, latency determinism and scalability.

4.1.1 Time stability

The first requirement, synchronicity, arises because collisions take place on
extremely short timescales, and each subsystem must accurately record the instant
at which an interaction occurs. If two modules experience drift in their local
clocks, or if cable length and temperature fluctuations cause timing shifts, the
signals representing the same collision can become misaligned. This problem
worsens in large or densely populated detectors, where each additional link is
another possible source of delay. Without a master clock and thorough calibration
routines, small discrepancies can assign different timestamps to signals from the
same collision, weakening the consistency of the entire dataset. A dedicated
synchronization and control system isolates these critical timing functions from
the broader DAQ tasks, ensuring that the clock distribution and phase alignment
are governed by rigorous procedures and specialized hardware.

The CBM experiment heavily relies on a shared time reference, since it uses time-
based event reconstruction to correlate signals across different detectors. In this
approach, data from each subsystem are labeledwith precise timestamps rather than
depending on a global hardware trigger. The first step occurs in the FEE, where
each data packet receives a timestamp derived from a globally distributed time base.
These timestamps need to be wide enough to cover the full experiment duration
without ambiguity, which is challenging due to the strict hardware constraints in
the FEE. Limited power, memory, and processing capabilities, combined with
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the requirement for radiation hardness, make it difficult to implement both a
high-resolution and a long-range timestamp. For that reason, FEE components
assign a short timestamp instead, which is later expanded as part of the online
processing in the CRI boards.

Thus, synchronization must be achieved at the CRI level, where data streams from
multiple FEEs are merged and prepared for higher-level processing. As the FEE
and the GBT layers receive clocks and operation mode controls from the CRI
boards, global timing information must enter the DAQ system at this point for
maintaining accurate event reconstruction across the experiment.

Based on the above analysis of the architecture of the CBMDAQ scheme, the TFC
system must provide synchronization on the CRI level, while particular detector
subsystems ensure correct operation of the FEE based on the common CRI time.
This common CRI time, further referred to as TFC time, is defined by a clock
signal and a digital timestamp. It is absolutely critical that the time offset between
any two components in the system is stable even in the case of the full restart of the
system, as it is not possible to recalibrate the offsets in the system during operation.
This is caused by the combination of two factors: first is that once the experiment
is deployed and accepts the particle beam from the accelerator, its recalibration
becomes extremely difficult, and the second is that detector subsystems may
have to be reinitialized during the experiment operation. If the time offset of a
subsystem changes after its reinitialization, it becomes impossible to integrate
it with the data from other subsystems during event reconstruction. The time
offsets themselves are tolerable and do not have to be eliminated in the system,
since various detectors inherently have different time offsets that are unrelated to
readout electronics, and the data model of the event reconstruction algorithm in
the FLES system is designed to compensate for such time offsets. The required
time stability is related to the timing performance of the subsystems in the detector
setup. For reasonable operation of the CBM detector, it is required that the time
in its components does not vary larger than 200 ps RMS. This requirement covers
deterministic behavior of time counters as well as stability of the clock phase.
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The granularity of time in the system is defined in periods of the 40 MHz global
base frequency, due to the architecture of the DAQ system. For this reason, the
distributed TFC time must carry a global 40 MHz clock, since the TFC system
is meant to be the only source of the common time in the experiment. As all
time counters in the experiment are synchronous with this base clock, the local
CRI time counters must be incremented at this base frequency and provide unique
timestamps to the aggregated data over the lifetime of the experiment. This time
is derived from the TFC time information, which means that the distributed TFC
timestamps must be unambiguously defined in the clock domain of the 40 MHz
TFC clock signal.

In addition to stability of time offsets in the system, it is imperative for robustness
of the DAQ system that the CRI boards remain functional after a potential loss of
connectionwith the TFC system. Interruption of the CRI clockswould prevent safe
shutdown of the subsystem, which may lead to consequences as far as damaging
the sensors or FEE components, as well as losing valuable diagnostic information
that would otherwise be valuable to identify and address the cause of failure.
Therefore, the TFC interface of the CRI boards must keep the local CRI clocks
uninterrupted at all times, including loss of connection with the TFC system.

4.1.2 Message transport latency

The second requirement, deterministic communication latency, focuses on guar-
anteeing that data packets and control commands pass through the system within
tightly bounded intervals. Often, real-time triggers rely heavily on bounded delays,
because they must either accept or discard collision data quickly. Nevertheless,
many other control and safety functions also demand predictable timing. Mon-
itoring critical system parameters might need to trigger rapid interventions to
maintain operational conditions, while certain power or configuration commands
must arrive at a precise rate to avoid instabilities. If network paths introduce
variable delays, buffers in the front-end electronics can overflow, critical updates
may be issued too late, or safety responses may arrive well after a damaging
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condition appears. A separate synchronization and control system can prioritize
deterministic communication over purely data-intensive transactions, minimizing
jitter and ensuring that each control event arrives on time.

Since timestamps are assigned early in the CBM data acquisition process, the data
paths do not have strict latency requirements as variable data-transfer delays are
tolerable as long as each event is correctly labeled. However, bounded latency
remains essential for some control signals, which must arrive in predictable time
intervals to maintain efficient operation of the data acquisition system. The most
critical problem that requires latency-bounded control is the variation of the data
flow through the system. This variation stems from the nature of the slow beam
extraction from the accelerator, which is required for the physics goals of the
experiment. With slow extraction, the intensity of the beam is not stable over time,
which is expected to occasionally cause overflow of the DAQ system [33, 111].
Such overflows inevitably corrupt the data related to physical events captured by
the detector. If uncontrolled, data corruption caused by buffer overflow due to
intensity surges is unpredictable and may lead to corruption of an unnecessarily
large number of events, thus significantly reducing the efficiency of the entire CBM
detector. It has been previously demonstrated in simulations that interrupting the
data flow through the system in an organized fashion preserves a significant number
of correctly collected events not only during the data surges that overshoot the
bandwidth of the DAQ system, but also below the readout bandwidth limit [34].
Therefore, timely control of the data flow prevents data loss in the experiment and
improves efficiency of the detector.

To provide the fast control functionality, the TFC system must be able to collect
status information from all CRI boards in the system and broadcast fast control
commands to them. The CRI boards, in turn, propagate the fast control commands
to the corresponding FEE components. Given the timing performance of control
operations in the FEE, the fast control commands must arrive to the CRI boards
with low delay in the order of microseconds. The throttling simulations have been
carried out considering the delay of 6 microseconds between status generation in
the FEE ASIC and arrival of the corresponding fast control command to the same
ASIC. From this latency budget, the latency bound of 3 microseconds can be
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safely assumed for the transport delay between CRI and the fast control processor
and back. For clarity, the direction of communication from CRI boards to the
TFC system is further referred to as "upstream", and the reverse direction, from
the TFC system to CRI boards, is called the "downstream" direction.

Aside from the aforementioned requirement for low latency of fast control message
transport, the messages traveling downstream must also have deterministic latency.
This means that the latency is not only bound in its absolute value, but its variance
must be strictly limited as well. This is caused by the fact that fast control
messages, be that throttling commands or, for example, a command for a data
readout reset, must reach all CRI boards at the same time. This keeps the system
coordinated and reduces system dead time while executing fast control commands.
The downstream latency variance bound can be defined as equivalent to the
synchronization accuracy, which equals 200 ps RMS.

4.1.3 Scalability

The third requirement, scalability, is driven by the evolving nature of accelera-
tors and detectors. As collision rates rise or as detector subsystems are added,
data streams increase accordingly. A standalone synchronization and control
infrastructure must therefore accommodate growing throughput and expanding
networks without sacrificing precise timing or bounded latency. If the core ar-
chitecture is not designed to handle these changes, the system can experience
degradation in timing accuracy or encounter new bottlenecks that undermine
future enhancements. Maintaining a clear boundary between the main DAQ
system and the TFC functions helps to focus on efficient, low-latency command
routes and reliable clock distribution when new readout modules or fibers are
introduced. This approach also simplifies long-term upgrades, because adding
or reconfiguring detector components becomes primarily a matter of integrating
them into a pre-existing, rigorously managed control network.

It is important in the CBM experiment to have an option of expanding the range of
fast control commands as the experiment evolves. As the fast control functionality
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is combined with time distribution in the TFC system, extension of the fast control
functionality must not hinder the performance of system synchronization. For
that reason, redundant bandwidth of the transport links is required to provide the
necessary margin for future upgrades. Additionally, the format of fast control
commands must be sufficiently generic to ensure the flexibility to allow for future
complex control.

In the first version of the CBM detector, its DAQ system will comprise about 250
CRI boards. This property defined the required scale of the TFC system, which
must serve at least 250 endpoints. Nevertheless, it is additionally important to
know how the system performance degrades with topology changes and expansion
beyond the limit of 250 endpoints. Therefore, characterization of errors added by
system components and topological features is required to make the architecture
expandable and adaptive.

4.1.4 Summary

4.2 Initial design framework

Although feasibility study is necessary to identify the appropriate approach to
developing the TFC system and fulfilling the requirements of the CBM experiment,
some of the architectural design choices can already be made at the initial develop-
ment stage, based on the state of the art and the requirement analysis. For example,
certain common design patterns can be observed in the state-of-the-art solutions.
As the requirements of the state-of-the-art works largely overlap with requirements
of the TFC system, these architecture design patterns can be potentially used as
the design framework for the system development.

The most prominent commonalities in existing solutions for real-time systems are
the tree network topology and the use of optical fiber as a medium in applications
where relatively high data bandwidth is required. These two properties are analyzed
in more detail below, to assess whether they can be reused to form the basis of the
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system under development, before the further studies are carried out to devise the
details of the TFC architecture.

4.2.1 Network topology

Topology of the distributed system is one of the key system parameters that
should be defined early in the development process. It is already defined in the
requirements for the TFC system that the topology must be centralized with one
controller serving multiple endpoints, and the round-trip communication latency
is a critical parameter. Therefore, the topologies are further analyzed with the
focus on these parameters.

Generally, distributed real-time architectures have one of the following topologies
or a combination thereof: bus, ring, tree, star or mesh [112]. In the bus topology,
components are physically connected to the same bus and share it for communi-
cation. As no component has an inherent advantage in the communication over
the bus, an arbitration mechanism is required to prioritize the access. Commu-
nication latency in such systems is dependent on the arbitration mechanism and
the occupancy of the bus: a node may have to wait for all the higher-priority
communication to finish before it starts sending data itself. Due to the reduced
wiring, bus systems are commonly used in space-restricted real-time applications,
e.g. automotive or avionic control systems. The shared nature of the bus limits its
scalability, as adding more nodes increases the contention for access, which can
lead to waiting times to send data and reduced overall throughput.

Ring topology implies that components are arranged in a closed loop, with each
node connected directly to its immediate neighbors. Communication occurs in one
or both directions around the ring, depending on the specific implementation. As
data must pass through intermediate nodes to reach its destination, each node plays
a dual role as both a transmitter and a relay. The topology requires a coordination
mechanism to avoid data collisions and ensure orderly transmission, typically
through token-based or time-division schemes. Like in the bus topology, the
wiring requirements are reduced compared to fully connected networks, scalability
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is constrained by the cumulative propagation delay and the increasing time needed
to travel through the ring as more nodes are added. Ring topologies are commonly
employed in scenarios where fault tolerance and deterministic communication are
critical, such as in traffic signal control systems or factory automation networks.

In a star topology, each node is directly connected to a central node, which acts
as the primary hub for data transmission. Communication is routed through this
central device, allowing it to manage traffic and isolate failures to individual links.
As a consequence, communication latency in star configurations is generally low
and predictable, provided the hub can effectively handle multiple data streams
without becoming a bottleneck. This can simplify maintenance and fault detection,
since an issue with one connection does not disrupt the rest of the system. However,
the hub introduces a single point of failure, and the wiring effort increases as each
node requires its own dedicated link to the central device. Star configurations
are widely used in local area networks and smaller-scale real-time systems where
predictable troubleshooting and centralized control are advantageous.

In the tree topology, nodes are arranged in hierarchical layers branching out from a
root node. This structure effectively combines multiple star networks in a layered
format, which can help organize large systems by grouping subsets of nodes under
intermediate controllers or switches. Traffic typically flows upward and downward
along the branches, and the top-level nodes may coordinate overall network
activity. Due to this layered structure, communication latency can accumulate
as messages travel multiple hops, particularly if congestion occurs in higher-level
nodes. Although it can be more scalable than a single bus or ring, the tree
topology is sensitive to failures higher in the hierarchy, which may isolate entire
sub-trees. Tree configurations are commonly applied in industrial sensor networks
and extensive real-time control systems that benefit from hierarchical management
and segmentation.

In a mesh topology, each node has the ability to connect with multiple other nodes,
forming a web of interlinked paths. This redundancy enhances fault tolerance, as
a failure in one link or node may be circumvented by an alternative route. Mesh
networks can also reduce transmission delays through parallel paths, especially in
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Figure 4.1: Typical topologies of real-time systems: a - bus, b - ring, c - star, d - tree, e - mesh. One
controller and one endpoint are placed at the worst-case distances with a route between
them highlighted in red.

time-critical scenarios. Nevertheless, the added routing complexity can introduce
overhead that affects communication latency, as the network must determine which
path is optimal. However, their complexity and wiring costs escalate significantly
as the number of nodes grows, and sophisticated routing protocols are often
necessary to manage data flows. Mesh layouts are favored in mission-critical
applications, such as military or emergency response systems, where continuous
operation and robust connectivity are crucial.

All the topologies described above are presented in Figure 4.1. They are assumed
to have one controller node and at least one endpoint node, to match the target
architecture. The nodes are placed as far apart as possible in the topology,
to analyze the worst-case latency scenario in each of them. The highlighted
connections indicate the route between the controller node and the most distant
endpoint.
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Based on Figure 4.1, the ring topology can clearly be ruled out for a latency-critical
system, as the data between the controller and the most distant endpoint has to
travel the greatest number of hops in this scenario. Moreover, the number of hops
increases linearly as more nodes added to a ring network. On the other hand, three
other topologies stand out in terms of the number of hops between the controller
and the endpoint: star, mesh and bus topologies always have one hop between
these nodes. Although all three topologies seem to yield optimal communication
latency between the controller and the endpoint nodes, they all have significantly
limited scalability.

The star topology requires the controller to have connection ports with all other
nodes, with the number of ports in the controller growing linearly with the number
of nodes in the system. This poses a significant challenge in the systems of
the scale required by the application targeted in this work. The mesh topology,
in turn, requires extensive connectivity between all nodes, with the number of
links in the system growing exponentially with each added node. While it may
be technically feasible for smaller systems, the number of required connections
grows to an overwhelming magnitude in large-scale systems. Bus systems require
only one connection port in each node and the connectivity approach allows
for adding a large number of nodes to the network without notable technical
challenges. Nevertheless, with all nodes sharing the same bus, communication
latency degrades as the network grows. Even with latency-optimized access
management techniques, such as TDMA or token circulation, considerable latency
can accumulate in large-scale systems where, like in the intended application,
all endpoints must be polled for their current status. This latency accumulation
negates the advantage of the one-hop access by the controller to all nodes.

Although it does not offer the shortest route between the controller and the furthest
endpoint node, the tree topology appears to be the most balanced as it comes to
the scalability drawbacks of the bus, star and mesh topologies. Similarly to the
star topology, it is inherently centered around the so-called root node, which acts
as the network controller. This central node is connected to a number of nodes
which are, in turn, connected to another layer of nodes. This hierarchical nature
of the network does not pose requirements to the number of links available in
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every single node as, for example, the mesh topology. Based on the number of
connections available in the nodes, the tree network can be adapted by adding or
removing the hierarchy layers. At the same time, latency is only increased with
each added layer to the network, and every next layer allows a larger number of
nodes added to the network without latency overhead. Thus, the tree topology
allows to trade off a small amount of latency for significantly improved scalability,
which is why this topology is best suited for implementing the TFC system for the
CBM experiment. This choice is also supported by the fact that the vast majority
of similar latency-oriented scalable systems analyzed earlier in the state-of-the-art
study use the tree network structure as well.

4.2.2 Communication medium

Given the known nature of the information flow required by the application
and the operational environment, the communication medium can be defined
early in the system design process as well. Being available in a vast variety,
communication media can be generally classified into guided and unguided as
presented in Figure 4.2 [113]. Regardless of the technology used, guided media
transfer information over a conduit which physically contains the carried signal.
These media are also known as wired. Unguided, or wireless, media, on the
other hand, carry information directly through the environment, e.g. air or water,
making the information available to any client within the transmission range.

Being inherently different, guided and unguided media have their unique sets of
advantages and disadvantage, and one or the other is typically better suited for each
particular application. Guided media generally offer high communication band-
width, low and stable transmission latency, and are highly immune to interference
from the ambience, as signal integrity in these media is physically protected by
the boundaries of the media themselves. This reliability and performance comes
at a cost of the maintenance overhead, as signal wires must be laid out between
network nodes and protected from physical damage. Due to their advantages,
wired communication media are commonly used in applications, where large
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Figure 4.2: Commonly used transmission media classes.

amounts of data must be transferred reliably, such as office networks and the
internet, high-resolution television. The high degree of data transfer reliability
has earned wired media profound popularity in in-vehicle networks as well.

Two types of guided media are commonly used nowadays: those based on copper
wires and on optical fibers. Copper-based data transmission media include various
coaxial and twisted pair cable configurations. Coaxial cables are built with a copper
core that is used as a conduit for the electrical signal that carries information and a
shield that protects the signal from external electromagnetic interference. Another
copper-based medium, twisted pair, is built with two intertwined wires and offers
lower signal attenuation than coaxial cables and, therefore, better signal integrity
over long distances at the cost of the frequency range [113]. This makes the
twisted pair more suitable than coaxial cables for transferring high data rates
between remote locations, which is why twisted-pair cables have been the medium
of choice for the vast majority of local area networks.

Leveraging a fundamentally different approach to transmitting signals, optical
fibers offer unprecedented bandwidth and superior latency performance compared
to copper-based media [114]. However, since an extremely thin fiber made or
glass or plastic is used to carry the signal in the form of light, optical-fiber cables
are more fragile than coaxial or twisted-pair cables and require considerable
mechanical protection and handling care. As bandwidth as well as low and
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Figure 4.3: Classification of wireless signals by frequency ranges.

deterministic latency are key requirements for the TFC system, optical fiber is the
best-suited of the available guided media to use in the system.

In contrast to the guided media, unguided media transmit signals directly through
the environment without using wires or any other conductors. Also called wireless,
these media make the signal available to any number of receivers within the trans-
mission range, which grants wireless media the unique scalability properties and
enables dense star and mesh topologies without a significant technical overhead.
Generally, the wireless transmission range is directly proportional to the output
power of the transmitter [113]. At the same time, wireless networks are prone to in-
terference from other wireless transmission sources and environmental conditions,
which may impair their real-time performance [115]. Nonetheless, due to the
ease of scalability, unguided media have been widely used in various broadcasting
networks, most prominently TV- and radio broadcasting. Besides, with no need of
wires for signal transmission, these media are well-suited for communication with
moving object, like cars or robots, and are the only available media for airborne
objects, such as planes, spacecrafts and unmanned aerial vehicles.

When discussing wireless transmission media, it is important to note that their
properties vary depending on the used frequency range. Figure 4.3 shows the
various frequency ranges, or bands, of wireless signals. Signal transmission with
lower frequency requires larger antennas, has lower signal attenuationwith distance
and easily penetrates obstacles, whichmakes them highly suitable for long-distance
communication and broadcasting, such as long-distance navigation in oceans and
air [113]. Whereas lower-frequency antennas transmit the signal in all directions,
transmission frequencies of the microwave range and above make it possible to use
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more compact and focused antennas. Due to this property, higher frequencies can
be used for one-to-one radio communication with a minimal interference between
signals from different sources. In addition, the higher frequency ranges allow for
wider radio bands, thus increasing the channel data rate. The major downside of
higher-frequency wireless signals is that they cannot penetrate obstacles as easily
as lower-frequency signals, which limits the indoor use of radio communication
with higher frequencies.

Of all the wireless frequency ranges, the microwave range stands out not only due
to the available bandwidth, but also because of the latency stability, which makes it
suitable for real-time applications. Although certainly applicable to synchronous
distributed systems, currently available wireless communication technologies in
the lower microwave range cannot reach nanosecond stability required in this
work [116]. The more promising results have been achieved with the millimeter
waves, or the higher microwave frequency range, with the latency stability being
notably close to that with the optical fiber communication [117]. Nevertheless,
the issue of repeatability and susceptibility to interference and environmental
conditions remains open and has yet to be studied.

The choice of the medium to build the TFC system in the CBM experiment is
driven mainly by the requirement of sub-nanosecond stability of data transmission.
As optical fiber offers superior bandwidth and latency performance, both of which
are beneficial for achieving the scientific goals of the experiment, this medium is
the most suitable to carry time information and fast control commands in the TFC
system. This choice is additionally supported by the dominance of optical fiber
connections in the state-of-the-art solutions.

4.2.3 Preliminary concept

Considering the analysis of the requirements, potential network topologies and
communication media, a preliminary concept of the TFC system has been devised.
The preliminary concept defines the fundamental architectural design choices and
constitutes a foundation for further development of the system.
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Figure 4.4: General architecture of the TFC system.

Although the physical connections within the TFC system are point-to-point links
between pairs of devices, the overall network structure forms a hierarchical tree
topology. In this architecture, each node at an intermediate level serves not only
as an endpoint for its direct communication link but also as a forwarding agent for
traffic between higher and lower layers. Thus, while every cable connects exactly
two devices, data often travels multiple point-to-point links through intermediate
nodes to reach its destination. This hierarchical organization enables the system to
scale efficiently to hundreds of nodes without requiring an impractical number of
direct connections to the central timing master. Eventually, this hierarchical tree
topology, depicted in Figure 4.4, ensures latency-efficient communication between
the 200 endpoints and the central controller.

The TFC architecture defines three types of FPGA nodes: Master, Submaster
and Endpoint. All nodes in the TFC system are hierarchically interconnected
with bidirectional multigigabit optical links, which carry clock, time information,
and fast control traffic over the same links. In the context of each TFC node,
connections in the direction of the Master are called upstream connections, or
uplinks, and all connections in the direction of Endpoints are called downstream
connections, or downlinks. Thus, for example, only Master and Submaster nodes
have downstream connections and only Submaster and Endpoint nodes have
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upstream connections. Similarly, the data transport from Endpoints to the Master
node is considered to travel in the upstream direction and the data being broadcast
from Master towards Endpoints is said to be transmitted in the downstream
direction.

The Master node is the central control node of the TFC system. It receives an
external reference frequency and defines the system wide clock rate and time in
the form of an electrical clock signal and a time counter value, respectively. Both
the rate and time are distributed to the rest of the system. In addition, the TFC
Master collects status information from all endpoints, processes it and issues fast
control commands when needed.

The Master node is connected with a number of downstream links to TFC Submas-
ter nodes. The purpose of the TFC Submaster nodes is to form the hierarchy of the
TFC system and thus guarantee its scalability. Each Submaster node receives the
clock and time information and the fast control commands from the TFC Master
on its upstream link and distribute them via downstream links to endpoints. At the
same time, this node receives Endpoint status information from all its downstream
links, aggregates that information and sends upstream in the direction of the
Master node. Notably, layers of Submaster nodes can be stacked, thus ensuring
the architecture highly scalable and adaptable.

While all TFC Master and Submaster nodes in the TFC architecture are based
on individual FPGA boards, TFC Endpoints are meant to be embedded into the
CRI designs as an Intellectual Property (IP) core. It acts as an interface between
CRI boards and the TFC system functionality and is responsible for serving one
upstream link connected to a corresponding Submaster node or, as an option,
directly to a TFC Master. The Endpoint receives global clock and time from an
upstream TFC link, as well as provides the status information of the CRI board
to the TFC system and receives fast control commands. Since the TFC Endpoint
is the primary source of the clock and time of each CRI board, the Endpoint
continues to produce valid output even in case of a TFC link failure, to enable
failure diagnostics or a safe shutdown of the DAQ system.
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Figure 4.5: Alternative configurations of the TFC architecture.

TFC system architecture is designed to be easily scalable and adaptable. There-
fore, the number of submaster layers can vary to adapt the system configuration
depending on the needs of the use case. Layers of Submasters can be stacked
to scale the system for a greater number of supported Endpoints or to adapt to
various numbers of available downlinks in each specific hardware platform, as
shown in Figure 4.5a. Similarly, if the Master node has a sufficient number of
downlinks to connect to all Endpoints in the system directly, Submaster nodes can
be omitted overall (Figure 4.5b). Assuming an even depth of the TFC network,
where all Endpoints have an equal number of hops to the Master, and equivalent
number of downlinks Ndl in all Master and Submaster nodes, the total required
number of hops Nhops in the network to serve NEP Endpoints can be calculated
using equation 4.1.

Nhops = ⌈logNdl
NEP ⌉ (4.1)

Directly after startup, time counters in all CRI boards have arbitrary values. To
guarantee a common notion of time in the entire TFC system, the system-wide time
originates in the Master node, regardless of the presence of the external reference,
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Figure 4.6: Synchronization of local node clocks in the TFC system.

and is applied to the entire system. During the system initialization, clock and
time are simultaneously transmitted from the Master node to Submasters over all
downlinks available in the TFC Master. Once the Submasters have successfully
received the complete time information, they propagate it further to the Endpoints.
In this case, the time information is propagated to further Submaster layers in
the cascaded fashion until it reaches the Endpoints. Once the Endpoint received
the time information from the Submasters, they apply it to their local clock
generators and time counters, after which the system is considered initialized. The
time initialization procedure is depicted in Figure 4.6. The time information is
continuously broadcasted to the Endpoints during the normal operation of the
system, to verify that the local time flow stays stable over extended periods of time.
If, as a result of failure, the local time of a TFC Endpoint is no longer consistent
with the global TFC time, the problem is immediately reported to the user, so that
the cause of the failure can be investigated. Nevertheless, local clock and time
counter, although no longer consistent with the TFC time, remain uninterrupted
to guarantee functional stability of the CRI board.

Fast control commands in the TFC systems are issued by the TFC Master based
on the momentary status of the system. In order to enable the centralized
control of the system, status information about all CRI boards is transmitted via
TFC Endpoints to corresponding Submaster nodes. These nodes aggregate this
status information received from the downstream links and forward it upstream
towards the TFC Master either via direct upstream connections (Figure 4.7a) or
via cascaded layers of Submasters, depending on the specific configuration of the
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Figure 4.7: Demonstration of a fast control cycle using an example of clearing First-In, First-Outs
(FIFOs) in case of local overflow.

TFC System. Having received the status information from all TFC Endpoints in
the system, customizable fast control logic in the TFC Master processes it and
issues a fast control command if needed. The fast control logic in the Master node
is adaptive by design and the fast control commands can be easily extended and
adjusted in the future according to the needs of the experiment. Once a fast control
command is issued, it is transmitted to the Submaster nodes via the downstream
links. Similarly to the time distribution, the Submaster nodes forward the fast
control command in a timely fashion to the Endpoints (Figure 4.7b), where the
command is applied to each corresponding CRI board at a predictable point in
time.

4.3 Feasibility study

Synchronization is a core feature of the TFC system and its concept must be
carefully devised to meet the stringent requirements of the experiment. Two major
fundamental approaches to network synchronization can be distinguished from the
state of the art. In the first approach, slave nodes adjust their own time flow based
on a mutual exchange of time information with a master node. This approach can
be implemented using general-purpose communication links with variable latency
and synchronization accuracy is then limited with the link delay symmetry and
accuracy of time shift measurements in each node individually.
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With the other approach, the time from the master node is simply transmitted to
slave nodes and applied by the nodes directly as local time. Although the synchro-
nization procedure in this case is very straightforward, accurate synchronization
depends on communication links with fixed latency. Additionally, the clock must
be communicated to the slave node, so that time rate is consistent in the network.
Thus, synchronization accuracy in the system is directly connected with the latency
determinism of the links over which time is distributed.

Both of the above approaches have beenwidely adopted and demonstrated similarly
significant synchronization accuracy, and analysis of the state of the art does not
reveal any clear advantage of using either of them in the TFC system. For this
reason, additional feasibility study is required to closely investigate each of the
two approaches and analyze its synchronization capabilities in combination with
other requirements and constraints of the TFC system. For the feasibility study,
a prototype of a system with each synchronization approach has been developed
building up on state-of-the-art techniques. Based on these prototypes, design
constraints and fundamental limits of each synchronization approach have been
explored in the context of the demands of the experiment in order to select one
that is better suited for application in the TFC system.
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In this synchronization approach, network nodes adjust their local time based on
timing information received from the timemaster and link delay measurements. To
achieve synchronization, timestamping of messages exchanged between the master
and slave is required. This approach is inspired by the Christian’s algorithm and
its derivatives that extend it with advanced timestamping techniques and link delay
models. The fundamental principle of this method for achieving synchronization
between nodes is discussed below.

This synchronization method has no strict requirement for the parameters of the
hardware or communication links and can be implemented using general-purpose
networking interfaces. However, optimizations of the delay model and timestamp-
ing techniques, statistical error mitigation and link delay asymmetry compensation
may significantly improve performance and robustness of synchronization.

To study applicability of the synchronizationmethod based on time self-adjustment
for the TFC system in the CBM experiment, a minimal prototype was developed.
The purpose of the prototype is to implement the features that are most critical to
the DAQ system of the experiment and verify that the methods delivers sufficient
synchronization accuracy in combination with a low-latency transport channel for
time-critical fast control messages. Additionally, the prototype is meant to assess
the compatibility of the approach with the hardware constraints of the experiment
and explore its practical limitations.
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5.1 Time synchronization concept

In the self-adjusting synchronization method, timing slaves derive the amount of
their own time offset from samples of round-trip communication of timestamped
messages with the timing master (Figure 5.1). In the basic implementation of the
method shown in Figure 5.1a, the master node sends its time tM1 to the slave that
has an unknown time offset relative to the master time (TS = TM + Toffset). At
the point tS when the slave node receives the message, the master time contained
in it is outdated due to the propagation delay δ of the communication link and
cannot be directly compared with the local time tS for time adjustment. In order to
find out the propagation delay, the slave node sends a reply message to the master.
As the master receives the reply, it sends the time tM2 of reply reception back
to the slave. After this, the slave node has all the timestamps tM1, tM2 and tS .
Assuming that the communication link has a symmetric propagation delay and the
slave responds to the message immediately, the one-way propagation delay can be
expressed with Equation 5.1 and the time offset between the slave node and the
master node would be defined by Equation 5.2.

δ =
tM2 − tM1

2
(5.1)

Toffset = tS − (tM1 + δ) = tS − tM1 + tM2

2
(5.2)

In practice, however, it is rare that nodes can reply immediately. To allow for the
delays due to local scheduling, queueing or buffering taking place, the response
delay must be taken into account while calculating the time offset of the slave node
(Figure 5.1b). Therefore, a slightly more complex computation is needed to derive
the time offset. Assuming a symmetric propagation delay in the communication
link as in the simpler case above, time relation between the master and the slave
nodes can be expressed in two equations:
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Figure 5.1: Link synchronization between master and slave nodes.

tS1 = tM1 + Toffset + δ

tS2 = tM2 + Toffset − δ
(5.3)

Solving equations 5.3 as a system for Toffset lets us calculate the offset completely
independently of the variable response delay in the slave node:

Toffset =
tS1 − tM1 − tM2 + tS2

2
(5.4)

Thus, having these four timestamps, the slave node can calculate its own time
offset and apply the necessary correction to its local time.

The concept of time synchronization in the prototype employs an enhanced
link delay model inspired by the White Rabbit project [118]. The enhanced
model includes high-precision link delay measurement and allows to achieve sub-
nanosecond synchronization accuracy, which is essential in the CBM experiment.
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Figure 5.2: Clock relation between Master and Slave clocks.

The high-precision delay measurement helps to not only estimate the round-trip
delay based on the time counts that are synchronous with the local clock, but
to take into account delays on the finer, sub-nanosecond scale. This is achieved
by measuring the phase shifts ϕM and ϕS inside the FPGA between the receiver
clock and the local clock in each node (Figure 5.2). The measured phase shift
serves as an extension of the timestamps used for synchronization to the sub-
nanosecond range, and the one-way link propagation delay can then be calculated
using Equation 5.5 [118].

δ =
((tM2 + ϕM )− tM1)− (tS2 − (tS1 + ϕS))

2
(5.5)

Before delving into the details, it is important to note that the local clock and the
Tx clock of each node are assumed to be synchronous without any phase shift.
Thus, the Rx and Tx datapath delays are ignored for the feasibility study, and the
accurate phase measurement only addresses the fine sub-clock component of the
link delay. This is done to keep the prototype simple and only demonstrate the
feasibility to compensate for fine phase shifts in the system. After the purpose
of demonstration is fulfilled, extension of the phase measurement technique to
other fine delays in the system is considered trivial in this study. For the same
reason, contribution of link asymmetry to clock offset is considered negligible in
the current work.
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Figure 5.3: The synchronization procedure with the enhanced timestamping.

The enhanced synchronization procedure is shown in Figure 5.3. The synchroniza-
tion procedure begins the sameway as in Figure 5.1b, with theMaster node sending
a synchronization request SYNC to the Slave, recording the time of sending the
message tM1. No need to extend the timestamp at this point due to the assumption
of a zero phase shift between the local clock and the Tx clock. Upon reception of
the SYNC message, the slave records the value of its local time counter tS1 along
with the phase shift value ϕS between its local clock and the receiver clock. With
an uncertain and irrelevant delay, the slave replies to the Master and records the
time tS2 as the message is sent. Similarly to the slave, the master node records the
local time tM2 together with the phase shift ϕM when the REPLYmessage arrives.
In the end, the master node transfers the recorded timestamps tM1, tM2 and ϕM to
the slave. The slave can then derive its time offset according to Equation 5.6 [118],
which, after taking into account Equation 5.5 is transformed into Equation 5.7.

Toffset = tM1 − (tS1 + ϕS)− δ (5.6)
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Toffset =
tM1 − (tS1 + ϕS) + ((tM2 + ϕM )− tS2)

2
(5.7)

On its own, the measurement of the aforementioned clock shift cannot help
significantly for better node synchronization if the nodes use independent free-
running clock sources, even if they are rated for the same frequency. The frequency
offset within the manufacturing tolerance would cause a clock phase drift in the
nodes, leading to a constant change of the phase shift value. This makes it
impossible to establish a direct time relation between the Master and the Slave
nodes with the desired accuracy. Therefore, the frequency between nodes must
be aligned before the synchronization takes place to achieve the sub-nanosecond
accuracy. Frequency alignment, or syntonization, removes the frequency skew
and, subsequently, the constant time drift between nodes, which keeps phase shifts
ϕM and ϕS constant.

Thus, to achieve the necessary synchronization accuracy, the synchronization
procedure must be complemented with dedicated hardware techniques to ensure
precision clock phase and frequency alignment. Building up on the previously
proposed concept of the timing system for the CBM experiment, this is handled by
an all-digital PLL with a clock generator and a software implementation of loop
control [119]. The details of the used techniques are discussed in the sections
below.

5.2 DDMTD

The key component that enables sub-nanosecond accuracy in the exchange-based
time correction synchronization approach, is the DDMTDmodule [120]. Inspired
by a technique to measure fine signal phase shifts in the analog domain, this
component allows to measure clock shifts on the sub-clock scale without using
higher-frequency signals or analog components. The measurement accuracy is
limited mainly with the jitter of signals in the system, which can be mitigated
using averaging or other statistical methods.
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Figure 5.5: Clock and phase stretching in a DDMTD for N = 8.

Leveraging the caliper principle, this techniquemeasures a fine phase shift between
two syntonous clock signals by sampling them with a third clock signal with a
slightly shifted frequency 5.4. Clocked by a slightly slower clock, the D flip-flops
capture different points in the periods of the corresponding clocks, thus effectively
stretching the clocks while preserving the initial shift as shown in Figure 5.5. As
the flip-flops capture the input clocks near their edges, stretched output signals
are distorted with glitches due to the jitter in all three clocks. For that reason,
deglitching is necessary on these signals before the phase shift can be measured
between the stretched signals with a simple counter.

The most important property of the DDMTD is its stretching factor N . This
number defines the precision of phase measurement and how long it takes to
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capture each of them. As the period of the third DDMTD clock τddmtd is slightly
different from the periods of measured clocks, its phase drifts relative to the
measured clocks with regular and known intervals τstep, which depends on the
period of any of the input clocks as defined in Equation 5.8. Thus, the DDMTD
flip-flops effectively scan the value of each measured clock across its period as
indicated with dots in Figure 5.5. The complete scan takes exactlyN clock cycles
of clkddmtd, which defines N in terms of clock periods as shown in Equation 5.9.

τstep = |τclkddmtd
− τclkin

| (5.8)

N =
τin
τstep

=
τin

|τclkddmtd
− τclkin |

(5.9)

Generally, smaller values of τstep increase measurement precision, but they also
increase the time that it takes to obtain each numeric value from the DDMTD.
Thus, the precision of DDMTD measurements is traded off for the measurement
time τbeat that is expressed as follows:

τbeat = N × τddmtd =
τin × τddmtd

|τddmtd − τin|
(5.10)

The fundamental prerequisite for the technique is the slight frequency shift of
clkddmtd relative to the measured clocks, either slightly faster or slightly slower.
As can be seen in equations above, the direction of the frequency skew does not
affect τbeat or N . However, it changes the direction, in which the periods of the
measured clocks are scanned by the flip-flops with intervals τstep. The slower
clkddmtd will preserve the direction of the phase shift, while the faster clock will
scan the input clocks in the reverse direction, effectively inverting the phase shift
at the output, which must be taken into account while interpreting the output value
of a DDMTD. As the clocks are stretched by the flip-flops by the factor N and
the phase shift between them is counted in term of clkddmtd periods, the initial
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time shift between input clocks can be derived from the integer DDMTD output
δtddmtd as follows:

∆tin = ∆tddmtd × (τddmtd − τin) (5.11)

When used as a phase measurement component in a system, a DDMTD must
be configured based on the system constraints of the measurement time τbeat,
measurement precision defined by N and the minimum achievable frequency
skew with the platform PLLs. These factors have been carefully considered while
developing the prototype for the feasibility study to enable the management of
fine clock offsets in a distributed system.

5.3 Software PLL

As the key prerequisite for the enhanced exchange-based synchronization described
in Section 5.1, syntonization must first be achieved between the master and the
endpoint link. Propagated through each link individually, common frequency is
established on all nodes in the system.

To align its local clock frequency with the frequency of the data received from
the master node, all submaster and endpoint nodes in the system require a PLL.
However, using commonly found high-performance hardware PLLs significantly
increases dependency of the architecture on specific hardware. Besides, hardware
PLLs typically have only limited flexibility in terms of dynamic reconfiguration
or phase tuning. To overcome the limitation of the hardware PLLs and decrease
the dependency of the system on specific hardware components, a software PLL
(SPLL) approach has proven effective [120] and has been adopted for this feasibility
study.

Taking advantage of fine clock phase measurements with a DDMTD, SPLL
replaces the typical analog circuitry of a conventional PLL with all-digital compo-
nents to control a local frequency generator as presented in Figure 5.6. As the loop
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Figure 5.7: Two-phase PI phase and frequency control in White Rabbit.

control is handled in software, the SPLL architecture allows to implement complex
control algorithms with no hardware overhead and adapt them to specific hard-
ware or conditions even during system operations. In addition, SPLL practically
eliminates the need of external components except those required to generate the
local frequency. In order to control a voltage-controlled crystal oscillator (VCXO),
the SPLL control output must be converted to voltage with a digital-to-analog
converter. This requirement can be even further minimized if a digitally controlled
crystal oscillator (DCXO) is used, which can be controlled directly by the SPLL.

Generally, the input phase tracking speed of the loop controller must be balanced
to filter out the high-frequency noise while still following the low-frequency
drifts of the reference clock. In the prototype for the feasibility study, PI control
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Figure 5.8: Concurrent PI phase and frequency control for potential use in the TFC system.

has been used for tracking the master frequency and phase. In White Rabbit,
frequency and phase of the reference clock are tracked by separate controllers in a
two-stage approach with the controller output multiplexed between frequency and
phase tracking paths (Figure 5.7) [68]. Initially, the output of the loop controller
is connected to the output of the frequency-tracking PI controller. When the
frequency is aligned, the controller is switched to phase tracking.

While successfully fulfilling its purpose, the total settling time of such two-stage
control includes individual settling times of both control paths. To reduce the
total settling time while keeping the adaptability and noise-filtering properties, a
concurrent dual controller architecture presented in Figure 5.8 has been developed
for this feasibility study. The architecture structurally simplifies the White Rabbit
approach and features a custom DDMTD implementation that provides time
difference between input clocks as the output, instead of individual phase tags for
the reference clock and the controlled local clock. This output is forwarded as
an error input to both frequency and phase control paths. To track the frequency,
the time difference value is subtracted from its previous value, thus tracking the
phase drift rate. In the phase control path, the DDMTD output is offset with a
user-defined setpoint and is then directly connected to the phase PI controller.

The concurrent PI control in this architecture is possible because the outputs of
the frequency and the phase control paths are summed up and forwarded as the
adjustment value to a DCXO that generates the local clock. Before adding the
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5 Approach 1: synchronization through time self-adjustment

Figure 5.9: Sample simulation of the SPLL parameters.

control path outputs, weights are applied to control the influence of each path on
the final control value. When the control coefficients of the PI controllers and the
control path weights are properly tuned, the resulting PLL loop control architecture
provides effective and highly adaptable phase and frequency alignment of the local
clock with respect to the clock received from the corresponding master node.

To validate the control loop architecture and facilitate future parameter tuning,
a hardware-aware simulation model has been developed in Python. Apart from
the loop parameters, the model takes into account the fundamental properties and
delays of the DDMTD, as well as the controls available in the DCXO. Given the
large number of parameters that affect the performance of the control loop, the
model allows for automated parameter optimization. An example of a simulation
with roughly tuned parameters is shown in Figure 5.9.
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5.4 Prototype development

Figure 5.10: The AFCK board used as the TFC prototyping platform with two FM-S14 connectivity
boards installed.

5.4 Prototype development

To test the approach to timing distribution where the TFC endpoints reach a
common notion of time by a time-negotiation over each TFC link individually,
a prototype has been developed. Due to the nature of the data readout in the
experiment, the readout boards have a similar set of features to the TFC nodes. For
that reason, sameFPGAboards have been chosen for aminimal test implementation
of the TFC system. At the moment of this feasibility study, AMC FMC Carrier
with Kintex 7 (AFCK) boards were used for the prototype CBM setup [121].

The AFCK board features a XC7K325T FPGA by Xilinx and 8 of its 16 Gigabit
Transceiver (GTX) channels are routed to two FPGA Mezzanine Card (FMC)
connections mounted on the board. Expanded with two Faster Technology FM-
S14 cards, each of these 8 transceivers have access to SFP+ slots with optical
transceivers, which is required for the multipoint connections between TFC nodes
in the hierarchical topology of the TFC system. A key feature of the board in the
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Figure 5.11: Gateware architecture of the prototype.

context of prototyping a synchronized distributed system is its remarkably versatile
clocking architecture. The ADN4604 clock crossbar has 16 inputs and 16 outputs
can be configured to provide a large variety of on-board clock sources to various
FPGA functions, including GTX transceivers and general-purpose clock inputs.
Some of the available programmable clock sources are, for example, Si570 DCXO
and two IDT8N4Q001 clock generators installed on each FM-S14 extension board.

Although developed as a MicroTCA card, the board can also be operated in
a standalone mode. This makes it highly suitable for system prototyping with
potential subsequent integration into the final systemwithout the need of switching
the hardware platform. An additional benefit for prototyping is an independent
from the FMC cards Gigabit Ethernet connection that can be used to control the
card from a PC. In the current prototype, the IP-based bus control system (IPbus)
protocol has been used to control and monitor the operation mode of the prototype
and read out data to evaluate its performance [122].
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The gateware architecture of the prototype is built around a Microblaze soft-CPU
core, with access to all peripherals via an AXI4 bus as shown in Figure 5.11.
Using a CPU at the center of the architecture allows to utilize the benefits of
hardware-software codesign and efficiently divide tasks between hardware and
firmware, with the time-critical and computation-heavy functions handled in
hardware on the Register-Transfer Level (RTL) level and complex sequential
procedures being implemented in software. Such complex procedures include,
for example, initialization of the board hardware, tuning the DCXO via the I2C
protocol, handling the synchronization protocol and general control andmonitoring
of the TFC node operation.

The TFC data transport channel is accessed via a dedicated TFC RAM and a direct
memory access (DMA) controller. This approach allows to efficiently distribute
data transport routine between firmware and hardware modules. With the firmware
constructing the general frame structure and the payload, the data transport itself
is handled with gateware components without blocking the CPU and allowing
sufficient control over the time-critical part of the protocol implementation, e.g.
hardware timestamping, which is essential for the accurate time exchange between
nodes. Thus, with the assistance of the access control module, the timestamps are
injected into the synchronization frames on the fly.

The core of time awareness in the TFC communication is the timestamper. This
module defines the local time of the TFCnode and this is the counter that Submaster
and Endpoint nodes adjust in order to align their own times with the TFC time from
an upstream link. This is the central component for both node synchronization
and time-deterministic communication. The Physical Layer (PHY)module, being
the closest module to the transmission medium in the data transport path, detects
a special comma character specific for timing frame headers in either Rx or Tx
communication channel and issues a pulse to the timestamper with a minimum
delay to capture the current value of the time counter. As the captured timestamp
is immediately presented at the output of the timestamper to the access control
module, the corresponding frame timestamp can be directly integrated into the
timing frame. At the same time, a momentary value of the time counter is always
available to the access control module, and transmission of fast control frames can
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5 Approach 1: synchronization through time self-adjustment

therefore be scheduled for a specific time in the future, thus enabling time-triggered
data transmission. If scheduled sufficiently in advance to avoid fragmentation
of a currently transmitted frame, and fast control frames have higher priority
than synchronization frames, transmission of the fast control frame exactly at the
specific time is guaranteed. The lower priority of the timing frames does not
degrade synchronization accuracy, since the synchronization protocol is immune
to variable delay between SYNC and REPLY frames, as described in the beginning
of this chapter.

Access control, PHY and DDMTD modules constitute a timing node. The timing
node block contains all the logic that provides hardware support for time-aware
data transport and is dedicated to each link. Thus, in the system configuration
with 8 optical links per TFC node, the design contains 8 timing nodes in gateware.
Such hardware support of time-critical data transport relaxes the requirements for
the CPU core used, which does not have to be optimized for real-time performance
in this architecture. Additionally, dedicated gateware modules for handling data
transport allow for direct data forwarding between upstream and downstream
links in the Submaster nodes as defined in the fundamental system architecture in
Section 4.2.3.

Gateware designs of the Master, Submaster and Endpoint nodes differ primarily
in the number of the required timing nodes. Master and Submaster designs must
interface with multiple neighboring TFC nodes and should therefore include as
many timing nodes as there are links available on the hardware platform. An
Endpoint design, on the other hand, only includes one timing node as it always
has to interact with one upstream node, regardless of the hardware platform or its
configuration. Although the design of timing nodes is unified, the timing nodes
facing upstream are used differently than those facing downstream. This is caused
by the fact that the upstream-facing links are used to receive the global TFC time
and the local clock rate and the time must align with it. For this reason, upstream-
facing timing nodes are used as the receiving side of the synchronization protocol
and the recovered clock from the receiver on this link serves as the reference input
to the local soft-PLL that is used to track its frequency and, if needed, phase. To
avoid conflicting local time references leading to metastable local time conditions,
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only one reference timing node can be present in each Submaster or Endpoint node.
Regardless of orientation, both upstream- and downstream-facing nodes include a
DDMTD to enable accurate phase measurement necessary for implementation of
the synchronization protocol.

To align the clock frequency of a TFC nodewith the rest of the system, the soft-PLL
is implemented with a closed control loop consisting of the DDMTD, Microblaze
CPU firmware, an I2C controller and the Si570 DCXO. The DDMTD in the
upstream-facing timing node provides phase difference measurements between the
120MHz local node clock and the 120MHz clock recovered from the receiver data
in the corresponding timing node. These phase shift measurements are passed
to the CPU firmware, where the DDMTD measurements are used to calculate
the adjustment value for the DCXO. A DDMTD helper clock of 119.5 MHz is
generated using a Mixed-Mode Clock Manager module, a Xilinx built-in PLL.
This helper clock sets the N value to 239, which corresponds to the time difference
measurement resolution of 35 ps. While the resolution is likely not optimal for
the final implementation of the system, it entails little implementation overhead
and is sufficient for the feasibility study.

The minimum period of the control loop is defined by the delays introduced by its
various components. The delay of communication with firmware and execution
of control calculations are negligible compared with the other components in the
loop. At the same time, the delay of the DDMTD measurements are defined by
the N parameter and the time to apply adjustments in the DCXO can be calculated
from its control protocol. Thus, with the N parameter of 239, measurements
of the DDMTD take 2 µs, according to Equation 5.10. To improve accuracy,
averaging by the factor of 2 is applied to DDMTD measurements, increasing the
measurement delay to 4 µs. The Si570 DCXO is controlled via I2C, using the
maximum supported protocol clock frequency of 400 kHz. With all the registers
needed for frequency adjustment being written and verified via readback, ∼ 630
µs is needed, making this the slowest operation in the loop. With this combination
of delays, a loop frequency of 1,5 kHz is feasible for the soft-PLL in the current
implementation.
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5 Approach 1: synchronization through time self-adjustment

Figure 5.12: Test setup for the prototype of the time self-adjustment approach.

To ensure consistent time intervals between regular operations in firmware, such
as soft-PLL cycles and (re-)synchronization of the node itself, timers with various
periods are used. In the current implementation, a timer with a period of 650
µs is used to define the time base for the soft-PLL, resulting in the soft-PLL
loop frequency of ∼1.54 kHz, and a timer with a period of 1 s defines the link
resynchronization interval.

Additional monitoring module have been added to the architecture to monitor
stability of the prototype operation. Thus frequency counters are used to verify
the alignment between Rx and local frequencies and the IPbus interface ensures
communication of the TFC node with a PC to control the internal state of the
prototype firmware.

To study the advantages and constraints of the approach, an evaluation setup with
two prototype TFC nodes has been built: one to represent the TFCMaster, and the
other as the Endpoint (Figure 5.12). They both implement the same architecture
with one timing node each, with the timing node of the Master configured as
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Figure 5.13: Measurement of the real resolution of the DDMTD module.

downstream-facing, and that in the Endpoint configured as upstream-facing and
receiving the time from the TFC link. Each AFCK board in the evaluation setup
is equipped with one FM-S14 FMC board to serve the TFC link, and one custom
debug card to provide probe points for an oscilloscope.

5.5 Feasibility analysis

As the first step of the analysis of the self-adjustment approach, the real resolution
of the DDMTDmodule has been evaluated. Although the nominal resolution with
the given N value of 239 can be easily calculated as 35 ps, the clock jitters, drifts
and noises in the system inevitably affect the accuracy of phase measurement. For
this reason, the consistency of the DDMTD measurements has been measured
to verify the actual measurement resolution of the DDMTD. Two measurements
have beenmade on syntonous 120MHz clocks with two different phase shifts, with
650000 samples in each measurement. The results are presented in Figure 5.13.
The acquired histograms have been fitted with a Gaussian function to quantify the
measurement accuracy. As a result, a standard deviation of 0.698 DDMTD counts
has been obtained in one measurement and 0.858 in the other. These values in
DDMTD counts correspond to 24.34 ps and 29.92 ps, respectively, according to
Equation 5.11.
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Afterwards, the fundamental functionality of the architecture has been successfully
verified, with the appropriate scheduling of the regular events and the correct
configuration of the hardware components. Nonetheless, adjustment of the Si570
DCXO as part of the soft-PLL in a certain area of the adjustment range has
consistently triggered unlocking of the internal Quad Phase-Locked Loop (QPLL)
of theXilinxGigabit Transceiver, leading to a failure of theTFC link. This indicates
insufficient clock stability at the output of the soft-PLL to maintain multigigabit
communication. Resolution of the output clock stability issue requires further
investigation and, potentially, replacement of the DCXO with a more compatible
device. This investigation, however, lies outside of the scope of the feasibility
study.

Analysis of the synchronization approach and of the implemented prototype allows
to identify general advantages of the approach. One of them is fundamental support
of fast control messages of arbitrary length, as synchronization messages can be
delayed without harming synchronization accuracy avoiding fragmentation of fast
control traffic. Thus, the approach would be preferred over others in applications
with unknown or variable payloads. Nevertheless, the fast control messages must
be carefully scheduled to reach endpoint nodes at a predictable time. Another
advantage of the approach is the vast configurability of the synchronization
performance. By adjusting the properties of the DDMTD and loop control
algorithms, the loop period of the soft-PLL and its loop bandwidth can be adjusted
even dynamically in the runtime, allowing in-field optimizations to adapt to the
needs of a target application.

The time self-adjustment approach to FPGAnode synchronization has been demon-
strated to be generally applicable to the TFC system. However, its use in the TFC
system requires careful consideration of the hardware platform, as operability
and accuracy of node synchronization is dependent on the used hardware clock
generators and, optionally, PLL devices. Besides, the successful application of
the approach requires extensive configuration and validation of the numerous
parameters of the soft-PLL. To improve the DDMTD resolution, the DDMTD
helper clock with a finer frequency offset can be generated using an external PLL or
an integrated all-digital PLL proposed by Xilinx [123]. Additionally, the optimal
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parameters of the soft-PLL and its transfer function can be accurately estimated
using the simulation described at the end of Section 5.3.

5.6 Summary

In the feasibility study of the time self-adjustment approach, a prototype has been
developed to study its advantages and limitations. Inspired by the White Rabbit
project, the prototype reuses the concept of the DDMTD, which allows each node
to measure phase shifts between clocks and derive its own time shift related to the
reference clock.

The prototype concept for the feasibility study is based on a CPU core and
an AXI-Lite bus, leveraging the advantages of the hardware-software codesign
principles. The concept features an improved design of a software PLL that
allows for dynamic reconfiguration of the loop parameters, thus offering better
loop bandwidth control and faster lock times. Additionally, the software PLL has
been adapted for the use of a digitally controlled oscillator, as opposed to the
combination of a Digital-to-Analog Converter (DAC) and a VCXO in the original
design.

A prototype with the software PLL has been implemented and tested, revealing
incompatibilities between the constraints of the experiment and the capabilities
of the selected hardware platform. As a result of the feasibility study based on
the developed prototype, valuable insight has been gained into the development
strategy that leads towards building a TFC system based on the time self-adjustment
approach and the scope of work required to achieve full functionality.
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6 Approach 2: time distribution
over latency-deterministic links

In the second approach in the feasibility study, the common notion of time in a
network is achieved by broadcasting the global master time across the network,
with the nodes adopting it directly, with no transformations. This way, the
accuracy of the synchronization is dictated by the design of the system and
its hardware, instead of runtime negotiations, continuously applied corrections
and compensations. Therefore, this time distribution method is immune to link
asymmetry and does not require complex software control algorithms, provided
predictable data transmission delays from the master node to endpoints.

As sources of time discrepancies between nodes are addressed at the hardware-level
at the design stage, this approach offers simplified node architecture and reduced
protocol overhead, while maintaining system synchronization and determinism
with high precision. With the timing information only traveling in the downstream
direction, this synchronization method is not affected by system congestions and
scheduling, which improves its scalability.

6.1 Time synchronization concept

As opposed to the time self-adjustment method studied in Chapter 5, direct time
distribution causes the time to be offset between master and endpoints, since there
is no compensation of the round-trip delay involved. Nonetheless, this method
is applicable in the TFC system as only time alignment between CRI boards is
required, as discussed in Section 4.1. Moreover, latency optimizations of the links
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Figure 6.1: Time distribution with a constant transmission delay.

to achieve the required synchronization accuracy improve the overall downstream
latency performance for downstream messages, including fast control messages,
which is one of the key requirements of the system.

Figure 6.1 shows the general synchronization principle in this approach. With
minimum communication between master and endpoint nodes, the nodes override
their local time with the time received from the master node. The relationship
between the local time in each endpoint node and the global master time is then
continuously defined by Equation 6.1, with n being the number of the endpoint
node and σn being the transmission delay from the master to this endpoint. With
the transmission delays σn towards each endpoint node being equivalent or having
a known and constant time offset, the time between all endpoints can thus be
unambiguously reconstructed and aligned.

TEPn = TM + σn (6.1)

With the development focus in this approach shifted towards hardware and gateware
design, all clocks in the system must have predictable offsets and all components
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Figure 6.2: General architecture of an FPGA implementation of anMGT IP core. Only basic functions
are included, vendor-specific implementations may include additional components.

in the transmission paths of the timing messages must have deterministic input-
to-output delay. These aspects have been carefully analyzed and addressed in the
feasibility study and described in the following sections.

6.2 Transceiver clock domain management

Predictable latency is the prerequisite for a successful implementation of the
synchronization principle in this feasibility study. However, achieving predictable
latency in the datapaths of multi-gigabit transceivers (MGTs) is not a trivial task,
since high bandwidth comes at the cost of complex architecture of the interface
components. In FPGA devices, the PHY is implemented as a hard IP core due
to its mixed-signal nature and the high-rate datapaths that operate at frequencies
beyond the capabilities of the programmable logic. A general architecture of the
FPGA implementation of the MGT PHY core is presented in Figure 6.2.

The data in MGTs are handled independently in the receiver (Rx) and transmitter
(Tx) datapaths. As the received data are generated synchronously to the remote
clock that is independent of the local node clock, the receiver datapath relies on
the clock that is recovered from the receiver link. This receiver clock is extracted
from the incoming data stream on the medium by a PLL that locks directly to the
data, as part of the CDR circuit.
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The bit stream in the receiver arrives at multi-gigahertz rates, which cannot
be directly handled by the FPGA logic. For this reason, the received data are
deserialized in multiple stages and presented to the user in a parallel form,
synchronous to a divided-down version of the clock recovered by the CDR. Thus,
the receiver datapath inherently creates its own clock domain, and the received
data must be safely passed to the local system clock domain in order to maintain
predictable data transmission latency in the system. Even if the frequency of the
remote and the local nodes are locked and aligned, the phase shift between the
recovered and the local clocks cannot be considered predictable without additional
measures.

Similarly, the transmitted data are serialized in multiple stages and fed as a bit
stream into the medium. Since the serial data rate on the medium is far beyond the
capabilities of the FPGA fabric, the serial data clock is generated by a dedicated
PLL, which uses a local node clock as a reference frequency. This means that
the Tx serial clock can be generated from the local system clock used in the node
design. However, even in this case, the multi-stage serialization process creates
clock domain crossings that are handled internally in the IP core and the data must
be fed synchronously to the clock that is derived from the Tx serial clock, which
may still have an unpredictable phase shift relative to the original local system
clock. This creates a separate Tx clock domain that may be syntonous to the local
clock by design, but the predictability of the latency upon feeding the Tx data into
the transceiver must be handled separately.

For the ease of integrating MGTs into designs that do not require predictable
data transmission latency, the transceiver IP cores have built-in FIFOs in both
the Tx and the Rx datapaths to handle the clock domain crossings between the
MGT datapaths and the local system clock domain. Although typically present in
transceiver architectures, these FIFOs introduce uncertain latency in the datapath
and do not provide the features to ensure predictable latency and are omitted from
Figure 6.2.

While it is possible to configure the MGT IP cores to have a fixed latency in the
datapaths within the IP core, the burden of passing the data between the MGT and
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local system clock domains lies on the system designer. To handle the data at this
level with a predictable latency, separate FIFOs with fill level monitoring are used
outside of the core, to ensure that the latency they introduce is known at any time.
This allows the system logic to recover the error introduced to the received time by
the Rx FIFO and apply corresponding corrections. Besides, this approach allows
for a potential control of this latency by introducing and dropping filler messages
in the TFC data stream.

6.3 Hardware-level clock distribution

Following the hardware-oriented design principles chosen for this feasibility study,
the global hardware clock is distributed from the TFC master to all downstream
nodes at the lowest level with as little conversion as possible. This is achieved
by leveraging the self-synchronous properties of the multi-gigabit optical com-
munication, which allow each downstream node in the TFC network to recover
the upstream hardware clock using the built-in CDR circuitry and reuse the clock
as the local system clock and propagate it further downstream when used in a
submaster node.

Generally, CDR circuits produce clock signals with relatively high jitter levels,
which do not fulfil the stringent jitter requirements for the reference inputs of the
FPGA gigabit transceivers. Thus, the recovered clock cannot be directly reused
for further downstream transmission and is passed through a jitter-cleaning PLL
instead. This way, each TFC node reuses the hardware clock received from the
immediate upstream node, which creates a scalable clock distribution path with
minimal interference with the local node design. Implementation of this principle
is depicted in Figure 6.3.

In order to successfully propagate the global hardware clock through the hierar-
chical TFC system, the local clock paths in each node must not introduce phase
uncertainty and have fixed input-to-output delays. As the CDR PLLs lock directly
to the incoming data stream, the phase noise of the recovered clock is inevitably
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Figure 6.3: Clock distribution via self-synchronous optical links.

affected by the density of bit transitions in the bit stream. While high-frequency
phase noise is filtered out by the jitter-cleaning PLL further in the local clock
path, low-frequency phase variations must be handled by managing the number of
consecutive bits of the same value in the bit stream. In the current implementation,
this problem is addressed by using 8b/10b line encoding, which guarantees a bit
transition after at most 5 consecutive bits with the same value at the cost of 20%
overhead. This overhead is tolerable in the feasibility study, yet it can be reduced
by using a similar encoding scheme that uses longer characters, e.g. 64b/66b
encoding. The second major component in the local clock path, the jitter-cleaning
PLL may introduce phase variance due to uncertain input-to-output delay. This
is avoided by enabling the zero-delay mode, which can be commonly found in
modern commercial PLLs.

As defined in the requirements for the TFC system in Section 4.1.1, the global
clock that must be distributed to the endpoint nodes has a frequency of 40
MHz. Using this frequency as the parallel word frequency of the MGT datapaths
significantly limits the data line rate and hence the bandwidth to only 400 Mb/s,
which violated another requirement of the system for high link bandwidth as
defined in Section 4.1.3. This limitation is overcome by introducing a 120 MHz
transport clock. As the frequency of this clock is an integer multiple of 40 MHz,
this clock can carry the phase information of the global clock. Reconstruction of
the 40 MHz global clock base from the 120 MHz transport clock is handled by
each timing receiver individually using a technique described in Section 6.5.
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6.4 Protocol definition

At the cost of some protocol overhead, introduction of the intermediate transport
clock allows for a protocol that can be scaled up in terms of link bandwidth. In
the current prototype, a transport clock of 120 MHz has been introduced, which
allows for the link bandwidth of 2.4 Gbps. This way, 4-byte parallel words are
available for transmission in the 120 MHz clock domain.

A DC-balanced 8b/10b coding scheme is used on the serial data to ensure optimal
performance of the CDR scheme as described in Section 6.3. This coding scheme
extends every byte of the transmitted data to 10 bits, providing in addition a
possibility of transmitting special non-data characters called K-characters. There
are 12 K-characters defined in the coding scheme in total that can be used for the
needs of the protocol. One of these symbols, a comma character, is used to align
receiver deserializers, so that the parallel received data are correctly presented to
the rest of the design.

Before data messages can be exchanged over a TFC link, the link must be success-
fully initialized. The procedure is meant for the TFC nodes to detect the presence
of a valid TFC node on the other end of the link and configure their respective
receivers until both of them are ready for communication. In case if it is requires
to reset the downstream node in the runtime, the link initialization procedure will
be triggered again upon reconnection of the downstream node, i.e. the concept of
the TFC link supports hotplugging.

Link initialization involves 3 types of service messages. SYNC1 and SYNC2
messages include a comma character and are used to let the upstream and the
downstream nodes align their receivers, and the IDLE message is a predefined
static message indicating that the link is ready for use yet no messages need to be
transmitted at the moment.

Upon bootup, the upstream node continuously transmits the SYNC2 message,
regardless of the link status. When a downstream node is connected, it starts
sending the SYNC1 message into the link, thus allowing for the upstream node to
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align its Rx serializers while adjusting its own receiver. When the downstream
node receiver is ready and has successfully received a sufficient number of SYNC2
messages from the upstreamnode, it indicates its readiness for the next initialization
stage by streaming the SYNC2 message. The upstream node detects this and
acknowledges it by sending IDLE messages. The downstream node receives the
IDLE message and indicates its readiness for normal operation by replying with
IDLE messages as well. After successful reception of the IDLE messages from the
downstream node, the upstream node concludes that the link is fully established
and is ready for normal operation. The procedure is illustrated in Figure 6.4 using
direct communication between a master and an endpoint nodes as an example.
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This initialization sequence ensures consistent link establishment even in case of
a link failure or various bootup orders of the nodes. As the procedure is guided by
the upstream node, no timing or control messages are exchanged before the link is
fully operational. The sequence is executed by the nodes with two separate state
machines on each end (Figure 6.5).

During the normal link operation, different message can be exchanged between
TFC nodes. To distinguish between them, 5most significant bits out of 32 available
are used as a message header that includes a type identifier and a static reference
pattern to monitor message integrity. The reference pattern is used to detect link
loss and prevent reaction of the nodes to accidentally received control sequences.
A dedicated protocol checker logic continuously monitors protocol integrity. Thus,
for example, in case of a link loss due to physical damage to the cable, the link
immediately shuts down and the initialization sequence is triggered, waiting for
the node to be reconnected.

As multiple message types must share the TFC link, the link access prioritization
is another important feature of the TFC protocol. In this scheme, access to the
TFC link must be explicitly requested by the potential senders using a request
flag. If the link is busy at the moment of the request, the sender must wait for
the link to be released by the higher-priority senders before attempting to send
further data (Figure 6.6). An asynchronous priority encoder is used to select an
input sender channel with the highest priority for each transmission, with lower
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Figure 6.7: An example of prioritized link access with two senders concurrently requesting message
transmission.

priority messages being registered and queued. To ensure link access with no
dead-time, i.e. when messages can be transmitted from different senders with
no interruptions, the access request and link ready flags are asserted on opposite
clock edges. An example of link access arbitration with two senders requesting
access to the link at the same time is presented in Figure 6.7.

6.5 Reconstruction of the global clock phase

With the TFC link transmitting messages synchronously to the 120 MHz transport
clock, only the transport clock can be reliably and unambiguously reconstructed.
At the same time, one of the goals of the time distribution function is to distribute
the 40 MHz global clock across the experiment data processing boards, so that
the phases of their local representations of the global clock have constant phase
offsets. Clock division cannot automatically guarantee a fixed phase of the 40
MHz clock, as it is uncertain to which of the three possible 120 MHz clock edges
the 40 MHz output clock s aligned to. Therefore, the correct phase of the global
40 MHz clock must be recovered separately.

A counter running in the faster transport clock domain is used to track the phase
of the 40 MHz clock in all nodes. Initially aligned such that a counter value of
0 is read on each 40 MHz clock edge, the counter counts from 0 to 2, effectively
counting the periods of the 120 MHz clock within a single 40 MHz clock period.
These are referred to as subcycles in the context of this work. However, the nodes
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Figure 6.8: An example of registering the phase position of the received 40 MHz clock by an endpoint
using a subcycle counter.

start unaware of the position of the global clock, and the phase uncertainty of their
local 40 MHz clocks remains at this point.

Being the origin of the global time in the system, the master node implicitly
encodes the phase of the 40MHz in the timing communication by always initiating
transmission of a time broadcast on subcycle 0. When each of the downstream
nodes detects the time broadcast from the master node, it registers the subcycle
value of the first time message and offsets its own subcycle counter to align its
local subcycle 0 with the received time transmission. Afterwards, the downstream
node must adjust the phase of its 40 MHz clock accordingly. The procedure of
registering the phase of the global 40 MHz clock by an endpoint is presented in
Figure 6.8.

At the moment of receiving the first timingmessage, the downstream node registers
its local time counter value as well as the time received from the upstream node.
Thus, the process of phase reconstruction using the subcycle counter does not
disrupt the master time distribution.

6.6 Prototype development

The implementation of the time distribution concept for this feasibility study has
been developed using the same hardware platform as the data-processing FPGA
boards in the CBM prototype setup at the time. The BNL-712 platform board is
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designed specifically for data acquisition in particle physics experiments and meets
the general hardware demands of the TFC system as well. Developed as a 16-lane
Gen3 PCIe card, the board is equipped with a Xilinx Kintex Ultrascale XCKU115
FPGA [124]. Through eight high-density Avago MiniPOD optical connectors,
the FPGA on the board has access to 48 full-duplex optical links that can operate
at rates up to 12.8 Gbps. Two jitter-cleaning PLLs are installed on the board to
produce reference clocks for the large number of Gigabit transceivers available.
In addition, the board supports extension mezzanines for better adaptability to
various application-specific interfaces.

Each of the eight on-board MiniPOD connectors aggregates 12 one-way optical
fibers that are routed on the board to two high-density MTP connectors, each
providing 24 full-duplex optical channels. As a result, point-to-point optical
connections between boards require splitting the aggregated links. For this
reason, downstream connections from the master and submaster nodes are routed
through optical patch panels, which break out the high-density MTP interfaces
into individual full-duplex LC connections. On the endpoint side, communication
over a single upstream optical link is achieved via a dedicated mezzanine card that
hosts an SFP cage, allowing direct connection to a single full-duplex fiber link.

Based on these boards, the control of the prototype TFC nodes is aligned with
the hardware control infrastructure of the prototype implementation of the CBM
detector setup. All nodes in the system are thus individually controlled via the PCIe
interface, with the boards mounted into PCIe slots of commercial off-the-shelf
servers as shown in Figure 6.9.

Built with the Stacked Silicon Interconnect (SSI) technology, the Xilinx XCKU115
device is composed ofmultiple FPGAdie slices, or super logic regions (SLRs) [125].
For efficient FPGA resource utilization, node control infrastructure is split into
two identical paths, one per SLR (Figure 6.10). Thus, each SLR is interfaced
independently with the PCIe bus of the server node using an 8-lane Xilinx PCIe
hard IP core. A PCIe-to-Wishbone bridge ensures connectivity between the PCIe
bus and the Wishbone bus, which provides register access to individual peripheral
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Figure 6.9: Multiple BNL-712 boards mounted in a server node.

components in the gateware. To manage a complex hierarchical structure of regis-
ter address ranges on the Wishbone bus, the bus configuration is handled by the
Address Generator for Wishbone (AGWB) tool [126]. Register files of gateware
components can thus be accessed from software using the AGWB built-in Python
library together with the experiment Device Control Agent (DCA) framework [30].

The prototype gateware architecture is presented in Figure 6.11, with the focus on
the components that directly implement TFC functionality. The control-related
components are intentionally simplified in the diagram.

The global time of the experiment originates in the timestamper module of the
TFC master node as a 64-bit time counter value. Running in the 40 MHz system
clock domain that reflects the base frequency of the experiment, the global time
is counted with increments of 25 ns. The time counter can be preset by the user at
any time, to align it with any standard time reference, e.g. Coordinated Universal
Time (UTC).

The time transfer downstream to other TFC nodes is initiated by the sync counter,
which determines the period of time distribution in the system.
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Figure 6.10: Control paths of a TFC node.

To distribute time information to downstream nodes, the timing master module
serializes the current counter value. This serialized time value is transferred into
the 120 MHz transport clock domain, making it compatible with the data transport
interface. In addition to serialization, the timing master module continuously
monitors the subcycle value and ensures that the first message of each serialized
time value is always transmitted during subcycle 0. This mechanism is essential
to enable the functionality described in Section 6.5.

The transport of messages over the TFC link is coordinated by the link access
unit, which plays a central role in ensuring latency-deterministic data handling,
which is the core feature of the system. This unit manages protocol-level tasks
and link arbitration as specified in Section 6.4. It is responsible for the definition
and composition of TFC messages, management of transceiver clock domains as
described in Section 6.2, and the execution of the link establishment procedure.

To maintain deterministic latency in both the transmit and receive datapaths, the
FIFOs in the link access unit are equipped with fill count outputs (Figure 6.12).
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Figure 6.11: Gateware architectures of a master and an endpoint nodes.

This enables precise tracking of the delay introduced by buffering, allowing the
receiving node to apply a local time correction accordingly.

Furthermore, the link access unit continuously monitors protocol integrity at the
receiver side, allowing for the detection of potential link failures. On the receiving
end, a counterpart link access unit accepts the transported messages and forwards
them to the appropriate functional recipient.

When a timing message is received, the timing endpoint module registers its pay-
load and deserializes the time information. After receiving all four fragments that
constitute a complete time value, the timing receiver calculates a time correction.
This correction is transferred from the 120 MHz transport clock domain to the 40
MHz system clock domain and applied to the local time counter of the receiving
node.

In the implemented prototype, only timing messages are transmitted. However,
the link access unit has already been designed to support shared link access. In
this scheme, fast control messages are assigned the highest priority and are granted
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Figure 6.13: Test setup for evaluation of the prototype design.

immediate access to the link due to their stringent latency constraints, while timing
messages are allowed to experience bounded delays.

6.7 Feasibility analysis

To verify the concept of latency-deterministic time and clock distribution, a
minimal TFC system was constructed at GSI Helmholtz Centre for Heavy Ion
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Research (GSI) in Darmstadt. The system consists of three TFC nodes: one master
node and two endpoint nodes. Both endpoints are hosted in a single server and
connected via multimode optical fibers to the master node, which is installed in a
separate server (see Figure 6.13). As the focus of this prototype is on functional
readiness, the verification of general time alignment across a single TFC link
between the master and one endpoint is essential. In addition, the time alignment
between the two lateral endpoints is also evaluated.

The nodes are controlled using the DCA software and the infrastructure described
in Figure 6.10. As the DCA software supports distributed operation, both server
nodes are managed from a single Python script. Access to local control functions
of each node is provided through an Remote Procedure Call (RPC) interface over
Ethernet.

A common time base is required in the test setup to track the TFC time across
all nodes. Since the objective is to verify functional readiness rather than high-
precision timing, the time base is expected to provide strong long-term stability.
The short-term variation requirements are relaxed because they are typically not
sufficiently met by commonly available commercial solutions. For this purpose,
the servers were synchronized using PTP, which achieves system-level time
synchronization with microsecond-level accuracy. Although this method does not
provide high-precision alignment, it is sufficient for tracking long-term TFC time
consistency during the test.

During the evaluation, the local TFC time of each node was recorded relative to
the corresponding server system time over a test period of 104 s. The extended
duration ensures that the long-term functional stability of the system can be reliably
assessed. As a baseline, the test was initially performed with synchronization
disabled. In this configuration, the local clocks of the TFC nodes naturally drifted
apart. This allowed the intrinsic drift of independent nodes to be quantified. A
second run was then conducted with synchronization enabled in order to evaluate
the effect of the time distribution system on reducing time drift between nodes.
Although absolute time offsets between nodes are still present, these are not
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(a) Asynchronous configuration. (b) Synchronous configuration.

Figure 6.14: Test results of the TFC prototype.

relevant for the intended evaluation, as explained in Section 4.1.1, and were
normalized in the analysis.

In the unsynchronized configuration, the endpoint clocks drifted from the master
node by approximately 140 ms and 110 ms, respectively, over the test duration
(Figure 6.14a). These values imply that if time synchronization were based only
on periodic time value updates once per second without a shared clock frequency,
the best possible time stability would be limited to around 14 µs.

In the synchronized configuration, the TFC time remained stable across all nodes
throughout the test. The measured deviations remained within 8 µs relative to the
master clock (Figure 6.14b). The dominant source of short-term timing variation
is believed to originate from the PTP-based time base and the time readout over
the PCIe interface. Despite this, the test confirmed the long-term functional
stability of the time synchronization approach and demonstrated its readiness for
deployment in a mission-critical system.

6.8 Deployment in the Phase-0 CBM as TFC1

During the feasibility analysis, significant advantages of this approach were
identified over the approach described in Chapter 5. Thus, it has been confirmed
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Figure 6.15: The Phase-0 CBM experimental setup. Credit: CBM collaboration.

that addressing the latency variations at the hardware level makes it possible
to achieve deterministic time differences in the system with a minimal added
architectural complexity, since no complex control infrastructure is required in
the system nodes. This advantage significantly improves the resource efficiency
of the design and reduces its overall complexity, which played a major role in its
subsequent adoption in CBM.

After successful functional verification covered in the previous section, the pro-
totype design of the TFC system was deployed in the Phase-0 setup of the CBM
experiment shown in Figure 6.15. This configuration included multiple subdetec-
tors and implemented a complete data acquisition chain. A total of 14 CRI boards
was directly connected to a single TFC master node, forming the central timing
distribution layer of the system.

The global TFC frequencywas synchronizedwith the reference frequency provided
by the particle accelerator via a White Rabbit network. To interface the TFC
system with this network, a PEXARIA5 PCIe card was used as a White Rabbit
receiver [127]. This card was installed in the same server as the TFC master node
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Figure 6.16: Time alignment between various subsystems in the Phase-0 CBM setup. Credit: CBM
collaboration [30].

and delivered the global reference frequency over a coaxial cable. The TFC master
was equipped with a mezzanine card that received this signal and routed it to the
reference input of the local PLL. This configuration ensures coherence between
the TFC time base and the accelerator time, which is critical for the coordinated
operation of the experiment.

The deployed TFC prototype demonstrated successful synchronization of multiple
detector subsystems during the first integrated beam campaign of the CBM exper-
iment at the SIS18 facility at GSI in 2021. In this campaign, several detectors
operated together in a common run. With the time offsets between detectors
corrected during online data processing, stable synchronization between the 14
CRI boards has been achieved both within individual runs and across multiple
runs [30]. Figure 6.16 presents the achieved time stability across the participating
subsystems during one representative run.
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6.9 Summary

Based on its successful performance, the prototype was adopted as the official
Phase-0 version of the TFC system. Subsequent development efforts have focused
on improving this system to meet the target performance requirements and provide
a complete characterization. For clarity, the deployed prototype is referred to as
TFC1, while the next performance-oriented iteration is referred to as TFC2.

6.9 Summary

The second feasibility study focuses on the hardware-oriented approach to the
time synchronization across the network devices and the latency-deterministic
message transport. Inspired by the fundamental principles described in the SyncE
standard [44], this approach leverages the hardware features of the clocking and
data transmission components to ensure the time consistency between the network
nodes.

In the feasibility study, a lean architecture of a TFC system has been developed. In
this architecture, the time synchronization is incorporated into the data transport
protocol and components, with the time consistency in the network being achieved
inherently with a minimal interference from the software or the user. The SyncE
principle was mapped to the hardware features of the modern FPGA devices,
resulting into a detailed concept of clock distribution over cascaded optical links.
Together with a custom concept of the numeric global time, the clock distribu-
tion prototype provides the necessary functionality for the DAQ system of the
CBM experiment to function as a whole with a consistent time base across its
components.

The concept has been prototyped and verified in aminimal functional configuration
supporting up to 47 endpoints. Having demonstrated significant resource efficiency
in the feasibility analysis based on lab tests, the prototype has been incorporated
into the preliminary implementation of the CBM experiment and used as the
timing system in all subsequent integrated beam tests of the Phase-0 CBM setup.
This marked a significant milestone in the development of the experiment, and
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the hardware-oriented time distribution prototype has been adopted as the initial
version of the TFC system and thereby laid the foundation for the final TFC
architecture.
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7 Final architecture:
latency-optimized timing and fast
control system (TFC2)

The functional prototype developed in the preliminary study, as described in the
previous chapter, successfully provides timing distribution for the Phase-0 setup of
the CBM experiment. Although this prototype confirms the feasibility of the over-
all system concept, the achieved synchronization accuracy remains significantly
below the level required by the experiment. The subsequent development of the
TFC system therefore concentrates on three main objectives: reducing transmis-
sion latency and its variance, improving synchronization accuracy, and increasing
scalability to meet the demands of the full experimental setup. Building on the
advantages of the approach identified in Chapter 6, the final TFC architecture is
designed to fully exploit this method and to provide the Timing and Fast Control
functionality required by the CBM experiment.

7.1 Latency-deterministic data transport

In the data transport paths of the TFC system, information is handled in three
forms: a continuous serial bit stream, parallel multi-byte words, and, optionally,
larger frames composed from these words. This layered organization allows for
flexible handling and fast transmission of data, but also requires multiple stages
of serialization and deserialization throughout the system.
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Figure 7.1: Potential data ambiguity after deserialization depending on the parallel clock phase.
Numbers in the data represent bit positions in frames rather than bit values.

7.1.1 Analysis of the sources of latency variance

Each transition between serial and parallel representations introduces a new clock
domain and potential delay uncertainty within each node. The general input-to-
output delay stability of serializers and deserializers is directly determined by
the stability of the phase alignment of the parallel and serial clocks. In addition,
deserializers must be synchronized before they can correctly function. This is
caused by the ambiguity of how the parallel data can be formed from the serial
stream, presented in Figure 7.1. Typically, this is achieved by either delaying the
serial data stream or by shifting the parallel clock, until the correct alignment is
achieved. The former method adapts the input-to-output delay to the variable
phase of the parallel clock, which ensures the data integrity but adds variance to
the delay introduced by the component. As determinism of datapath delays is
critical for distribution of time and fast control commands in the experiment, the
approach with the controlled phase of the parallel clock is preferred in the TFC
system.

Additional clock domains are also inherently created by the Tx and Rx datapaths,
as described in Section 6.2. Although it is possible to pass data between these
clock domains using FIFOs as it is done in TFC1, these buffers require external
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control logic to ensure fixed input-to-output delay. In addition, data propagation
through FIFOs introduce unnecessary latency of multiple clock cycles.

Alternatively to using FIFOs for handling Clock Domain Crossings (CDCs), the
data can be passed between clock domains via regular registers. The approach is
feasible when the data is passed between appropriately aligned syntonous clock
domains, with a guarantee of metastability-free register operation. Although
the approach requires control over the phase shift of at least one of the clocks
involved in the CDC, it significantly reduces both the latency and the complexity
of the datapaths. Simplifying the datapath control logic in turn reduces the
resource utilization, which frees FPGA resources for higher-level application logic
and improves scalability by making it possible to instantiate more data transport
modules within a single TFC node.

Regardless of the method used to handle CDCs in the data transport datapaths,
external clock alignment is required to ensure consistent downstream data latency.
When this alignment is achieved, register-based CDCs offer significant advantages
over the FIFO-based approach and are therefore preferred for use in the TFC
system data transport.

If the TFC messages are organized into data frames, these frames must have a
fixed size and they must never be fragmented. Such features would introduce
unpredictable delays for all types of traffic, including the fast control messages,
which are time-critical and must be propagated through the system as fast as
possible. As the experiment operates at the base frequency of 40 MHz, the frame
size can correspond to the number of bits that can be streamed over the serial line
within one base clock period, or 25 ns. This way, the size of one TFC message is
maximized without degrading system responsiveness.

7.1.2 Analysis of potential data transport solutions

The requirements for stable and predictable data transport latency discussed earlier
closely match those needed for timing and control communication between FPGAs
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and front-end electronics in particle physics experiments. In such high-throughput
environments, these links are often implemented using custom-designed ASICs,
particularly the GigaBit Transceiver chip (GBTx) and its successor, the low-
power GigaBit Transceiver (lpGBT) [128, 129]. These chips were developed to
provide deterministic-latency communication over optical links and are widely
used for connecting FPGAs with radiation-hardened front-end ASICs. To support
FPGA integration, both projects offer open-source IP cores for use in FPGA
firmware [130, 131].

Because deterministic latency is a key design requirement of the TFC system, the
architectures and communication protocols used in these IP coreswere reviewed for
possible use in the TFC data transport paths. The architecture of the lpGBT FPGA
integration core (lpGBT-FPGA) is particularly tailored to meet the demands of the
data acquisition in particle physics experiments. In the downstream direction, it
can send trigger and control data at 2.56 Gb/s. The upstream link, used for readout,
supports data rates of 5.12 Gb/s or 10.24 Gb/s. However, the asymmetric design
means that the transmitter and receiver paths are handled differently, including
differences in encoding and scrambling. This makes it not directly applicable the
TFC system, which requires symmetric, bidirectional communication between
FPGAs.

The earlier GBT FPGA integration core (GBT-FPGA), on the other hand, is an
integrated core that includes similar features to lpGBT-FPGA, but is designed
for a symmetric bidirectional data transmission at 4.8 GB/s. The peak-to-peak
uncertainty of the clock and data phase between power-ups has been reported to
be 100 ps [130]. These properties make GBT-FPGA highly suitable for latency-
optimized communication between FPGA devices, therefore this IP core is further
adopted for data transport in the TFC system.

The latency-optimized architecture of the GBT-FPGA IP core has been developed
specifically addressing potential points of latency uncertainty, therefore it is
compliant with the data transport needs of the TFC system. For example, it uses
register-based CDCs and dedicated alignment logic in the deserializer stage to
ensure consistent timing. The GBT protocol is based on 120-bit wide frames,
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which are split into 40-bit words before being serialized by the Gigabit Transceivers
built into Xilinx FPGAs.

To support reliable transmission over optical links, the core uses a scrambler
to produce a pseudorandom bit stream. This helps reduce phase bias at the
receiver CDR circuit and improves protocol efficiency compared to traditional
methods like 8b/10b encoding by supporting shorter headers with larger frame
size. As the GBT-FPGA core has been originally designed for high-bandwidth
data transmission in the radioactive environment of particle physics experiments,
the core also supports optional forward error correction (FEC) based on the Reed-
Solomon coding scheme. This makes the data transport immune to occasional bit
flips, which is highly beneficial in a mission-critical system like TFC.

As a data frame is transmitted over an optical link served by two GBT-FPGA cores
on its ends, it passes two stages of serialization on transmission, and two stages
of deserialization on the receiving end (Figure 7.3). In the transmission datapath,
manual clock phase control is required to ensure metastability-free transfer of the
data between three clock domains: 40 MHz frame clock, 120 MHz word clock
and the high-speed 4.8 GHz serial clock. The CDC between the word clock and
the serial clock is handled internally by the Xilinx transceiver logic together with
the serialization itself. Therefore, the internally produced and aligned word clock
is available to the system designer and is not subject for phase control. At the
same time, the transition from the frame clock to word clock domains must be
handled manually to ensure successful frame serialization without data corruption,
as shown in Figure 7.2. For this reason, the phase of the frame clock must be
adjusted by external calibration logic as part of the link initialization procedure.

On the receiving end, the serial bit stream is similarly deserialized internally in the
Xilinx transceivers. Thus, the received word clock is also internally produced and
aligned with the high-speed serial clock, providing the word clock to the designer
with a constant phase. Similarly to the transmitter frame clock, the external
receiver calibration logic must align the frame clock to avoid data corruption due
to metastability on the CDC. The frame clock phase calibration logic is not part
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Figure 7.3: Clock generation and serialization/deserialization stages in data transmission between
GBT-FPGA cores.

of the GBT-FPGA core and must be handled outside of the core as part of the
FPGA firmware architecture.

In addition to the frame clock phase calibration in the receiver datapath, the
alignment of the data during deserialization must be performed during link initial-
ization. The core includes a frame aligner to facilitate this process. Using the bit
slip mechanism of the Xilinx transceivers, the frame aligner monitors the presence
of the static frame header at the right position of the frame and shifts the serial bit
stream accordingly, until the header is detected in the correct position in the frame.
The register-based CDC in the receiver datapath and the header flag generation
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logic are shown in Figure 7.4. With this method, both deserialization stages are
aligned in one procedure, without the need to align the data in each deserializer
individually, thus simplifying and speeding up link initialization.

7.1.3 Clock and data alignment

Although the Rx and Tx word clocks in the GBT-FPGA core are syntonous, they
are generated independently within the Gigabit Transceiver IP core. Because
their phases cannot be directly controlled, they introduce clock domains with a
constant but unpredictable phase offset relative to each other. In contrast, the frame
clocks in both directions are derived from the transceiver reference clock using
Xilinx Mixed-Mode Clock Managers (MMCMs), which allow fine-grained phase
alignment with a step resolution of approximately 18.6 ps. Since both Tx and Rx
frame clocks must ultimately match the system clock domain, only one of them
can be phase-aligned with the corresponding word clock in a latency-deterministic
manner. This constraint requires that the same frame clock be used as the system
clock and the frame clock in the opposite datapath, where data exchange with
the word clock domain must be handled through a FIFO. As a result, only one
direction of the GBT-FPGA link can be configured for latency-optimized operation
at a time. Given the architecture and timing requirements of the TFC system, the
downstream direction must operate with fixed latency, making it the candidate for
deterministic optimization.
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While FIFO-based datapaths do not require phase alignment and are relatively
straightforward to configure, latency-optimized datapaths require more careful
handling to ensure data integrity. In the case of the GBT-FPGA core configured
with a latency-optimized Tx datapath, the serializers are already initialized in
a coarsely aligned state. However, precise phase alignment using the MMCM
is necessary to ensure metastability-free data transfer through the gearbox. The
alignment status can be verified using the TX_PHALIGNED_o output signal provided
by the GBT-FPGA core. On the receive side, the situation is more complex: the
Rx gearbox can lock to one of three possible phases of the incoming serial clock,
which leads to ambiguity in data alignment, as illustrated in Figure 7.1. To resolve
this, the Rx gearbox must be reset repeatedly while monitoring the position of
the frame header using the MGT_HEADERFLAG_o output. When the header is
observed at its valid position, correct alignment of the Rx gearbox is confirmed.
Alternatively, the Rx gearbox alignment can also be fine-tuned using the same
MMCM-based phase shifting technique as used for the Tx path.

7.2 Protocol definition

The protocol supported by the GBT-FPGA framework transmits data in fixed-
length frames of 120 bits. Depending on the selected configuration of the GBT
core, these frames can carry either 116 or 84 bits of payload data [132]. The four
MSBs of each frame are permanently reserved for a static header, which is essential
for the alignment of receiver deserializers. The remaining 116 bits are available
for user data and can be used in two modes. In the WideBus configuration, all
116 bits are dedicated to payload. Alternatively, the GBT frame configuration
protects the data with FEC based on the Reed-Solomon coding scheme. This FEC
implementation requires 32 bits, leaving 84 bits for the actual payload.

Given the mission-critical nature of the TFC system within the CBM experiment,
the use of forward error correction is advantageous. It provides strong protection
against bit errors, ensuring reliable communication of timing information and fast
control commands, and effectively making the system robust to bit flips in the
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FC status 0FC status 1FC status 2FC status 3Reserved
6483 20 bits 4863 16 bits 3247 16 bits 1631 16 bits 015 16 bits

Figure 7.5: Format of an upstream TFC frame.

transmission medium. Therefore, the GBT-FPGA core is used in the GBT frame
configuration for data transport in the TFC system.

The upstream communication within the TFC system consists exclusively of status
information gathered from the CRI boards. Since the exact parameters to be
controlled by the fast control system are still under definition, the data format for
fast control messages must be kept generic and flexible to accommodate future
changes. However, it is already clear that upstream data must be aggregated
efficiently to scale from approximately 200 CRI nodes to the central TFC master.
In this context, each TFC submaster is responsible for receiving status information
from up to 47 downstream-facing links and compressing or processing it in a way
that enables forwarding via a single upstream link, resulting in a link aggregation
ratio of 47:1.

The specific aggregation strategy depends on the nature of the controlled param-
eters and may differ between various types of fast control messages. As a result,
intermediate message processing must be carried out by the submaster nodes. To
support this, the format of upstream TFC frames defines separate bit fields for
multiple categories of status messages, allowing them to be carried in parallel. This
structure enables the submaster to process multiple types of status information
concurrently, which is crucial for achieving fast and responsive control.

Moreover, in scenarios where only a single experimental parameter is controlled
by the fast control system, the parallel structure of the frame format allows for a
reduction of the effective aggregation factor. This helps minimize the loss of status
information during aggregation and improves the overall quality and granularity
of control. The resulting structure of the upstream TFC frame is illustrated in
Figure 7.5.
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Unlike upstream traffic, downstream communication in the TFC system does not
require data aggregation. Each incoming frame from the central master is instead
broadcast by the submasters to all 47 downstream-facing links. These frames must
include the global time counter value, generated by the master node, as well as the
fast control commands. For technical reasons, the global time in the experiment
is represented as a 64-bit counter running at the 40 MHz experiment clock. This
counter overflows only once every ∼7312 years, making the full 64-bit width
redundant for the expected lifetime of the experiment. Therefore, the width of
the transmitted time value has been analyzed in the context of counter overflow
periods and the realistic operational timespan of the experiment.

The analysis, summarized in Table 7.1, shows that bits 58 through 63 of the
counter will not increment over the experiment lifetime and can be omitted from
transmission. Consequently, only the lower 57 bits of the time counter are
included in the downstream frame and the missing bits are padded with zeros at
each receiving node.

Counter width [bits] Wrap period [years]
54 14,28
55 28,56
56 57,12
57 114,25
58 228,49
59 456,99
60 913,97
61 1827,95
62 3655,89
63 7311,78

Table 7.1: Estimated wrap period of time counters with various widths at the 40 MHz rate.

With 57 bits dedicated to the time counter, the remaining frame payload can be
fully used for fast control commands. The combined time and control information

130



7.3 System architecture

Global timeFC command
56 05783 27 bits 57 bits

Figure 7.6: Format of a downstream TFC frame.

is transmitted downstream to all CRI boards on every cycle of the 40 MHz global
clock. This high-frequency update allows each TFC node to detect local time
inconsistencies immediately, thus enhancing system responsiveness. The final
format of a downstream TFC frame is shown in Figure 7.6.

7.3 System architecture

In the TFC2 architecture, the general concept of the earlier TFC1 system has
been adapted to support latency-deterministic data transport using the GBT-FPGA
framework. The architecture is specifically designed to provide precise control and
alignment of clocks to ensure fixed and predictable latency in data transmission,
as required for correct and reliable operation within the CBM experiment. To
meet the scalability demands of the Day-1 CBM setup, which will involve up to
200 endpoint CRI boards, the system architecture has been extended to include a
newly designed submaster node.

The updated gateware architecture of TFC2, including the submaster node, is
illustrated in Figure 7.7. As with the TFC1 system described in Section 6.6,
the TFC2 nodes are installed in PCIe slots of commercial rack-mounted servers.
A PCIe-to-Wishbone bridge provides register access from the host server to the
internal peripherals of the FPGA-based node design. This configuration enables a
hardware-software codesign approach in which the server-based software handles
initialization, runtime control, and monitoring, while the FPGA handles time-
critical functions.

Data transport within the TFC2 system is implemented using GBT-FPGA cores,
encapsulated by the TFC link module. This module is instantiated once per
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Figure 7.7: Gateware architecture of the TFC2 nodes.

optical connection and is configured differently for upstream- and downstream-
facing directions, with the fixed-latency configuration in the downstream direction
across the TFC system. In nodes with upstream-facing links, the module provides
a recovered clock that is reused as the local system clock. Downstream-facing links,
in contrast, derive their clocks from this local clock and align their transmitters
accordingly. To ensure stable and predictable latency across all links, every
component in the clock paths is configured either in a zero-delay mode or with a
fixed input-to-output delay.

Each TFC node contains a time counter module that defines the local time value.
This module can be preset with an arbitrary value if required. In the master node,
the counter is coarsely aligned to standard UTC time during initialization via the
Wishbone interface. This ensures that detector data can be time-stamped with
traceable absolute times when archived. For nodes with downstream-facing links,
the output of the time counter is directly connected to bits 0-56 of the transmitter
data input, following the TFC protocol format described in Section 7.2.

In contrast, submaster and endpoint nodes containing upstream-facing links require
a more dynamic approach. Their time counters are managed by a dedicated timing
Finite State Machine (FSM), which controls the synchronization process. The
FSM begins in the IDLE state, waiting for a command to initiate synchronization
with the time received via the upstream link. Once all upstream nodes are
initialized and the received time is deemed valid, the FSM is triggered via the
register interface to initiate synchronization and transition into the SYNC state.
Here, it calculates the difference between the received and local time values and
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Figure 7.8: State diagram of the timing FSM module.

applies this as an adjustment to the local counter. After a brief wait period in
the SYNC WAIT state to allow the update to take effect, the FSM returns to
the IDLE state. From this point on, the FSM operates in a monitoring mode,
continuously comparing received and local time values. In case a discrepancy
is detected, the FSM raises a register flag to alert the operator. Once the link
failure has been resolved, the operator explicitly issues a command to the TFC
node to recover from the error and restart the time synchronization. This approach
prevents automatic fault recovery by design, since even rare failures in the TFC
system are unacceptable as they would significantly degrade the quality of the
measurements collected in the experiment.

Among all node types in the TFC2 system, the submaster features themost complex
gateware. It combines functionalities of both master and endpoint nodes. Similar
to the endpoint design, the submaster derives its local clock from the recovered
clock of the upstream-facing link, which must be aligned with the receiver datapath
as described in Section 7.1.3. At the same time, this local clock must ensure
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data integrity across multiple downstream-facing transmitter datapaths. The dual
requirement to align the system clock with both receiver and transmitter datapaths
is unique to the submaster and imposes specific constraints on clock alignment
procedures.

To satisfy these constraints, clock alignment is carried out in two phases: first,
alignment is performed for the receiver datapath of the upstream link to enable
clock recovery. Afterwards, the transmitter datapaths of the downstream links are
adjusted, since they are initialized already in a coarsely aligned state. However, fine
clock alignment is required for correct operation of all the fixed-latency datapaths
in a submaster node, which is analyzed in detail in the following section.

7.4 Link calibration

Although coarse alignment of the transmitter and receiver gearboxes generally
functions reliably, there exist edge cases in which this approach proves insufficient.
The gearbox alignment indicators, such asRX_HEADERFLAG andTX_ALIGNED,
only confirm that data is being capturedwithin the valid stability window. However,
they do not indicate where exactly within this window the capture occurs. If the
clock edge used for data launch or capture lies too close to the boundary of the
window, even minor timing deviations caused by thermal drift or jitter may result
in incorrect data sampling and hence compromise data integrity across the gearbox.
This risk is illustrated in Figure 7.9.

Given the mission-critical role of the TFC system in the CBM experiment, precise
phase adjustment of the output clock is required to ensure its long-term reliability.
This guarantees that data is consistently captured with a sufficient phase margin
by the parallel clock (PCLK), thus maintaining data integrity in the datapath. Fine
calibration of the system clock and gearboxes is therefore necessary.

Before achieving optimal alignment of PCLK relative to the serial clock (SCLK),
the current phase offset must be characterized. This is done using the dynamic
phase shift capability of the MMCM component that generates the system clock.
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Figure 7.9: Optimal alignment of the parallel clock relative to the serial clock.

This clock, which acts as PCLK, can be shifted in 1344 fine steps, each corre-
sponding to approximately 18.6 ps, over a 25 ns clock period. By scanning these
phase steps and evaluating the gearbox alignment flags at each step, the range of
phase shifts where the data is stable can be identified. This range is referred to in
this work as the "data integrity window".

To demonstrate the feasibility of this approach, a phase scan was performed on a
TFC master node across all 47 TFC links. The scan used a phase increment of 12
fine phase shift steps (223 ps), and to accommodate local instabilities at the edges
of the integrity window, the TX_ALIGNED flag was sampled 500 times per step.
The results are shown in Figure 7.10, where the x-axis corresponds to phase shift
increments (0-1344) and the y-axis represents the 47 TFC links. The cell color
encodes the number of successful alignment reads at the respective phase, with
lighter shades indicating unstable alignment across the corresponding gearbox at
that phase shift value.

As shown in Figure 7.10, most gearboxes are technically functional without
calibration, yet many operate dangerously close to the boundary of the data
integrity window. Furthermore, links 15 and 32 demonstrate failed alignment,
with data not being captured correctly by the gearboxes.

To address this, an automated link calibration routine was developed. The routine
begins by identifying the boundaries of the data integrity windows for all links
via phase scanning. The overlap of all stable windows is then calculated, and
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Figure 7.10: Results of the phase scan in an uncalibrated master node.

the center of this overlap is selected as the optimal phase shift for the system
clock. Applying this shift maximizes the timing margin across all links. The
calibrated result, shown in Figure 7.11, confirms reliable data capture across all
47 transmitters after calibration.

The submaster node introduces an additional layer of complexity, as it must also
ensure data integrity in the receiver datapath of its upstream-facing link. In
addition to the fine alignment problem, the receiver path introduces clock division
uncertainty, as previously discussed in Section 7.1.1 and shown in Figure 7.1. The
three possible receiver alignment scenarios are illustrated in Figure 7.12. Note that
link 36 is excluded in the plots as it is electrically rerouted to the upstream-facing
interface.

Because the receiver and transmitter clock domains are inherently independent
in the submaster, their data integrity windows are not naturally aligned. This
misalignment means that, after coarse alignment, one edge of the receiver integrity
window may lie deep within the transmitter window, leading to potential integrity
issues. The goal of submaster calibration is thus to maximize the overlap between
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Figure 7.11: Results of the phase scan in a calibrated master node.
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Figure 7.12: Three different possibilities of Rx alignment in the submaster node.

the two windows and select a phase shift that centers the system clock edge within
this intersection.

The submaster calibration process first determines the data integrity windows of all
links, irrespective of the receiver coarse alignment. Based on these measurements,
all potential receiver window positions are computed. A candidate phase shift
is selected to maximize the overlap between receiver and transmitter windows.
The system clock is then adjusted accordingly, and the integrity windows are
scanned again for verification. If necessary, the clock phase is fine-tuned to further
improve alignment. The final result is a system clock configured for optimal phase,
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Figure 7.13: Results of the phase scan in a calibrated submaster node.

ensuring reliable, fixed-latency operation across all links. The calibrated result for
a submaster node is shown in Figure 7.13.

Compared to the submaster and master nodes, the endpoint node calibration is
relatively straightforward and follows the same approach used for transmitter
calibration in the master. For all three TFC node types, the clock calibration
routine needs to be performed only once per gateware implementation, since the
optimal phase shift depends solely on the internal layout of the FPGA design.
However, the receiver datapaths must be re-aligned each time a node is initialized,
to ensure consistency and correctness after each power cycle.

The calibration procedure described in this section ensures the reliable opera-
tion of the latency-deterministic multi-gigabit communication paths, which are
susceptible to metastability-related errors. The work described above therefore
constitutes a key prerequisite for the reliable operation of the TFC system, which
is based on bidirectional links with predictable latency.
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7.5 Summary

Building up on the initial prototype of the TFC system described in Chapter 6,
the clocking scheme and the datapaths of the data transport infrastructure have
been further optimized. The GBT-FPGA core [130] has been incorporated in
the TFC architecture to handle the data transport functions. Originally meant
for interfacing with a custom ASIC, the core has been adapted for a non-typical
use case of latency-deterministic FPGA-to-FPGA communication in the current
work. While the latency-deterministic transmission path falls into the usual usage
pattern of the core, the components of the receiver datapath had to be modified for
latency-deterministic performance. Since the latency-deterministic data paths are
designed without FIFOs for clock domain crossing, they are inherently susceptible
to metastability-related failures. Therefore, a calibration technique was developed
to ensure a deterministic phase relationship between the corresponding clocks,
thereby enabling reliable message transmission between network nodes with fixed
latency, as required by the DAQ system of the CBM experiment.

As a result, an improved architecture of the scalable synchronized system with a
predictable message transport latency has been developed. The unique feature of
the architecture is that it fully relies on point-to-point connections between nodes
with the high synchronization accuracy and latency determinism and provides the
access to the data in all nodes, allowing for domain-based control of the DAQ
system. To ensure data and latency integrity in the intermediate network nodes, a
novel calibration algorithm has been developed in this work. Thus, the resulting
architecture combines the flexibility of the general-purpose networks, such as
TSN and White Rabbit, and the high determinism of the hardware-based time
distribution systems.
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The TFC system is a common component of the experiment that ensures time
consistency across all data readout electronics and orchestrates the overall data
acquisition process. Any failure of this system to perform its functions according to
the specified requirements would immediately lead to a significant degradation in
the performance of the experimental setup, eventually preventing it from achieving
its intended physics goals. For this reason, it is crucial to establish a solid and
reliable characterization framework for the TFC system. Such characterization
must be sufficiently thorough to confirm that the system consistently delivers the
performance required for the Day-1 CBM configuration, as specified in Section 4.1.

8.1 Characterization goals

The primary goal of the TFC system characterization is to confirm its ability to
provide a stable time base to all CRI boards in the form of a global 40 MHz
clock and a 64-bit time counter, ensuring that the variance between boards does
not exceed 200 ps. In addition, the system must guarantee low-latency transport
of fast control messages between the CRI boards and the TFC master, while
maintaining this performance even when at least 200 CRI boards are active in the
setup. System scalability is inherently guaranteed by the hierarchical topology
of the TFC architecture. With a link aggregation ratio of 1:47 in the submaster
nodes, the overall performance of the full-scale setup can be described across three
hierarchical layers: one TFCmaster, one layer of submaster nodes, and a final layer
of CRI endpoints. The maximum number of CRI boards that can theoretically be
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served in this configuration can be calculated asNMAX = N2
links = 472 = 2209,

which significantly exceeds the requirements of the initial CBM setup.

Since the scalability of the system is thus guaranteed by design, the focus of
characterization lies primarily on verifying the latency performance of timing
distribution and fast control message transport. Both of these functions rely on
the same downstream data transport, which means their performance is directly
linked and determined by the latency of the downstream path and its variance. For
this reason, the characterization framework has been developed around precise
measurement of the latency stability of the data transport links, as correctly
functioning message delivery is the core prerequisite for achieving stable and
accurate TFC operation in the experiment.

To assess system performance over extended operating periods, the characteriza-
tion procedure must be automated to enable the collection of large measurement
samples. Furthermore, it must include repeated power cycling of the TFC nodes
to confirm that link latency remains stable after complete system restarts. Conse-
quently, two parameters are central to the characterization process: the stability
of link latency over long periods of continuous operation, and its reproducibility
across successive power cycles.

8.2 Method definition

To achieve accurate results, the characterization of the TFC systemmust be carried
out through direct measurements in real hardware, thereby including all potential
sources of variance inherent to the operating environment. This approach follows
the concept of hardware-in-the-loop testing, which ensures that the results are
representative of realistic system conditions. For this purpose, a minimal TFC
setup consisting of two interconnected nodes is used, emulating a single TFC
link. The measurement procedure is based on sending a predefined message from
one node to another and observing the resulting transport latency. To generate
measurable observables, electric pulses are issued at the two key points in time:
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Channel A
(sender)

Channel B
(receiver)

Figure 8.1: The concept of measuring data transport latency through a time distance between electric
pulses.

once at the sender when the message is transmitted, and once at the receiver upon
its arrival.

The time distance between these pulses is measured using a dedicated lab instru-
ment, such as an oscilloscope or a time interval counter, as illustrated in Figure 8.1,
and represents one instance of the data transport latency between two TFC nodes.
The emission of pulses can in principle be automated or manually triggered. In
this work, the manual triggering approach has been selected in order to retain full
control over the measurement process. While this sacrifices some measurement
speed, it ensures that every generated pulse is sampled, thereby avoiding any
potential selection bias introduced by automated triggering mechanisms.

Since the TFC systemmust be verified over extended operational periods, including
scenarios with system reboots, the complete test loop is automated at the level
of the characterization setup. Automation encompasses message generation
and pulse emission, acquisition of measurements from the oscilloscope or time
interval counter, and power control of both the CRI boards and the servers in
which they are mounted. A central test control software orchestrates this process,
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Figure 8.2: Algorithm of the automated characterization of the TFC system.

integrating all necessary functions. This enables the collection of large volumes
of measurement data for subsequent analysis, yielding statistically robust insight
into the performance of the system over time. Importantly, the hardware under
test is installed in the same environment as the CBM DAQ system, ensuring that
the obtained results reflect realistic operating conditions.

The complete characterization procedure is summarized in Figure 8.2. At the
beginning of each session, both sender and receiver nodes are power-cycled to
ensure that the servers start from a clean and deterministic state. The FPGA
boards are then programmed with the target gateware and configured, finalizing
the necessary configuration for measurements. Once the hardware is prepared,
measurements are taken sequentially: a register command triggers the transmission
of a test message, the resulting pulse interval is recorded by the measurement
instrument, and the result is read back into the central controller. This process is
repeated many times to gather sufficient statistics on the latency variance during a
single operational run.

After each run, the hardware under test is power-cycled and reconfigured, including
the servers, to repeat the procedure under fresh initialization conditions. This
repetition ensures that the data collected across multiple runs captures not only the
inherent link latency variance during operation, but also the variance introduced
by system restarts. The layered methodology of continuous sampling within
runs, combined with controlled reinitializations across runs, enables a clear
distinction between these two sources of variance and provides a comprehensive
characterization of the TFC system.

144



8.3 Test setup

Sender (BNL-712)

Receiver (BNL-712)

TFC link
(lat.opt. Tx)

TFC link
(lat.opt. Rx)

Pattern
detector

Pattern
detector

Wishbone
register Optical

fibre

TDS6154C
Oscilloscope

Test control
(Python)

Control bus

VISA over
Ethernet

Server
node

RPC over
Ethernet

Figure 8.3: Architecture of the characterization setup of the TFC data transport.

8.3 Test setup

To ensure accurate and representative characterization results, the test setup was
built on the same hardware platform as that used in the TFC system. The overall
architecture of the characterization setup is illustrated in Figure 8.3.

8.3.1 Hardware platform

The setup consists of two BNL-712 boards mounted in separate server nodes
and interconnected with an optical fiber. Individually connected with Digilent
programming cables to the test control machine, both FPGAs are programmedwith
the standard TFC gateware. One bit normally reserved for fast control commands
is repurposed to trigger measurement pulses simultaneously on the sender and
receiver boards. The same internal signal that drives this bit is also routed directly
to an output pin of the FPGA, ensuring that the generated measurement pulses
accurately reflect the temporal properties of the internal signal path without being
influenced by additional logic. To bring the pulses off the FPGA board, one
of the available U.FL microcoax connectors is used on each board. Through
a U.FL-to-SMA converter, the signal is carried via a 2 m SMA-to-SMA cable
and then connected to the oscilloscope using an SMA-to-BNC adapter. The
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cables used for signal connectivity in the setup have a minimum bandwidth of
3 GHz, corresponding to a signal rise time of approximately 120 ps. Although
the bandwidth of these cables represents the limiting factor in the measurement
chain, they are sufficient for the intended characterization, as most of the expected
latency variations in the TFC links are confined to frequency ranges below 1 GHz.

For capturing and analyzing the pulses, a Tektronix TDS6154C oscilloscope is
used. This instrument provides four input channels with an analog bandwidth of
20 GHz and a maximum sampling rate of 40 GSa/s, which is more than adequate
for the precision required in this work. A particularly important feature of this
oscilloscope for the present study is its comprehensive remote-control functionality.
The TDS6154C supports remote desktop access as well as the Virtual Instrument
Software Architecture (VISA) protocol, which is widely used for laboratory
automation. VISA supports communication over Ethernet, USB, or the legacy
GPIB interface, and enables interaction with the instrument through text-based
queries and responses. Within the characterization setup, the most relevant VISA
commands are those related to cross-channel edge-to-edge delay measurements,
trigger configuration, and the readout of recorded measurement data. The remote
desktop interface, in turn, provides a practical way to adjust oscilloscope settings
during initial tuning, after which the configuration can be exported and consistently
redeployed via VISA. An example of a single measurement pulse captured with
the TDS6154C oscilloscope is shown in Figure 8.4.

In each measurement run, the time shift between the transmitted and received
pulses is recorded, along with the statistical properties of the complete set of
measurements. This allows the dynamic behavior of link latency to be analyzed
in detail, distinguishing between random fluctuations and gradual latency drifts.
For every run, the full distribution of individual measurements is stored, and the
results are summarized by statistical indicators such as the mean latency value,
minimum and maximum latencies, and the standard deviation. These parameters
are essential for analyzing the statistical properties of the link latency and, in
particular, for identifying variance components introduced by system restarts.
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Figure 8.4: An example of a measurement pulse using the Tektronix TDS6154C oscilloscope.

8.3.2 Test control software

In order to reliably implement the characterization algorithm derived in Section 8.2
on a complex hardware setup, a modular control software framework has been
developed. The framework has been implemented in Python, due to the wide
availability of scientific and hardware control libraries and the straightforward
integration of Python with existing automation and data analysis workflows.

To ensure a structured and extendable implementation, the control of different
hardware components has been encapsulated in separate Python modules. This
abstraction allows the high-level characterization algorithms to remain indepen-
dent from the low-level control interfaces of the test hardware. The result is
a highly parameterizable and modular software environment in which new test
procedures can be implemented without much modification needed in the existing
infrastructure. The overall architecture of the test control software is illustrated in
Figure 8.5.

The test software makes extensive use of the DCA infrastructure deployed in the
experiment. DCA provides a software abstraction layer for register-level access
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Figure 8.6: Remote connection between the test control software and server nodes using the DCA
infrastructure.

and hardware control, with every server node hosting CRI boards running a local
DCA manager instance. The test control software interacts with these instances
remotely via an RPC interface, enabling transparent hardware control across the
distributed setup as shown in Figure 8.6. Although implemented in C++, DCA
offers Python bindings, which significantly increase flexibility and makes it an
ideal component of the automated, closed-loop test framework.

PC node

The CBMNode class models the physical server nodes in which the FPGA boards
are mounted. In practice, these servers are remote from the central control
machine, and multiple such nodes may be included in a single test setup. The
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abstraction maintains a connection to the DCA manager serving all boards in the
corresponding server.

To support the automated restart procedures required by the characterization
method, the PC node abstraction also implements power control functionality.
The commercial off-the-shelf rack-mounted servers used in the CBMDAQ system
feature board management controllers (BMCs) with standard remote interfaces,
such as Intelligent Platform Management Interface (IPMI) over Ethernet. Lever-
aging this capability, the control framework issues power commands through a
local IPMI tool that communicates with the BMC to switch the remote node on or
off. During initialization, the PC node abstraction also starts the DCA manager
on the server via SSH, thus fully preparing the machine for participation in the
characterization runs.

Oscilloscope

A critical element of the setup is the software abstraction of the Tektronix
TDS6154C oscilloscope. This abstraction is implemented using the PyVISA
library, which provides a convenient Python interface to instruments supporting
the VISA protocol. The TDS6154C class instantiates configurable measurement
routines, with options for selecting input channels and measurement types. While
the present work focuses on cross-channel edge-to-edge delay measurements, the
design can be readily extended to other observables such as pulse widths or
amplitudes, following the oscilloscope programming manual.

Each measurement instance retrieves both instantaneous values and statistical
summaries for the current batch, which are stored for later analysis. The VISA
interface also exposes the current sample count, allowing the test framework to
monitor measurement progress and maintain full runtime control. Up to eight
concurrent measurement routines can be configured per test, enabling future
extension of the framework to more comprehensive characterizations.
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Common TFC node controls

The unified TfcNode class provides board-level control functionality for TFC
nodes. Each instance is tied to a corresponding PC node abstraction and is
associated with a specific PCIe slot. For automated restart procedures, the class
provides methods for programming the FPGA with a given gateware image via Tcl
commands sent to the hardware manager on the central control machine, which is
connected to the FPGA using a Digilent programming cable.

The class also manages DCA configuration for register access, enabling runtime
configuration of the node. In the context of TFC characterization, one of its most
important functions is the management of the local clock generator, including the
dynamic phase shift features required for precise alignment. This capability is
directly linked to the clock alignment and calibration mechanisms discussed in
Sections 7.1.3 and 7.4.

TFC link

Since the number of links instantiated per node varies, the TfcLink class encapsu-
lates the control and diagnostics of each link individually. This module manages
the GBT-FPGA instance that performs the actual data transport and provides meth-
ods for link initialization, configuration, and retrieval of diagnostic information.
The module also implements link alignment as discussed in sections 7.1.3 and 7.4
and access to the necessary alignment status flags.

Configurable tests

The central part of the test control software is formed by the configurable tests,
which implement the high-level characterization algorithms by using the previously
defined hardware abstraction modules. Each test is implemented as an individual
Python class, defining the flow of the measurement procedure while also ensuring
consistent logging of the test progress and structured storage of the results. The
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Figure 8.7: Initialization sequence of the tests.

design follows a predefined structure that reflects the general concept of the
characterization approach but remains flexible enough to allow extension to new
tests in the future.

Every test is split into twophases: initialization (do_init) and execution (do_run).
The initialization phase is carried out in the sequence shown in Figure 8.7. In an
optional first step, the server nodes can be rebooted to guarantee a clean start of
the hardware setup. This is followed by programming the FPGA boards with the
specified gateware and launching theDCA instance on the correspondingmachines,
thus connecting the programmed boards to the common control infrastructure.
Once the hardware has been prepared in this way, the boards are configured with
the parameters required for the specific test, such as initialization of TFC links.
The initialization concludes with configuring the oscilloscope, ensuring that the
measurement setup is fully operational before the test run begins.

The do_run phase then implements the course of the test itself and may rely on
auxiliary routines defined separately in the class. For latency measurements, this
includes functions to trigger the transmission of test messages, perform individual
delay measurements, and collect batches of results to form a complete test run.
At the highest level, the do_run routine executes a predefined number of runs,
orchestrating the restart and re-initialization of the test hardware between them in
accordance with the procedure outlined in Figure 8.2. This structured approach
ensures both reproducibility and scalability of the characterization process.
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(a) (b)

(c) (d)

Figure 8.8: Histograms of the in-run latency variation in 4 arbitrarily selected test runs with the TFC1
design.

8.4 Baseline measurements with TFC1

To verify the characterization setup, establish a baseline performance of the
TFC prototype, and quantify the improvements introduced in the optimized
design described in Chapter 7, the data transport latency of the Phase-0 TFC1
implementation was evaluated. For this purpose, a point-to-point connection
between two nodes was characterized in 10 runs, each consisting of 1000 latency
measurements. The resulting distributions showed a spread of approximately
1.2 ns within individual runs, as illustrated by the latency histograms of four
representative runs in Figure 8.8.

The histograms reveal that the data transport latency exhibits a complex distribution
within each run and an inconsistent shape between different runs. In several cases,
the tendency to form two distinct statistical peaks can be observed, with the
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Figure 8.9: A combined histogram of the latency in all runs with the TFC1 design.

Figure 8.10: Reset-to-reset latency variance of the TFC1 design.

separation between peaks being ∼600 ps. Since this time interval does not
correspond to any known time constant in the design, the observed distributions
are best interpreted as complex probability density functions. A more detailed
decomposition would be required to separate the components and identify the
sources of in-run variation. Nevertheless, given that TFC1 was conceived only
as an intermediate prototype, this behavior is considered sufficient to establish a
baseline for comparison with later designs.

To place the latency variation into the broader context of reset-to-reset behavior,
a combined histogram of all 10 runs is shown in Figure 8.9. The overall spread
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of latency variation, including both in-run fluctuations and differences between
runs, amounts to approximately 14 ns. The effect of system resets alone can
be isolated by examining the mean latency values between runs, as presented in
Figure 8.10. Given the asymmetric shapes of the distributions, modal values have
also been added to the plot to reflect the latency skew caused by uneven statistical
peaks. From this analysis, the variation introduced solely by system resets can
be estimated to be ∼12 ns across the sample of 10 runs, significantly dominating
over the in-run variance.

8.5 Characterization of the TFC2 data
transport

To assess the final performance of the improved TFC2 implementation and to
quantify its improvement relative to the established baseline, a more extensive test
was carried out. As in the previous study, the evaluation was based on a one-hop
configuration between two nodes, but in this case 50 runs were performed, each
consisting of 1000 latency measurements. The results demonstrate a substantial
improvement in latency consistency compared to TFC1. Representative latency
histograms of four arbitrarily selected runs are shown in Figure 8.11.

Unlike the complex and inconsistent distributions observed with TFC1, the in-
run latency variation in TFC2 exhibits a shape that closely resembles a normal
distribution. Gaussian fits to the histograms yield a standard deviation of 22-24 ps
for the in-run latency. To capture the overall behavior, including both in-run
variation and reset-to-reset effects, all histograms were combined into a single
distribution, as presented in Figure 8.12. The aggregated results indicate an overall
standard deviation of approximately 30.6 ps and a mean latency of 260.42 ns.

At this level of determinism, it is important to recognize that a significant fraction
of the observed jitter likely arises from the measurement setup itself, particularly
from the use of Xilinx MMCM primitives for generating the GBT-FPGA frame
clock. Consequently, the measured jitter represents an upper bound of the actual
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(a) (b)

(c) (d)

Figure 8.11: Histograms of the in-run latency variation in 4 arbitrarily selected test runs with the
TFC2 design.

system performance. Nonetheless, even with these contributions included, the
results already satisfy the requirements of the CBM experiment for deterministic
data transport latency.

As in the baseline tests, the impact of system resets on latency variation was
isolated by analyzing the mean values across measurement runs, as shown in
Figure 8.13. The spread of mean latency values across 50 runs was found to be
within approximately 70 ps. Remarkably, the mean values tend to cluster into
two groups, one centered around 260.41 ns and the other around 260.45 ns. This
suggests that the reset-to-reset behavior may follow a more complex statistical
function and could be subject to further analysis to identify the underlying sources.

Since the current TFC2 implementation already demonstrates latency performance
compatible with the stringent requirements of the CBM experiment, detailed
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Figure 8.12: A stacked histogram of the latency in all runs with the TFC2 design.

Figure 8.13: Reset-to-reset latency variance of the TFC2 design.

investigation of the remaining reset-to-reset variation has been left for potential
future upgrades and is not pursued further in this work.
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8.6 Summary

The high dependency of the CBM experiment on the timing synchronization
of the readout components dictates the need for a thorough characterization of
the TFC system. Therefore, an automated characterization method has been
developed, with repeated measurements of the message transport latency and time
distribution accuracy. The characterization method has been implemented in a
highly configurable fashion, with the test control software being able to control the
runtime configuration of the TFC setup under test, as well as the power supplies
for a full reboot and reinitialization of the test setup. Therefore, unlike most
similar verification procedures, the TFC characterization measures and records
the runtime variation of parameters and their variation between full system restarts.

The control software has been built in a modular and extensible architecture, using
standard interfaces for lab instrumentation. Thus, the characterization setup is
implemented with long-term reusability in mind, to validate further upgrades and
reconfigurations of the TFC system.

As a result, the TFC2 implementation has been tested and has demonstrated
<25 ps RMS runtime latency variance and ∼70 ps peak-to-peak latency variance
between system resets. With both effects factored in, the total variance has been
measured to be ∼31 ps RMS. In the final configuration of the system with 2
network hops, this is expected to scale to 31 ×

√
2 =∼ 44 ps RMS, which fits

into the requirement of 200 ps RMS with a considerable safety margin.
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9.1 Conclusion

Modern particle physics experiments are increasingly adopting triggerless data
acquisition schemes to improve the precision of physics measurements. In contrast
to conventional triggered experiments, where only a small subset of events is
preselected for further processing, triggerless approaches enable the evaluation of
complex trigger signatures on significantly larger datasets and at higher interaction
rates. This, however, places additional demands on the DAQ systems, with
specific requirements varying across experiments, as outlined in Chapter 3. In
general, compared to triggered experiments, triggerless systems must sustain
substantially higher data throughput, ensure accurate synchronization across all
detector electronics, and provide centralized, time-critical control to guarantee the
reliable operation of the experiment.

The CBM experiment, currently under construction as part of the FAIR facility in
Darmstadt, Germany, is one of the first large-scale experiments to adopt such a
triggerless scheme. This thesis has presented the development of the TFC system
for CBM, which is designed to enable the experiment to cope with the extreme
data throughput of 1 TB/s. The TFC system aims to fulfill two key functions: it
protects the DAQ electronics from buffer overflows and the resulting congestion
and corruption of measured particle interaction events, and it establishes accurate
synchronization across all readout electronics.

As part of this work, the detailed requirements of the CBM experiment were
analyzed in Chapter 4, resulting in a formal specification for the TFC system and
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the derivation of an initial design framework. According to this specification, the
TFC system must:

• synchronize 200 DAQ boards with a maximum time variance of 200 ps
between any two nodes;

• provide the infrastructure for status collection and fast control distribution
with a maximum round-trip latency of 6 µs and a latency jitter of the
command distribution not exceeding 200 ps.

Based on a survey of the state of the art, two fundamentally different approaches
to meeting these requirements were prototyped and evaluated in Chapters 5 and 6.
The feasibility analysis showed that the latter approach provides excellent time-
distribution performance and latency determinism while offering significantly
higher resource efficiency than the alternative. It was therefore selected as the
foundation of the final TFC system architecture.

By employing FIFO-free, latency-deterministic data paths together with a newly
developed calibration procedure for automated and reliable clock alignment, reli-
able bidirectional communication between TFC nodes with low and predictable
latency was achieved. This formed the basis of the final architecture described
in Chapter 7, which was tailored to meet the stringent requirements of the CBM
experiment.

Thus, this dissertation makes three major novel contributions to distributed real-
time systems:

• Hardware-level latency determinism: unlike White Rabbit and TSN,
this system achieves sub-nanosecond latency determinism through direct
hardware control of clock domains and register-based CDCs.

• Novel calibration algorithm: an automated link calibration routine that
scans phase shifts across all links, identifies "data integrity windows", and
selects optimal system clock phase that maximizes timing margin across all
transmitters and receivers simultaneously.
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• Submaster node architecture: newly designed intermediate node com-
bining master and endpoint functionality, enabling hierarchical scaling to
over 200 endpoints with 47:1 link aggregation ratio while maintaining
fixed-latency datapaths.

Given the mission-critical nature of the system, intermediate implementations of
the architecture were continuously integrated into the experiment development
environment. This allowed other subsystems, including detectors and readout
chains, which depend on global synchronization, to progress in parallel with the
development of the TFC system.

Because of the tight performance constraints, a rigorous and highly automated
characterization procedure was developed and described in Chapter 8. A complete
technical framework was built and deployed within the CBM development setup
to ensure systematic evaluation of the TFC system. Using this framework, the final
architecture was characterized and its performance compared against the baseline
established with the initial prototype. The results demonstrated a one-hop data
transport latency of approximately 260 ns, with an absolute latency variation of
around 30.6 ps RMS. Since time synchronization is performed over the same
links as fast control message transport, the synchronization accuracy is directly
equivalent to the measured latency variation.

These results confirm that the TFC architecture fulfills the requirements of the
CBM experiment with a tangible safety margin, as summarized in Table 9.1. The
successful completion of this work thus provides a critical enabling technology
for the CBM experiment and demonstrates the feasibility of deploying highly
deterministic DRTS in large-scale, triggerless particle physics experiments.

Thus, as a result of this work, the architecture of a TFC system for the CBM
experiment has been developed and thoroughly validated. Unlike similar systems
reviewed in the state-of-the-art chapter, this system provides high-precision time
synchronization and message transport latency determinism on the hardware
level in a fully point-to-point system architecture. This architecture adds to the
versatility of the system and opens numerous possibilities for complex system
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Requirement Specification Achieved performance Safety margin
Time variance between nodes ≤200 ps ∼44 ps ∼4.5×

Latency jitter ≤200 ps ∼44 ps ∼4.5×
Round-trip latency ≤6 µs ∼1.04 µs (2 hops) ∼5.8×
Endpoint count ≥200 2209 (theoretical) ∼11×

Table 9.1: TFC requirements vs. achieved performance.

control strategies, e.g. domain-based control or advanced status data aggregation
algorithms in the intermediate nodes.

This dissertation demonstrates that highly deterministic distributed real-time sys-
tems can be successfully deployed in large-scale, triggerless particle physics exper-
iments. The TFC system represents a new architectural approach that prioritizes
hardware-level determinism over protocol-layer abstraction of the latency model.
The successful integration of this system into the CBM experiment validates the
design decisions and provides confidence that the scientific goals of the experiment
will be achievable. As triggerless data acquisition becomes increasingly common
in modern experiments, the techniques and methodologies developed in this work
can serve as reference implementations for future distributed timing and control
systems.

9.2 Future Work

The development of the TFC system presented in this dissertation establishes
a solid foundation for the Timing and Fast Control infrastructure of the CBM
experiment. While the current implementation fulfills the Day-1 requirements,
several directions for continued development remain open. This section outlines
key areas where further research and development efforts should focus to extend
the capabilities of the TFC system beyond its initial deployment.
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Development of the Fast Control functionality

The hardware foundation established in this work provides a robust platform for
implementing advanced fast control functionality. As noted in Chapter 4, the
TFC system must allow for expanding the range of fast control commands as the
experiment evolves. Future work should concentrate on building upon the existing
infrastructure rather than redesigning core components.

The generic command format defined in Chapter 7 can be extended to support in-
creasingly complex control scenarios without hindering the performance of system
synchronization. The redundant bandwidth of the transport links, intentionally
reserved during design, should be utilized to provide the necessary margin for
future upgrades. This approach ensures backward compatibility while enabling
forward-looking enhancements.

Expansion of the characterization framework

The rigorous characterization procedure established in Chapter 8 represents a
significant contribution to ensuring systematic verification against stringent re-
quirements. However, the characterization framework can be extended to support
long-term operation and system evolution.

Extending the characterization methodology to understand the scaling of latency
and timing error with added nodes and layers is particularly important. Since the
theoretical maximum number of CRI boards that can be served is 2209 (472), while
theDay-1 configuration requires only approximately 250 endpoints, comprehensive
testing across different topology configurations will validate the hierarchical
topology performance under various load conditions. This scalability analysis
will guarantee informed decisions about network expansion as additional detector
subsystems are integrated.
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Development of new tests in the characterization software

The modular architecture of the test control software provides a flexible basis
for developing additional characterization tests that address long-term system
stability. While the current implementation demonstrates excellent short-term
performance, understanding how the system behaves over extended periods under
varying environmental conditions represents an important direction for future
development.

Long-term latency stability testing should extend the existing characterization
framework by modifying Section 8.2 sequences to run continuously over hours
or days, revealing subtle drift mechanisms invisible during short-duration tests.
Besides, different aspects and sources of latency variations require systematic
investigation beyond Section 7.1.1. Further studies would include controlled
changes of data transport parameters and identification of their contribution to the
latency variation. These developments extend the scope from initial validation to
fine parameter tuning and sustained operational monitoring.

Performance enhancement for data transport determinism

While the current measurements demonstrate competitive performance with one-
hop data transport latency of approximately 260 ns and absolute latency variation
of approximately 30.6 ps RMS, opportunities for further optimization remain.

Further datapath optimization should address the sources of subtle latency varia-
tion, such as the clock recovery circuitry and the internal datapath of the Gigabit
Transceivers. Sufficient understanding of the influence of the internal transceiver
parameters and circuits on the resulting latency stability helps to develop tech-
niques to further reduce the latency variations and thus improve the performance
of the time distribution and the global data flow control in the CBM experiment
and other applications that could benefit from an excellent latency stability.
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