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Abstract
Parallelization of programs is of essence in the high-performance computing (HPC) area.
But parallelization is only correct if certain data dependences can be reliably excluded,
for example, read-after-write dependences, where a read access occurs as the subsequent
access on a data element after a write access. Data dependence analyses should not merely
be correct, but as precise as possible, so as not to miss any opportunity for parallelization.
Various dynamic and static analyseswere proposed in theHPCcommunity, but, until recently,
none based on program logic and deductive verification, even though the latter approach has
important advantages, including soundness, precision, andmodularity. Previously a proof-of-
concept was given that fully automatic dependence analysis based on deductive verification
is possible, but it suffered from limitations that rendered it impractical: the restriction to one-
dimensional arrays and flat loops and, importantly, it does not differentiate between inter-
and intra-iteration data dependences, which often results in a loss of precision. In this paper
we lift all three limitations and show that a deductive approach is a competitive alternative to
the kinds of dependence analyses used hitherto in HPC. Our axiomatization in a deduction
system constitutes the first formalization of the semantics of inter-iteration dependence.

Keywords Data dependence analysis · Deductive verification · Invariant generation ·
Parallel computation · Priming

1 Introduction

The context of this work is parallelization of programs in high-performance computing
(HPC). Typical HPC programs manipulate very large arrays and matrices. To make use

B Asmae Heydari Tabar
asmae.heydari-tabar@kit.edu

B Richard Bubel
richard.bubel@tu-darmstadt.de

B Reiner Hähnle
reiner.haehnle@tu-darmstadt.de

1 Fakultät für Informatik, Karlsruher Institut für Technologie, Am Fasanengarten 5, 76131 Karlsruhe,
Baden-Württemberg, Germany

2 Fachbereich Informatik, Technische Universität Darmstadt, Hochschulstrasse 10, 64289 Darmstadt,
Hesse, Germany

0123456789().: V,-vol 123

http://crossmark.crossref.org/dialog/?doi=10.1007/s10817-026-09769-6&domain=pdf
https://orcid.org/0000-0002-9464-6341


   21 Page 2 of 46 A. H. Tabar et al.

of supercomputers, it is of essence that such computations can be performed in parallel.
To this end, the HPC community developed parallelization patterns [33, 35, 36] that permit
parallelization of programs via directives expressed in annotation languages such as OpenMP
(www.openmp.org). However, these parallelization patterns are only correct (i.e., behavior
preserving) if certain data dependences1 can be guaranteed to be absent [33, 38]. Such
data dependences express potential conflicts between subsequent accesses of the same data
element. For example, if a is a two-dimensional array and i, j are index variables, then
noRaW(a[i][j]) expresses the property that no read access on a[i][j] took place as
the subsequent access after any write access.

Data dependence analyses should not merely be correct, but as precise as possible, so as
not to miss any opportunity for parallelization. The HPC community developed a variety of
dependence analyses that can be classified into dynamic [39, 40, 44, 48, 66, 71] and static
[14, 28, 43, 46, 56, 57]. Recently, also hybrid approaches were suggested [47]. Dynamic
dependence analysis is very time-consuming, because a whole instrumented program must
be executed many times under realistic load. Moreover, no guarantees with respect to either
soundness or precision can be made. Static dependence analysis, on the other hand, can
guarantee soundness, but tends to be imprecise, because it rests on syntactic criteria and is
not value-sensitive [4].

It is a natural question, therefore, to investigate whether dependence analysis based on
a precise deductive approach is able to improve precision, while retaining correctness and
full automation. To do this, and to provide an affirmative answer, is the objective of the
present paper. It may seem surprising that deductive reasoning had not been tried before to
analyze data dependence, however, formal verification as an analysis technique is virtually
unknown in the HPC community and, vice versa, data dependence as an interesting property
is unknown in the verification community.

Deductive verification [29] as a basis for data dependence analysis has a number of poten-
tial advantages: (i) being based on a program logic for the programs under analysis, it is
provenly sound; (ii) deductive verification has full path coverage and it is value-sensitive, so
full precision is achievable in principle; (iii) on the tool side, one benefits from the substantial
progress in deductive verification technology and SMT solving; (iv) deductive verification
is by necessity procedure-modular, so there is no need to analyze a whole program, but one
can focus on the—typically compact—computation-intensive parts.

The crucial question is: Does dependence analysis based on deductive verification scale to
typical HPC programs? In particular, can it bemade fully automatic? This is far from obvious:
While deductive verification is very powerful and it was possible to prove correctness of
highly complex code (for example, [19, 62] and many other case studies in [29]), it typically
involves to supply invariants and auxiliary specifications manually by formal verification
experts. Obviously, this is a show stopper for usage in the HPC realm. As will be detailed
below, we rely on two crucial ingredients to achieve automation: a domain-specific language
with limited expressiveness in which dependence relations are stated, plus a tailored abstract
interpretation [17]. Together, these permit to express dependence relations schematically and
to derive them automatically by predicate abstraction, thus eliminating the need to supply
annotations manually.

In a previous paper [68] we provide a proof-of-concept that fully automatic dependence
analysis based on deductive verification of imperative programs with loops over arrays is
principally possible. It has, however, serious limitations that prevent the approach from
being usable in practice: (i) It works only on one-dimensional arrays, whereas typical HPC

1 Not to be confused with much simpler data flow properties that are commonly analyzed by static checking.
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applications involve multi-dimensional matrices; (ii) it is limited to simple loops, whereas
HPCprograms typically contain nested loops; (iii)most importantly, it can analyzemerely the
dependences within a single loop iteration and loses precision when analyzing dependences
across subsequent loop iterations. The reason for the latter is that loop iterations executed
in parallel cannot interfere with each other, therefore, treating a loop as if it were executed
sequentially introduces spurious dependences.

In the present paper, we lift all of these restrictions and show experimentally that fully
automatic dependence analysis based on deductive verification of realistic HPC programs is
not only possible, but competitive with state-of-art tools in the HPC community. In conse-
quence, ourwork establishes deductive verification as a new, viable alternative in the portfolio
of dependence analysis tools.

Of the three contributionsmentioned above, taking into account inter-iteration dependence
is by far the most challenging. It requires a substantial extension of the program logic in [68].
The resulting axiomatization is, to our best knowledge, the first formal semantics of inter-
iteration dependence. Operationally, the system uses a combination of symbolic execution
(to analyze values and paths) and predicate abstraction (to compute loop invariants). This
combination is the key reason why deductive verification can be used in a fully automatic
mode in the dependence analysis setting. However, it necessitates shifting between a weakest
precondition and a strongest postcondition representation of intermediate symbolic states
after symbolic execution of each loop body. The challengewas to discover a suitable language
that permits inter-iteration shifting and still renders itself to automation.

The paper is organized as follows: In Sect. 2 we review all technical concepts needed as a
background for the remaining paper. Section 3 is the central contribution: it defines a program
logic, a formal semantics, and a calculus for reasoning about inter-iteration dependences. In
Sect. 4 we explain how the approach can be lifted to multi-dimensional arrays and nested
loops. Section 5 reports on our experiments with a standard benchmark suite used in the HPC
community. We discuss related work in Sect. 6 and conclude in Sect. 7.

Sections 3–5 have not been published before, while Sect. 2 has been substantially rewritten
and Sect. 6 was considerably extended compared to the account in [68].

2 Background

We introduce concepts and notions that form the starting point of this paper. The account is
partially based on [15, 68] and uses additional material from [1, 69].

Our approach has been implemented for nearly full sequential Java. For ease of presenta-
tion, we explain it along a simpler and smaller language called JavaHPC which includes only
the primitive types boolean and int as well as a one- and two-dimensional array type of
element type int. Arrays are reference types in Java and not scalar. All programs have the
usual Java semantics.

2.1 Syntax

As a program logic to specify and verify dependences in JavaHPC programs, we use the
dynamic logic JavaDLDep of [15, 68]. JavaDLDep extends typed first-order logic with a
binary programmodality [·]·. The formula [s]φ (read “box sφ”) expresses: If the execution of
statement s terminates, then formula φ holds in the reached final state. JavaDLDep subsumes
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Fig. 1 Grammar of JavaDLDep

the Hoare calculus: The formula pre → [s]post is equivalent to the Hoare triple {pre}s{post}
(assuming pre and post are first-order formulas).

Definition 1 (Signature �) Let a type hierarchy T = (Sort,�) be a partially ordered set that
consists of a set of type names Sort and a partial order �: Sort × Sort.

A T-typed JavaDLDep signature �T = (PSym,FSym,VSym) consists of the non-empty
sets PSym of predicate symbols, FSym of function symbols, and VSym of first-order vari-
ables.

JavaDLDep has rigid as well as non-rigid predicate (PSymr and PSymnr) and function
(FSymr and FSymnr) symbols. Rigid symbols have the same meaning in all (program)
states, while the interpretation of non-rigid symbols depends on the state. The set of program
variablesPV ⊆ FSymnr consists of all non-rigid constants. Typical rigid symbols are theories,
literals, and values that retain the same meaning throughout a program execution.

Updates are a separate syntactic category to represent state changes syntactically: An
elementary update l := r assigns the value of term r to program variable l. An update u can
be composed with another update u′ into a sequential update u; u′ or into a parallel update
u‖u′. Parallel updates are applied simultaneously in the same state, i.e., they do not influence
each other. If a program variable occurs more than once on the left-hand side of a parallel
update, the syntactically last update wins. In contrast to assignment statements, updates are
composed of first-order logic terms, where the right-hand side may contain logical variables
that can be quantified over.

The grammar of terms, formulas, and updates is given in Fig. 1. JavaDLDep terms and
formulas are inductively defined as usual (abbreviated with “. . .”). Java statements are rep-
resented by stmnt . Additionally, an update u can be applied to a term {u}t or to a formula
{u}φ, similar to explicit substitutions, with the intended meaning that term t (formula φ) is
evaluated in the state reached after performing the state changes described by u. Read/write
access updates are explained below.

Example 1 In state s, where i and j are 42 and 0, respectively, the formula below behind the
update is evaluated in the state s′ that differs from s only in that the values of i and j are
swapped:

i
.= 42 ∧ j

.= 0 → {i := j || j := i}(i .= 0 ∧ j
.= 42)

Data dependences are properties about the access order of heap memory locations, here
pairs of an array a and an index i . Hence, we need to syntactically represent sets of mem-
ory locations. (Memory) location sets are represented as terms of type LocSet, providing
constructors to build location sets. Here, we use mostly the constructors a[l..h] to denote the
set of locations {(a, i) | l ≤ i ≤ h} and a[l] to denote the singleton location set {(a, l)}. We
employ the convention that syntactic expressions are underlined, while semantic values are
not. Local variables are not modeled as memory locations as they do not live on the heap. In
addition to constructors, there are rigid function symbols for standard set operations union,
intersect, setMinus, etc., with their usual semantics.
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To express dependence properties, the program logic JavaDLDep provides non-rigid, unary
predicate symbols, called dependence predicate symbols, PSymDep = {noR,noW,noRaW,

noWaR,noWaW} ⊆ PSymnr . These predicate symbols take a set of memory locations ls as
argument and specify that there are no read noR(ls) or no write noW(ls) accesses on any
of the memory locations in ls; similarly, no-read-after-write noRaW(ls), no-write-after-read
noWaR(ls), and no-write-after-write noWaW(ls) data dependence predicates are defined.

Example 2 Let a,i denote program variables of type int[] and int, respectively. The
formula noRaW(a[0..i]) states that no array element between a[0] and a[i] (inclusive)
was read if it had been written to before with no other access in between.

Elementary updates express state changes on program variables. Dedicated updates are
used to capture memory accesses during symbolic execution and the order between them.
These memory access updates \R(ls) and \W(ls) (see Fig. 1) express that there are read and
write accesses, respectively, on all locations in ls.

Example 3 (Memory Access Update) The formula

{\W(a[0..i]); \R(a[j..a.length-1])}noRaW(a[0..i])
states that there is no read-after-write access on any element of a between (and including)
indices 0 and i in any execution state with previous write accesses on a[0..i], followed by
read accesses on a[j..a.length-1]. Obviously, this can possibly hold only when i < j.

We conclude this section with a brief discussion and a justification of our decision to use
data dependence predicates andmemory access updates. At first sight, an approach that tracks
memory accesses by recording them as an explicit sequence of accesses seems less heavy and
one could simply reuse existing first-order theories over finite sequences (or lists). However,
the drawback of such an approach is that expressing data dependence properties, such as no-
read-after-write, results in complex first-order formulas with nested quantifiers. This severely
impacts the prospects for automation. In our approach, we use abstract interpretation instead
of first-order inference to synthesize data dependence properties. This is the key to scalable
automation, but it necessitates to strictly encapsulate the theory of memory access histories,
with the data dependence predicate and memory access updates being the only interface.

2.2 Semantics

The semantics of JavaDLDep is defined relative to aKripke structureK, i.e. a labeled transition
systemwhose states are first-order interpretations, plus access histories. Its transition relation
encodes the semantics of a programming language. Since first-order interpretations of non-
rigid symbols, such as program variables, determine the execution state of a program, we use
the terms state and interpretation interchangeably.

However, the standard notion of state in a Kripke semantics is insufficient to characterize
read and write access updates, because it records only state changes, but not how they were
arrived at. For this reason, we add a possible history of read and write accesses to each
execution state, so that a state becomes a pair (σ, Acc) of an execution state σ relative to an
access history Acc.

Definition 2 (Domain, JavaDLDep State) A domainD is a non-empty set. For any type T we
denote withDT ⊆ D the domain elements in T . A JavaDLDep state s is a pair (σ, Acc) with

• a first-order interpretation σ of function and predicate symbols and
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• a finite sequence Acc = 〈acc1〉 ◦ · · · ◦ 〈accn〉 of memory read and write accesses with
acci ::= Read(ls) | Write(ls), where ls ∈ DLocSet. The operator ◦ is the usual
concatenation of sequences.

The following definition provides a useful tool to express state changes in a concise
manner.

Definition 3 (Modification of State and Access Function) We write s[x ← d] for state s′
coinciding with s, except for the value of program variable x of type T , which is evaluated
to d ∈ DT .

Definition 4 (Kripke Structure) A JavaDLDep transition system or Kripke structure K =
(S, [[·]]) consists of: (i) an infinite set of states S, where all s ∈ S coincide on their
domain and the interpretation of rigid functions and predicates; (ii) a state transition relation
[[·]] : Prg × S × S that associates program prg with all pairs of states (s, t) such that if
prg is executed in s then it terminates in t in accordance to Java’s program semantics.

As JavaDLDep is deterministic, there is at most one tuple (s, t) ∈ [[prg]] for each program
prg and state s ∈ S.

Definition 5 (Variable Assignment) A variable assignment β : VSym → D maps each
first-order variable v of type T to an element of its domain DT .

The domain for location sets DLocSet = 2Location, is the power set of locations. We use
locations to abstract away from memory addresses. Intuitively, a location (a, i) of an array
element a[i] is the memory address where its value is stored:

Definition 6 (Location ) A memory location for array element a[i] is a pair (a, i), where
a ∈ D denotes an array and i ∈ Z.

Observe that memory locations are a semantic notion and not part of the syntax. On the
syntax side, we use location terms which are interpreted over memory locations.

The semantics of JavaDLDep is given in terms of a state transition valuation [[p]]K,s,β (for
programs) and a valuation function valK,s,β for updates, terms and formulas. Its definition is
inductive over the term and formula structure. The definition continues the base case to arbi-
trary terms and formulas from interpretations of function, predicate symbols and programs
given by the Kripke structure, its states and the variable assignment. Figure 2 shows only the
cases needed in addition to the standard definitions in classical first-order logic.

A program p is evaluated with respect to a Kripke structureK, an execution state s, and a
variable assignment β, to a set of tuples of states that is either empty (if p does not terminate)
or is a singleton set {(s, s′)}, where s′ denotes the reached final state (if p terminates). It is a
singleton set, because JavaDLDep is deterministic.

State transition valuation [[p]]K,s,β uses an auxiliary function accK,s,β : Term →
MemoryAccess∗ to extract all read accesses needed to evaluate a given term or program
expression to keep track of read accesses:

accK,s,β(c) = ∅ (c rigid constant or a local program variable)

accK,s,β(a[i]) = 〈Read(([a], i))〉
accK,s,β( f (t1, . . . , tn)) = accK,s,β(t1)◦· · ·◦ accK,s,β(tn) ( f is a rigid function symbol)

Dependence predicates are non-rigid, i.e., their truth value not only depends on their
argument, but also on the value of Acc in the state s = (σ, Acc), where they are evaluated.
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Fig. 2 Excerpt of JavaDLDep Semantics

Figure 2 also shows the semantics of the no-read predicate noR. It states that the formula
noR(ls) is evaluated to true in a state s = (σ, Acc), if the sequence of memory accesses Acc
does not contain any read access Read(ls′) on a set of locations ls′ that contains a location
in valK,s,β(ls).

Updates are used to represent state changes occurring during symbolic execution. State
updates x := t describe value changes to program locations, meaning they modify the first
component σ of a state. In contrast, memory access updates \R′(ls), \W′(ls) record which
location has been read or written. They modify the second state component Acc.

2.3 Calculus

To reason about the validity of a formula φ we use a sequent calculus [27]. The rules for the
classical typed first-order fragment of JavaDLDep is standard, see, for example [1, Chapter 2].
The underlying data structure of the calculus is a sequent

antecedent
︷ ︸︸ ︷

φ1, · · · , φn �⇒
succedent

︷ ︸︸ ︷

ψ1, · · · , ψm (n,m ≥ 0)
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whose antecedent and succedent are sets of JavaDLDep formulas. This sequent has the same
meaning as the formula

( n
∧

i=1

φi ) → (

m
∨

j=1

ψ j

)

.

A sequent calculus proof forms a finite tree whose root is labeled with the sequent to be
proven valid. It then applies schematic rules

rule name
seq1 · · · seqk

seq

← premises

← conclusion

to the leaves of the tree by matching the sequent in the conclusion to a leaf sequent and
appending the instantiated sequents of the premise as children to the former leaf.

Rules with no premise are called axioms. They close the branch on whose leaf they are
applied. A proof is closed if all its branches are closed. Soundness of the calculus ensures
that a closed proof implies validity of the proof’s root sequent.

The JavaDLDep calculus reduces sequents that contain formulas with modalities to pure
first-order sequents. This is achieved by rules that execute the programs within the modalities
symbolically. We explain some representative rule schemata:

If the next statement to be symbolically executed is a simple assignment to a local variable,
then the rule schema

assignmentLocalVariable
� �⇒ {u}{v := t}[r]φ, �

� �⇒ {u}[v = t; r ]φ,�

simply moves the assignment into an update. Schema variables v, t , u, r , and φ match a
local program variable, a side-effect free expression (without memory accesses), an update,
a statement, and a formula, respectively. �, � match sets of formulas.

Amore complex rule is required for assignments to local variables that read from an array,
because the read access needs to be recorded:

assignVarWithArrayRead
� �⇒ {u}{v := a[i]‖\R(a[i])}[r ]φ, �

� �⇒ {u}[v = a[i]; r ]φ,�

As an example of a rule schema that causes a proof branch, we use symbolic execution of
a conditional statement that splits the proof into a branch, where the guard of the if-statement
is true and one, where it evaluates to false:

conditional
�, {u}b �⇒ [s1;r ]φ, � �, {u}¬b �⇒ [s2;r ]φ, �

� �⇒ {u}[if (b) {s1} else {s2} r ]φ, �

The following two rule schemata permit reasoning about loops.We start with a rule schema
that unwinds a loop once:

unwindLoop
� �⇒ {u}[if (b) {s; while (b) {s}} r;]φ, �

� �⇒ {u}[while (b) {s} r;]φ,�

Its disadvantage is that it is not possible to complete a proof when the loop has no fixed
bound on the number of iterations. In programverification loop invariants are used to describe
the behavior of loops in a finite manner. Loop invariants are properties that are not affected
by any loop iteration, i.e. a loop invariant is true after executing the loop body in any iteration
provided that it held at the beginning. This is sufficient to approximate the effect of executing
a loop for any number of iterations. To establish a conjectured loop invariant LoopInv, one
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must “forget” any knowledge about the computation state embodied in u, �, � when the
loop is encountered, because that might have changed during a previous loop iteration. This
forgetting can be simply achieved by deleting the context u, �, � in the rule premise that
proves LoopInv to be invariant. This is inefficient, because one has to add any aspect of the
initial context that is needed after loop execution to the loop invariant which in turn becomes
unwieldy.

Instead, we use a more efficient approach to manage the loop context. Instead of for-
getting the complete context, we selectively “forget” only the knowledge about the values
of those program variables and locations that might potentially influence the behavior of a
loop iteration, i.e. exactly those that can potentially be modified during a loop iteration. To
achieve this, we use an update (see Sect. 2.1) that assigns each of the potentially changed
program variables and locations a fixed but unknown value using a fresh Skolem constant.
For instance, if a loop only modifies the loop counter i, we construct the update {i := c},
where c is a fresh constant. We refer to updates constructed in such a manner as anonymizing
updates to emphasize their intended usage. We provide a more extensive example and refer
to [1, Chapter 3] for further details.

Example 4 (Anonymization) Given the following program (assume that initially i
.= 0):

while (i < a.length) {
a[i+1] = a[i];
i++; }

At the beginning of the k-th loop iteration, the values of all entries of a from 1 up to and
including k − 1 may have been modified as well as the value of i. We capture this as a state
transition that “forgets” exactly this information, achieved by the following anonymizing
update {v}:

{v} = {i := k ‖ heap := anon(heap,a[1..k],heap′) ‖ \anonAccess(id)}
It consists of three parts: (i) the first update anonymizes the local program variable i by

assigning it the value of a fresh constant k (about which we know nothing); (ii) the second
update anonymizes the part of the heap that is possibly modified by the loop. This is achieved
by using the anon-function which takes the heap to be anonymized, the set of locations
whose values should be set to unknown values and a fresh heap′ with unknown values. The
term anon(heap,a[1..k],heap′) evaluates then to a heap that coincides with heap on the
values of all locations, except those contained in a[1..k]. The values of the latter are taken
from the fresh heap heap′ about which nothing is known; (iii) the third part anonymizes the
Acc part of the state and is described below in Sect. 4.3.

The loop invariant rule thus splits a proof into three branches, proving that the loop
invariant LoopInv 1. holds initially, 2. it is preserved by the loop body, and, 3. together with
the negated loop guard, it is sufficiently strong to prove that after executing the remaining
program r the postcondition φ holds. The three premises of the loop_inv rule below realize
these branches, respectively. The second premise executes the loop body for an arbitrary
iteration, and the third premise executes the remaining program after the loop. Hence, the
second and third premise both contain the anonymizing update {v}, but they retain the context
u, �, �.
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loop_inv

� �⇒ {u}LoopInv, �
�, {u}{v}(b ∧ LoopInv) �⇒ {u}{v}[s]LoopInv,�

�, {u}{v}(¬b ∧ LoopInv) �⇒ {u}{v}[r]φ, �

� �⇒ {u}[while (b) {s} r;]φ, �

For ease of presentation, we do not use the sequent rule format for simple rewrite rules,
instead we use the notation φ �cond ψ to express that if cond can be proven then formula
φ can be replaced by ψ . The formula cond may be omitted if it is the formula true.

2.4 Loop Invariant Generation

The technique in [68] generates loop invariants for simple loops to analyze data dependences.
They propose a version of loop invariant generation by predicate abstraction [37], adapted
to deductive verification and dependence analysis.

Loop invariant generation roughly works as follows: Let a set of abstract predicates A
contain formulas that express dependence properties known to hold in the state before exe-
cuting the loop. Now the loop is unwound once. Afterwards we check which of the formulas
in A hold in the state reached. The provable ones are kept in A, the others are replaced with
weakened versions (determined using an abstraction lattice) that can be proven. Then the
process restarts with unwinding the loop once more, until the set A is stable. Using a finite
lattice and appropriate weakening operations, this happens after finitely many rounds.

2.4.1 “Priming” and the Shift Update Rule

Our forward symbolic execution calculus, including unwinding, accumulates state updates in
front of modalities. However, for technical reasons, predicate abstraction is easier to imple-
ment, if state changes are expressed as equations corresponding to the strongest postcondition,
not as weakest preconditions that result from update application.

In more detail, the power of our approach is derived from a fine-grained combination
of symbolic execution and predicate abstraction, i.e. before and after each loop iteration
in a program. In the KeY verifier, the symbolic states arising during symbolic execution
are constantly simplified, irrelevant parts of the state are eliminated, unreachable states are
deleted. This is crucial to combat state explosion and to realize efficient symbolic execution.

To perform predicate abstraction, the information embodied in the accumulated updates
must be abstracted. In the presence of relations between two or more variables, this become
technically complex and hard to manage. The situation is exacerbated, because we perform
abstraction as part of generating a loop invariant for dependence properties. To illustrate the
problem, consider a typical update resulting from symbolically executing a loop iteration:

{v1 := t1‖ · · · ‖vn := tn‖\Ev(ls1); · · · \Ev(lsk)},
where \Ev is either \R or \W . To infer data dependence, an abstraction must be found that
maintains the kind and the order of the memory access updates. This might be achieved with
a suitable regular (or context-free) language to describe access patterns within updates. Still,
it is necessary to infer which data dependences are absent (or present), requiring reasoning
and predicates that express the absence (presence) of these data dependences. Such a design
becomes highly technical and hard to understand.

Instead, we opt for a standard, well-understood abstraction technique, not based on
updates, but on predicates to keep track of data dependences. An additional advantage is
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that symbolic execution remains efficient during fixpoint generation, because at the start of
each iteration, the initial update preceding the subsequent loop iteration is concise and only
accumulates the state changes for a single iteration. This combines the advantages of efficient
forward symbolic execution with the flexibility of predicate abstraction.

The price we have to pay for this, is that we must be able to “shift” an update-based
representation of symbolic states into a predicate-based one. Fortunately, dynamic logic is
expressive enough to do this without leaving the logical framework: Indeed, abstraction,
loop execution, and deductive verification all are performed within the logical framework
introduced so far. The single new concept needed is a suitable first-order theory of access
predicates. Before we discuss the actual shifting rule, we illustrate the idea behind it with an
example:

Example 5 Unwinding the loop in the following sequent once

�,i
.= 0 �⇒ 〈while (i < 42) { i++; }〉φ,�

�,i < 42,i
.= 0 �⇒ {i := i + 1}

︸ ︷︷ ︸

u

〈while (i < 42) { i++; }〉φ,�. (1)

Translating (“shifting”) update u into a set of equations results in the sequent:

�′,i′ .= 0,i′ < 42,i
.= i′ + 1 �⇒ 〈while (i < 42) { i++; }〉φ,�′ (2)

Intuitively, shifting changes the state in which a sequent is evaluated. Sequent (2) is no
longer evaluated in the initial state of sequent (1), but in the shifted state under update u.
Consequently, all occurrences of i (including those in �,�) are renamed to primed versions.
For this reason, the state shifting technique is also called “priming”. The equation i

.= i+1
now connects the old and new value of i , capturing the information that used to be embodied
in update u. Sequent (2) contains no update anymore, only equations that are suitable as input
for predicate abstraction.

The shifting rule for state properties (without dependences) was proposed in [69]:

shiftUpdate
{u′}�, upd(u, u′) �⇒ φ, {u′}�

� �⇒ {u}φ,�
(3)

As illustrated above, the idea behind the rule is, instead of transforming φ to its weakest
precondition under update u, to transform the other parts of the sequent into their strongest
postcondition. This is done by advancing the symbolic state of the sequent except φ through
priming. Formula upd(u, u′) establishes the relation between the original update u and its
renamed (“primed”) version u′. The formal definition is given below [69].

Definition 7 The formula upd(u, u′) establishes the relation between the original update u
and its renamed update u′ in the shiftUpdate rule. It is defined as

upd(u, u′) =
∧

i∈{1,...,n}
ai

.= {u′}{u}ai , where

• {a1, . . . , an} = updated(u) with updated : Upd� → 2PV

updated(u) =
⎧

⎨

⎩

{a} u = a := t
updated(u1) ∪ updated(u2) u = u1||u2
updated(u2) u = {u1}u2

• u′ = a1 := a′
1|| · · · ||an := a′

n
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• a′
i ∈ FSymr fresh constants for all i ∈ {1, . . . , n}

Update u′ substitutes each updated program variable ai with a fresh constant a′
i represent-

ing the old (pre-update) value of ai . Formula upd links the old instances with the updated
ones. Weiß [69] showed that {u′}� ∧ upd is the strongest post condition of � under u.

Example 6 In preparation for applying the shiftUpdate rule to the following sequent:

�, i
.= 42 �⇒ {i := 0}

︸ ︷︷ ︸

u

φ,�

formula upd(u, u′) is:
i

.= {i := i ′}
︸ ︷︷ ︸

u′
{i := 0}
︸ ︷︷ ︸

u

i

where i ′ ∈ FSymr is a fresh constant. Observe that {i := i ′}{i := 0}i simplifies to 0.

Example 7 Applying the shiftUpdate rule on the following sequent:

�, i
.= 42 �⇒ {i := 0}

︸ ︷︷ ︸

u

φ,�

results in the sequent:

{i := i ′}
︸ ︷︷ ︸

u′
�, {i := i ′}

︸ ︷︷ ︸

u′
i

.= 42, i
.= {i := i ′}{i := 0}i

︸ ︷︷ ︸

upd(u,u′)

�⇒ φ, {i := i ′}
︸ ︷︷ ︸

u′
�.

After update simplification we have:

{i := i ′}
︸ ︷︷ ︸

u′
�, i ′ .= 42, i

.= 0 �⇒ φ, {i := i ′}
︸ ︷︷ ︸

u′
�

where the old value of i is saved in i ′, and its new value is 0.

2.4.2 Shifting Memory Access Updates

To shift memory access updates, in the paper [68] the data dependence logic was extended
with predicates and updates that record the effect of the memory access updates as formulas
(instead of updates) to compute the strongest postcondition of formulas.

In the previous section, shifting was achieved with new symbols by priming program
variables. The equality predicate then suffices to relate the value of primed and unprimed
program variables. This would be sufficient for our data dependence logic if we had adopted
the approach of modeling the sequence of memory accesses explicitly in first-order logic. As
discussed at the end of Sect. 2.1, this is not viable for a high degree of automation.

To make shifting work for memory access updates we introduce a small set of additional
predicates (one for each data dependence predicate and data dependence update plus two
general read/writememory access predicates) to be able to express the strongest postcondition
of data dependence predicates.

We sketch this solution for readmemory access updates. To shift \R-updates three ingredi-
ents are required: (i) non-rigid predicates rPred : LocSet × int to record read accesses
as a formula; (ii) history dependence predicates noRHist : LocSet × int to express
that no read happened until a given number of preceding memory accesses; and (iii) primed
read memory access updates \R′(LocSet) to express the strongest postcondition. The exact
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Fig. 3 Access subsequences referred to by rPred(ls, i) and noRHist(ls, i + 1)

usage of these predicates and updates, and their interplay, will become clear below when the
shifting rule for memory access is introduced.

Intuitively, the formula rPred(ls, i) holds in a state s = (σ, acc1 · · · accn−i · · · accn)
if and only if accn−i = Read(valK,s,β(ls)). In other words, the formula rPred(ls, i)
expresses that the i-th most recent memory access is a read access on exactly the locations
in valK,s,β(ls).

Definition 8 (History data dependence predicate) The syntax of the history data dependence
predicates is

〈fml〉 ::= noRHist ‘(’〈term〉, 〈term〉‘)’ | noWHist ‘(’〈term〉, 〈term〉‘)’ | …
where the first argument is a location set and the second an integer.

The semantics is as follows:

s(noRHist) = {(ls, i) | s = (σ, Acc), 0 ≤ i < n,

Acc = 〈M1(ls1)〉 ◦ . . . ◦ 〈Mn−i (lsn−i )〉 ◦ · · · ◦ 〈Mn(lsn)〉,
for all 0 < j ≤ n − i with Mj = Read it holds that ls ∩ ls j = ∅}

(analogously for noWHist) and

s(noRaWHist) = {(ls, i) | s = (σ, Acc), 0 ≤ i < n,

Acc = 〈M1(ls1)〉 ◦ . . . ◦ 〈Mn−i (lsn−i )〉 ◦ · · · ◦ 〈Mn(lsn)〉,
and for all 0 < j < k ≤ n − i with Mj = Write and Mk = Read

it holds that ls ∩ ls j ∩ lsk = ∅}
(analogously for noWaRHist,noWaWHist).

Formula noRHist(ls, i + 1) holds in state s if there has been no read access on any
location in ls up to and including accn−(i+1). Figure 3 visualizes the subsequences of the
memory accesses that determine the validity of the formulas.

Primed updates \R′(ls), \W′(ls) are used to transform the formula on which they are
applied to their strongest postcondition. Hence, the update \R′(ls); \R(ls) is equivalent to
the empty update. Formally, we define the primed versions as follows:

Definition 9 (Renamed memory access update predicate) The syntax of a renamed memory
access update is

〈update〉 ::= …| \R′ ‘(’〈term〉‘)’ | \W′ ‘(’〈term〉‘)’
where the term given as argument denotes a location set.

Their semantics is defined as follows:

valK,s,β(\R′(loc)) = s′ where
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Fig. 4 Excerpt of subsumption relations between history data dependence predicates

s′ =
{

(σ, acc_seq), if s = (σ, acc_seq ◦ 〈Read(valK,s,β(loc))〉)
sChoice(s, valK,s,β(loc)), otherwise

valK,s,β(\W′(loc)) = s′ where

s′ =
{

(σ, acc_seq), if s = (σ, acc_seq ◦ 〈Write(valK,s,β(loc))〉)
sChoice(s, valK,s,β(loc)), otherwise

Function sChoice(s, valK,s,β(loc)) takes a state s and location set valK,s,β(loc) and
returns an arbitrary state. This way, we ensure that the evaluation function is total and well-
defined.

Example 8 The formula {\R′(a[0])}noR(a[0])holds in a state s′ = (σ ′, acc1 · · · accn−1accn)
if in the predecessor state s = (σ, acc1 · · · accn−1) the formula noR(a[0]) did hold. In other
words, if up to and including state s the location a[0] has never been read.

We can now define the shift rule for read memory access updates (analogously for write
memory updates). Observe the structural similarity to the shift rule for updates (3). The
renamed memory access predicates were purposely defined to make this possible.

shiftRead
{\R′(ls)}�, rPred({\R′(ls)}ls, 0) �⇒ φ, {\R′(ls)}�

� �⇒ {\R(ls)}φ,�

Predicate rPred({\R′(ls)}ls, 0) expresses that the first memory access that happened
(labeled by integer 0) is a read memory access on the location set ls. The formal definition
is given in the Appendix A.

Example 9 Applying the shiftRead rule on the sequent noR(a[0]) �⇒ {\R(a[0])}φ results
in the sequent {\R′(a[0])}noR(a[0]), rPred({\R′(a[0])}a[0], 0) �⇒ φ.

In the formula {\R′(a[0])}noR(a[0]) in the example’s antecedent, one must apply a read
memory access update to a read-related dependence predicate. This necessitates to express
that no read access happened during the last relevant states (here only one state). It is exactly
for this purpose that we introduced the history dependence predicates. Figure 4 shows some
subsumption relations that illustrate howdata dependence predicates are rendered into history
data dependence predicates:

• Rule schemanoRImpliesNoRHist states that if predicatenoR(loc) holds after any number
of memory accesses, it holds after any specific number of lb memory accesses.

• In the rule noRHistOnBothSides, having lb1 ≤ lb2 and consequently n− lb1 ≥ n− lb2,
infers that noRHist(loc1, lb1) takes into account a larger segment of memory accesses,
therefore, it has more information than noRHist(loc2, lb2) regarding the read memory
accesses on loc1 ∩ loc2.
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Fig. 5 Some rules for renamed memory access update application

Fig. 6 Lattices used for predicate abstraction of data dependence properties

Other subsumption relations are analogous. Intuitively, applying a renamed mem-
ory access update ages memory access and history data dependence predicates. Rules
renamedReadAppOnNoR and renamedReadAppOnReadPred in Fig. 5 are examples of
rules reflecting this effect. Rules for application of renamed read memory access update on
the rest ofmemory access and history data dependence predicates are analogous and therefore
omitted. For a full account of all rules, see [67].

Example 10 The formula {\R′(a[0])}noR(a[0]) is rewritten to noRHist(a[0], 1).

2.4.3 Predicate Abstraction

Weakening of dependence predicates during predicate abstraction is based on a lattice induced
by predicates PSymDep , considering the partial order of read andwrite accesses they exclude.
For example, noR(loc) implies noRaW(loc′) and noWaR(loc′), assuming that loc′ ⊆ loc.

Figure 6a shows excerpts of the dependence predicate lattice and Fig. 6b of the com-
plementary lattice for memory locations, where the partial order is the subset relation for
location sets.2

In predicate abstraction, the predicates are equipped with an abstraction relation based on
a partial order. The product lattice of the data dependence predicate lattice and the location
set lattice LS provides that abstraction relation.

Definition 10 (Abstract Domain) The abstract domain DDep consists of atomic formulas
constructed from predicates PSymDep and LS, i.e. DDep = {p(ls) | p ∈ PSymDep and ls ∈
LS}.
Definition 11 (Abstract Language) The abstract language LDep = 〈DDep,�Dep〉 is the
abstract domain DDep equipped with the partial order �Dep that is induced by logical con-
sequence.

2 The predicates noAaR, noAaW (no access after read, write, respectively) are present for technical reasons
to complete the partial order into a lattice and can be ignored in what follows.
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Definition 12 (Data Dependence Loop Invariant) A data dependence loop invariant LIDep
has the form

∧

i pi , where pi ∈ DDep .

It is well known that inference of general, sufficiently strong functional loop invariants
is a difficult and largely unsolved problem. However, here the focus is on data dependence
properties over arrays. In consequence, it suffices to generate functional invariants with
arithmetic constraints over array bounds and loop counters, which is often feasible [37, 70].

The quality of the generated loop invariants depends on the level of abstraction embodied
in the initial set of predicates provided for predicate abstraction. The data dependence loop
invariant algorithm initially receives {noDep(a[0..a.length−1])} as input for a loop over
array a, i.e. no dependences are present which is an obvious upper bound. The algorithm then
unwinds the loop, shifts the generated updates using shiftUpdate, shiftRead, and shiftWrite.
Based on the resulting sequent, it refines the dependenceswith help of the abstraction relations
in Fig. 6. This process is repeated until the set of predicates reaches a fixed point. The
conjunction of predicates left in the predicate set is the data dependence loop invariant. It
is guaranteed to be correct, as each predicate is proved to hold. On the other hand, it is not
necessarily inductive, as it might fail to imply the postcondition. In theworst case, one obtains
true, i.e. no dependence can be excluded.

Example 11 Consider a program which shifts the content of array a to the left:

while(i < a.length - 1) { a[i] = a[i+1]; i++; }

Our approach generates the following loop invariant which happens to be the most precise
one that is correct:

noR(a[0]) ∧ noW(a[i..a.length-1])
∧ noRaW(a[0..a.length-1]) ∧ noWaW(a[0..a.length-1])
∧ 0 ≤ i ≤ a.length

So far, we established the foundations of our approach and explained how intra-data depen-
dences can be automatically generated. The central problem to be addressed in subsequent
sections is to analyze inter-data dependences that exist between different loop iterations.
This involves to solve several technical challenges (see Sects. 3 and 4.3):

1. find a suitable representation for sequences ofmemory access updates grouped according
to different loop iterations;

2. define shift update (or “priming”) rules for grouped access updates to switch between an
update-based and a predicate-based representation of the symbolic state;

3. extend anonymizing updates (Sect. 2.3) to grouped access updates.

We stress that these are not mere technical issues. The machinery is needed to formally
define the semantics of inter-iteration dependences. Therefore, the considerable technical
effort spent on it, is not only justifiable, but it is necessary.

3 Loop Invariant Generation for Inter-iteration Data Dependences

The granularity of tracking data dependences of JavaDLDep as proposed in [15, 68] and
described in Sect. 2 is unsuitable for many loop parallelization patterns, because it tracks
all data dependences. For example, a simple loop parallelization that assigns each loop
iteration its own process requires that there are no data dependences between two different
loop iterations, but is oblivious to data dependences within the same iteration. The approach
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sketched in Sect. 2 is not able to distinguish between intra- and inter-iteration dependences
and prevents taking advantage of such a parallelization opportunity.

Therefore we extend JavaDLDep by adding support for inter-iteration data dependence
predicates that permit dependences within the same loop iteration, but not those stretching
between different loop iterations. We also provide an algorithm to generate corresponding
loop invariants.

3.1 Syntax and Semantics

We extend the logic JavaDLDep to JavaDL̂Dep for reasoning about inter-iteration depen-
dences. To specify and to reason about inter-iteration dependences JavaDL̂Dep defines three

new non-rigid predicates: n̂oRaW, n̂oWaR taking four arguments of type LocSet, and
n̂oWaW with three arguments of type LocSet. Their semantics is similar to the dependence
predicates introduced in Sect. 2 without ·̂, except that they are only sensitive to data depen-
dences that stretch over different loop iterations. The extra arguments express history or
future contexts and will be explained later.

1 sum = 0; i = 0;
2 while (i < a.length) {
3 a[i] = b[i] + c[i];
4 sum += a[i];
5 i=i+1;
6 }

Listing 1 Program arraySum: component-wise Array Addition

Example 12 Consider the program arraySum in Listing 1, which adds the content of
arrays b and c component-wise and stores the result in array a. In addition, it computes
the sum over all elements stored in a. Formula noRaW(a[0..a.length − 1]) does not hold
after execution of arraySum, because array element a[i] is read in line 4 and written
in line 3 in the subsequent loop iteration. In contrast, n̂oRaW(a[0..a.length − 1],∅,∅,∅)

expresses that there are no read-after-write dependences across loop iterations and it holds
after execution of the program.

As different loop iterations need to be distinguished, the memory access sequence of
JavaDL̂Dep statesmust providemore structure than those of JavaDLDep . Instead of a sequence

of memory accesses JavaDL̂Dep uses a sequence of sequences of memory accesses Âcc. Each

element in Âcc (i.e. a sequence of memory accesses) consists of the memory accesses of a
single loop iteration.

Definition 13 (Domain, JavaDL̂Dep State, Kripke Structure) Given a non-empty domain D.

A JavaDL̂Dep state s = (σ, Âcc) is a pair of an interpretation σ as in JavaDLDep (Def. 10)
and

a finite sequence Âcc = racc1 © · · · © raccn of sequences of memory read and write
accesses racci ::= 〈acci,1〉 ◦ · · · ◦ 〈acci,m〉, where acci, j ::= Read(ls) | Write(ls),

ls ∈ DLocSet , and © is the concatenation between elements of Âcc (the big circles are
separators to save brackets and improve readability).
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Fig. 7 Program semantics of JavaDL̂
Dep

A JavaDL̂Dep Kripke structureK = (S, [[·]]) consists of an infinite set of JavaDL̂Dep states
and a state transition valuation [[·]]K,s,β , whose definition for selected program elements is
shown in Fig. 7.

Executing an assignment x = t from side-effect free expression t to a local variable x in
a state s = (σ, Âcc) terminates in a state s′ which is almost identical to state s except for
the value of variable x and the possible extension of read memory accesses resulting from
evaluating t . As an assignment inside a loop body does neither start nor end in the current
loop iteration, the reads are appended to the sequence of memory accesses of the current
iteration (i.e. the last element of Âcc). Similarly for [[a[i] = t]]K,s,β . In contrast, a loop ends
the current iteration and starts a new one with each evaluation of its guard. This is reflected
in the semantics by appending a new sequence to Âcci at the start of each loop iteration i .
A minor observation is that on loop exit the final evaluation of the loop guard (evaluating to
false) starts a new iteration and thus ends the current one.

It remains to define the semantics for the inter-iteration dependence predicates, which
will enable us to specify and reason about inter-iteration data dependences. To streamline the
definition of their semantics, we first introduce two projection functions that aggregate the
locations of all read/write accesses for a given sequence of memory accesses:

Definition 14 (Projection) For âcc = acc1 ◦ · · · ◦ accn the projection function for read
accesses

⏐

�

R defined as

⏐

�

R âcc := {ls | ls =
n

⋃

i=1

lsi where acci = 〈Read(lsi )〉}

collects all memory locations read in loop iteration âcc. The projection function for write
accesses

⏐

�

W is defined analogously.

Example 13 Let âcc :=〈Read({(a, 0)})〉 ◦ 〈Write({(a, 1)})〉 ◦ 〈Read({(a, 2)})〉 be a sequence
of memory accesses. Then

⏐

�

Râcc = {(a, 0), (a, 2)} and ⏐

�

W âcc = {(a, 1)}.
Definition 15 (Inter-iteration Data Dependence Predicates: Semantics) Let ls, rLs,wLs,
futRLS and futWLS denote sets of locations inDLocSet. The semantics of predicate symbols
n̂oRaW (similar for predicate n̂oWaR, omitted) and n̂oWaW is defined as follows:

s(n̂oRaW) = {(ls, rLs,wLs, futRLS) | s = (σ, âcc1 © · · · © âccn),

rLs,wLs, futRLS ∈ DLocSet such that ls ∩ (wLs ∪ ⏐

�

W âccn) ∩ futRLS = ∅ and

if n > 1 : (ls, ∅, ∅, futRLS ∪ rLs ∪ ⏐

�

Râccn) ∈ s′(n̂oRaW) with
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s′ = (σ, âcc1 © · · · © âccn−1))}

s(n̂oWaW) = {(ls,wLs, futWLS) | s = (σ, âcc1 © · · · © âccn , ),wLs = ⏐

�

W âccn ,

wLs and futWLS ∈ DLocSet such that ls ∩ wLs ∩ futWLS = ∅ and

if n > 1 : (ls,
⏐

�

Waccn , futWLS ∪ wLs) ∈ s′(n̂oWaW) with

s′ = (σ, âcc1 © · · · © âccn−1))}

The second and third argument of n̂oRaW are the read and write accesses encountered so
far, the fourth argument accumulates the read accesses in the already processed iterations in
the recursive step.

Example 14 Consider the states

s1 = (σ1, 〈Read({(a, 0)})〉 © 〈Write({(a, 0)})〉 © 〈〉) and
s2 = (σ2, 〈Write({(a, 0)})〉 © 〈Read({(a, 0)})〉 © 〈〉)

both of which just completed an iteration.
To determine that there is no read-after-write on array element a[0], i.e. formula

n̂oRaW(a[0],∅,∅,∅) is satisfied in si , we establish ({(a, 0)},∅,∅,∅) ∈ si .3 As the final
memory access sequence is empty, the conditions before the recursive step in the semantics
are obviously satisfied. For the first recursive step, we check

({(a, 0)},∅,∅,∅) ∈ s′
1(n̂oRaW)

with s′
1 = (σ1, 〈Read({(a, 0)})〉 © 〈Write({(a, 0)})〉). This is straightforward and it remains

to check
({(a, 0)},∅,∅,∅) ∈ s′′

1 (n̂oRaW)

with s′′
1 = (σ1, 〈Read({(a, 0)})〉). This holds as {(a, 0)} ∩ (∅ ∪ ∅) ∩ ∅ = ∅.

For state s2 we check instead in the final recursive step that

({(a, 0)},∅,∅, {(a, 0)}) ∈ s′′
2 (n̂oRaW)

with s′′
2 = (σ2, 〈Write({(a, 0)})〉) which does not hold, because {(a, 0)} ∩ (∅ ∪ {(a, 0)}) ∩

{(a, 0)} = {(a, 0)} �= ∅.
In the updates we need to represent the © symbol syntactically that indicates the start

of a new iteration (i.e., the end of the previous iteration) to group memory access updates
correctly. This is done with a “marker” update \next, between which the memory access
updates for a single iteration are grouped.

Definition 16 (Marker Update Semantics) The semantics of marker update \next is defined
as

valK,s,β(\next) = {(s, s′) | s′ = (σ, Âcc © 〈ε〉) with s = (σ, Âcc)}
and thus starts a new iteration by appending a new empty sequence of memory accesses to
Âcc.

3 In the rewrite rules below we also need other arguments than ∅.
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Fig. 8 Semantics for selected inter-iteration history data dependence predicates and update \next′

During loop invariant generation (not appearing in the finally generated loop invariants),
we need predicates to express up to which iteration a given data dependence property holds.
Hence, we need to define inter-iteration versions of the history predicates (see Sect. 2.4
and [68]) as well as the corresponding read and write predicates. These predicates are

̂noRaWHist, ̂noWaRHist, ̂noWaWHist, ̂noRatHist, ̂noWatHist, as well as r̂Pred
and ŵPred. All have the type signature LocSet × int. For example, ̂noRaWHist(ls, i)
expresses that no read-after-write access occurs on the locations in ls up to the i-th preceding
iteration. Their semantics is summarized in Fig. 8 together with that of the \next′ update,
which is needed to shift © (cf. Sect. 2.3).

3.2 Sequent Calculus

The loop invariant generation algorithm for JavaDLDep can nowbe reused for JavaDL̂Dep. It is

merely necessary to (i) replace the unwindLoop rule by a version that alsomarks the start of a
new iteration, (ii) a shifting rule for the newkindof updates, aswell as (iii) axiomatizations and
simplification rules for the new data inter-dependence predicates. Themodified unwindLoop
rule

markedUnwindLoop
� �⇒ {u}{\next}[if (b) {s; while (b) {s}} r;]φ,�

� �⇒ {u}[while (b) {s} r;]φ, �

marks the beginning of the next loop iteration using a \next-update.
We need to be able to shift the \next-update, hence, we replace the previous shift rule

with

shiftNextUpdate

{
u

︷ ︸︸ ︷

su′|| . . . ; \W′(wls1); . . . ; \R′(rls1); \next′}�,

r̂Pred(
⋃

i=1...n
rlsi , 0), ŵPred(

⋃

j=1...m
wls j , 0)) �⇒ [while (b) {s} r;]φ, {u}�

� �⇒ {su||\next; \R(rls1); . . . ; \W(wls1); . . .}[while (b) {s} r;]φ, �
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Fig. 9 Selected rules for inter-dependence updates and predicates

Here, su is a state update not containing memory access updates, and \R(rls1), . . . ,
\W(wls1), . . . is a sequence of n read and m write updates (n,m ∈ N0). The semantics
of the while-statement implies that rule shiftNextUpdate can only be applied once a loop
iteration is complete, but the next one has not yet started. Shifting the preceding updates is
equivalent to replacing all formulas in the sequent by their strongest postcondition. This is
achieved by applying an update consisting of the corresponding renaming updates on each
of the sequent formulas. Predicates r̂Pred(

⋃

i=1...n
rlsi )) and ŵPred(

⋃

j=1...m
wls j )) preserve

the information about the read and write memory accesses in the current iteration of the
post-state.

As a result of introducing new predicates (n̂oRaW, n̂oWaR, and n̂oWaW) and updates
(\next and \next′), we need to define sequent calculus rules for application of updates
on these predicates. The most important ones are shown in Fig. 9. Intuitively, the
top two rules accumulate the read and write accesses of the current iteration, while
rule checkNoRaWForIteration performs the emptiness check before performing the recursive
step in case there are further iterations.

Example 15 Weprove the following sequent, the loopbody s is the oneof programarraySum
in Listing 1.

n̂oRaW(a[0..a.length-1],∅, ∅, ∅) �⇒
{i := 0||sum := 0}[while (i<a.length) {s} ]n̂oRaW(a[0..a.length-1], ∅, ∅, ∅)

First unwind the loop by applying rule markedUnwindLoop, continue on the branch
where the loop guard is true and symbolically execute the loop iteration until we are left with
the sequent

n̂oRaW(a[0..a.length-1], ∅, ∅, ∅) �⇒
{u||\next, \R(b[0]), \R(c[0]), \W(a[0]), \R(a[0])}
[while (i<a.length) {s} ]n̂oRaW(a[0..a.length-1],∅, ∅, ∅)

where update u contains the state updates that are not of interest here. We shift the updates
and obtain the following sequent (u′ denotes the renaming update corresponding to u ):

{u′||\next′, \R′(b[0]), \R′(c[0]), \W′(a[0]), \R′(a[0])}n̂oRaW(a[0..a.length-1],∅, ∅, ∅),

r̂Pred(a[0]), . . . �⇒ [while (i<a.length) {s} ]n̂oRaW(a[0..a.length-1], ∅, ∅, ∅)
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Fig. 10 Partial View on Predicate Abstraction Lattice for Inter-iteration Data Dependence Predicates

After applying the update simplification rules we obtain a first-order formula over inter-
iteration predicates that can be used in the loop invariant generation algorithm explained in
the subsequent section.

The final set of rules is needed to reason about subsumption relations between data depen-
dence predicates. Subsumption relations are shown in Fig. 10. For example, if there is a
no-read-after-write data dependence onmemory location set l ′′, there cannot be such a depen-
dence on any memory locations l ′′′ with l ′′′ ⊆ l ′′. Neither inside a loop iteration nor between
different iterations like n̂oRaW. Rewrite rules such as the ones listed below, formalise this
lattice in our calculus:

noRSubsumuption noR(ls) � ̂noRatHist(ls, lb)

interNoRaWSubsumption n̂oRaW(ls) � ̂noRaWHist(ls, lb)

interNoRaWLocSetSubsumption

�, ̂noRaWHist(loc, label), label ≤ lb �⇒ ̂noRaWHist(ls \ loc, lb), �
�, ̂noRaWHist(loc, label), label > lb �⇒ ̂noRaWHist(ls, lb), �

�, ̂noRaWHist(loc, label) �⇒ ̂noRaWHist(ls, lb), �

Shifting utilizes the predicates r̂Pred and ŵPred to capture knowledge about the post-
state. This information is used by our calculus with rules like:

interReadPredANDNoRAtHistSameLabel

�, r̂Pred(loc, lb), ̂noRatHist(ls, lb), loc ∩ ls
.= ∅ �⇒ φ, �

�, r̂Pred(loc, lb), ̂noRatHist(ls, lb) �⇒ φ, �

interReadPredANDNoRAtHistRightSameLabel

�, r̂Pred(loc, lb) �⇒ loc ∩ ls
.= ∅ ∧ ̂noRatHist(ls, lb + 1), �

�, r̂Pred(loc, lb) �⇒ ̂noRatHist(ls, lb), �

Rule interReadPredANDNoRAtHistSameLabel derives from the assumptions
that there was no read on location set loc and in the same iteration locations in
loc have been read, the fact that loc and ls do not share any memory locations.
Rule interReadPredANDNoRAtHistRightSameLabel simplifies the proof obligation that
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there is no read on ls at the same iteration that loc is read, by splitting it into two conjuncts:
The first conjunct expresses that loc and ls do not share a common memory location and the
second conjunct then only requires to prove that there was no read up to (and including) the
preceding iteration lb + 1.

4 Nested Loop Invariant Generation

The data dependence loop invariant generation technique developed so far supports simple
loops. In this section,we extend the data dependence program logic to generate loop invariants
for nested loops. To simplify the presentation, we base the description on intra-iteration
dependences, as discussed in Sect. 2.4. For inter-iteration dependences, see Appendix B.

In our application domain HPC, nested loops are executed over multi-dimensional arrays.
We show how to support programs that contain doubly nested loops over two-dimensional
arrays. The generalization to more deeply nested loops on N -dimensional (N > 2) arrays is
a straightforward extension and omitted from the presentation.

We outline the steps required to generate data dependence loop invariants: The first step is
to provide an initial set of abstract predicates. Following the technique described in Sect. 2.4,
we initialize the data dependence predicate set with the upper bound of the abstraction lattice
in Fig. 6a.

In the second step, the nested loop for which the loop invariant is generated is unwound
and symbolically executed by applying rule unwindLoop (see Sect. 2.3). Symbolic execution
of the outer loop eventually reaches the inner loop. To symbolically execute the inner loop
(and continue with the statements after the loop), unwinding the inner loop is not a viable
option.

Instead, we restart the loop invariant generation process for the inner loop to compute a
loop invariant LIinnerDep that describes its data dependences (and other properties) as precisely

as possible. Afterwards, we use the computed loop invariant LIinnerDep to approximate the effect
of the inner loop by making use of the third premise of rule loop_inv (see Sect. 2.3) for the
inner loop.

This eliminates the inner loop, and symbolic execution of the outer loop body continues
with the remaining statements. After this outline, we describe now the technical details.

4.1 Multi-dimensional Arrays

To support multi-dimensional arrays one needs to propagate, to maintain, and to simplify
multi-dimensional symbolic location sets. In the one-dimensional case, location sets for an
array a take the form of finite unions of contiguous segments [i..j] for some 0 ≤ i ≤
j ≤ a.length-1. Thesemust be generalized to finite unions of N -dimensional rectangles:

[i1..j1] × · · · × [iN..jN] where 0 ≤ ik ≤ jk ≤ a[0].length-1 for all 1 ≤ k ≤ N

The challenge is to achieve a sufficient level of automation for solving such constraints. To
this end, we implemented support for automated constraint solving over multi-dimensional
location sets.
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4.2 Generation Algorithm

Computation of the outer and inner loop invariants are closely interconnected. Every time
we reach the inner loop during the computation of the outer loop invariant, we generate a
new loop invariant for the inner loop.

This approach takes into account the changes that occur when we unwind the outer loop as
a precondition for generating the inner loop invariant. It provides significant precision, espe-
cially for loops that are not perfectly nested. (Commonly, loops with no statements between
the outer and inner loop are referred to as perfectly nested.) However, it is computationally
expensive.

A copy of the current set of predicates that describe the outer loop is used as the initial
set of predicates for generating the inner loop invariant. We explain Algorithm 1 along the
example in Listing 2.

function invariantGenerator
input : Sequent seq : pre �⇒ [loop] post, Data Dependence Predicate set Dinit
output: Loop Invariant
Dold , Dref ← Dinit, ∅;
while Dold � .= Dref do

seq ← Apply rule unwindLoop on seq;
seq ← Symbolic execution on seq and merging branches below seq;
/* seq has the form pre′ �⇒ {u}[innerLoop;rest;loop]post, where rest

is the code after the inner loop and u is the result of
symbolically executing the statements between the outer and
the inner loop */

if (innerLoop;rest not empty) then
/* inner loop is present */
seqinner ← pre′ �⇒ {u}[innerLoop] true;
LIinner ← invariantGenerator(seqinner , Dref );
seq ← pre′′ ∧ {u′}LIinner �⇒ {u′}[rest;loop]post;
/* seq ← Premise use case after applying rule loop_inv on seq

with LIinner */
seq ← Symbolic execution on seq and merging branches below seq;

end
seq ← Apply shift update rules on seq;
Dref , Dold ← refine(seq, Dold ), Dref ;
seq ← (∧

Dref �⇒ [loop] post);
end
return

∧

Dref ;

Algorithm 1: Data Dependence Loop Invariant Generation Algorithm for Nested Loops

4.2.1 Computation of the Inner Loop Invariant

To compute the inner loop invariant the data dependence loop invariant generation algorithm
is run on the inner loop for each iteration of the outer loop. We do not use the postcondi-
tion during the loop invariant generation process, so we simply take the formula true as
postcondition.

1 i = 0; j = 0;
2 while (i < N) {
3 j = 0;
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4 while(j < M) {
5 a[i][j] = a[i][j] + 1;
6 j++;
7 }
8 i++;
9 }

Listing 2 Increment Elements of a Two-dimensional Array

Example 16 Listing 2 shows an imperfect nesting of loops with the assumption that the array
object is not null and no access happens outside the array bounds. After the first unwind of
the outer loop (line 2) and symbolically executing its body, we reach the inner loop (line 4).
The sequent used as input for the algorithm to generate the inner loop invariant is:

a.length ≥ N - 1, a[0].length ≥ M - 1, a � .= null,

i
.= 0, j

.= 0, noDep( a[0..a.length-1][0..a[0].length-1] ), i < N �⇒
[while (j<M) { a[i][j] = a[i][j]+1; j++;}] true .

The generated loop invariant for the inner loop is:

noR( a[i..a.length-1][j..a[0].length-1] ) ∧
noW( a[i..a.length-1][j..a[0].length-1] ) ∧
noRaW( a[0..a.length-1][0..a[0].length-1] ) ∧
noWaW( a[0..a.length-1][0..a[0].length-1] ) ∧
i

.= 0 ∧ i < N ∧ 0 ≤ j ≤ M ∧
a � .= null ∧ a.length ≥ N - 1 ∧ a[0].length ≥ M - 1.

4.2.2 Using the Inner Loop Invariant

After computation of the inner loop invariant LIinner we return to the generation of the
outer loop invariant where symbolic execution stopped at the beginning of the inner loop.
Using LIinner, we apply the loop invariant rule loop_inv (see Sect. 2.3) on the inner loop. The
rule splits the proof in three branches. The first two premises ensure correctness of the loop
invariant, which we can safely ignore, because our approach guarantees the generation of
correct loop invariants.4 We continue on the branch opened by the third premise, called use
case, where symbolic execution commences with the first statement after the inner loop.

Example 17 Continuing Example 16, the use case branch of rule loop_inv is

{u}{v}(noR( a[i..a.length-1][j..a[0].length-1] )

∧ noW( a[i..a.length-1][j..a[0].length-1] )

∧ noRaW( a[0..a.length-1][0..a[0].length-1] )

∧ noWaW( a[0..a.length-1][0..a[0].length-1] )

∧ i
.= 0 ∧ i < N ∧ a � .= null ∧ a.length ≥ N - 1 ∧ a[0].length ≥ M - 1

∧ j
.= M

) �⇒ {u}{v}[i++; while(i < N)...] post

4 Even otherwise, they could be ignored, because they are checked once the outer loop invariant is available.
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where update u are the current symbolic values resulting from executing the loop in an
arbitrary iteration and v is a suitable anonymizing update.

The conjunction of 0 ≤ j ≤ M from the inner loop invariant, and the negation j ≥ M of
the inner loop guard gives j

.= M.

As mentioned in Sect. 2.3, applying the loop invariant rule requires to use an anonymizing
update, denoted by v, to “forget” the part of the pre-state that might have been changed by
the loop. However, in the data dependence program logic, simply anonymizing the values of
memory locations is insufficient because the loopmay also performmemory accesses. There-
fore, the anonymizing update v must also anonymize these accesses. Anonymizing memory
accesses differs from anonymizing the memory state because accesses are not recorded as
the value of a variable but rather as memory access updates. The concept is to introduce an
anonymizing memory access update that represents an unknown sequence of arbitrary read
or write memory accesses (including the possibility of no access). In the following section
we provide the theoretical foundations of anonymizing memory access updates.

4.3 Anonymization of Memory Access Updates

For defining the semantics of anonymizedmemory access updates, we need a helper function:

Definition 17 (Sequence of anonymized memory accesses updates) The function anonAcc :
ZZ → MemoryAccess∗ gives a sequence of (possibly empty) unknown memory accesses for
the specified length argument.

We can now define syntax and semantics of anonymized memory access updates.

Definition 18 (Anonymized memory access update) The syntax of an anonymized memory
access update is defined by extension of the update grammar rule

〈update〉 ::= …| \anonAccess‘(’〈term〉‘)’
where the argument term is of type int.

Its semantics is defined as

valK,s,β(\anonAccess(id)) = s′ where s′ = (σ, Acc′) with s = (σ, Acc) and

Acc′ = Acc ◦ anonAcc(valK,s,β(id))

To use anonymizing memory updates in the calculus, we need to be able to find out the
length of an anonymized sequence of memory access updates.

Definition 19 (Length of anonymized sequence of memory accesses updates) The length of a
sequence of anonymized memory access updates is given by anonLength : int → int.

Let id denote a term of type int, then

valK,s,β(anonLength(id)) = n where anonAcc(valK,s,β(id)) = acc1 ◦ · · · ◦ accn

Example 18 For the sequent in Example 17 the anonymizing update v is specified as

v := v′ || \anonAccess(id)

where v′ takes care of anonymizing the program variables and array content, id is a fresh
Skolem constant of type int.
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Fig. 11 A selection of calculus rules for (renamed) anonymized memory access update

As before, to enable shifting (“priming”), we need an update to compute the strongest
postcondition in presence of an unknown sequence of memory accesses.

Definition 20 (Renamed anonymized memory access update) The syntax of a renamed
anonymized memory access update is:

〈update〉 ::= …| \anonAccess′‘(’〈term〉‘)’
where the argument term is of type int and the semantics is as follows:

valK,s,β (\anonAccess′(id)) = s′ where s′ = (σ, Acc′) with s = (σ, acc1 ◦ · · · ◦ accn) and

Acc′ =
{

acc1 ◦ · · · ◦ accn−valK,s,β (anonLength(id)) if valK,s,β (anonLength(id)) < n

ε otherwise

A selection of the sequent calculus rules designed for the new update kinds
\anonAccess(id) and \anonAccess′(id) is shown in Fig. 11. We explain them briefly.

• Rule shiftAnonAcc, like previous shifting rules, achieves shifting for anonymized
memory access updates, i.e. it replaces all formulas in the sequent by their strongest
postcondition. In contrast to the previous shifting rules, it does not add information on
the memory locations accessed in the anonymized update, because these are unknown.

• Rule anonAccApp applies the anonymized memory access update \anonAccess(id)

to a formula noRHist(loc, lb), which expresses that there was no read on any location
in ls, except possibly for the preceding i accesses. Applying the update modifies the
number of preceding accesses to the shorter sequence of accesses in the pre-state. This
means instead of going back i steps, we only need to go back lb − anonLength(id)

steps.
• The converse rule renamedAnonAccApp for a renaming update \anonAccess′(id),

instead of decreasing the number of steps going back, increases them by the number of
the memory accesses represented by the anonymized update.

To handle inter-iteration dependences (Sect. 3) it is necessary to extend the theory of
anonymization of memory access updates to anonymized sequences of memory access
updates. While being relatively straightforward, the details are rather technical and can be
found in Appendix B.

Example 19 Our approach generates the following inter-iteration data dependence invariant
for Listing 2 under the assumption that the array object is not null and no access happens
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outside of the array bounds. The invariant guarantees that the nested loop can be completely
parallelized in a sound manner.

noR( a[i..a.length-1][0..a[0].length-1] )

∧ noW( a[i..a.length-1][0..a[0].length-1] )

∧ n̂oRaW( a[0..a.length-1][0..a[0].length-1] )

∧ n̂oWaR( a[0..a.length-1][0..a[0].length-1] )

∧ n̂oWaW( a[0..a.length-1][0..a[0].length-1] )

∧ 0 ≤ i ≤ N ∧ a � .= null ∧ a.length ≥ N - 1 ∧ a[0].length ≥ M - 1

Theorem 4.1 (Soundness and Completeness of JavaDL̂Dep Calculus) The calculus rules of
JavaDL̂Dep program logic are sound and complete.

Proof See [67]. ��
Corollary 4.2 (Soundness of JavaDL̂Dep Calculus) Since all the rules in JavaDL̂Dep are
sound, its calculus is sound.

5 Experiments

We implemented our data dependence analysis approach on top of the deductive verification
tool KeY [1, 12]. Notable additions include (i) an extension of the core logic JavaDL to
JavaDLDep so as to support data dependences, in particular, memory access updates and the
data dependence predicates; (ii) extending the theory of location sets bymatrices and improv-
ing the existing theory by providing additional lemmas and simplification rules; (iii) improved
automation by enabling the proof search strategy to select more specific lemmas when rea-
soning about location sets.

Like the majority of HPC applications, our evaluation focuses on loops over arrays and
matrices. This section shows the result of our analysis for single loops and nested loops in
Sects. 5.1 and 5.2, respectively.

Test cases are inspired by well-known HPC test suites such as Polybench [51] and NAS
[5]. We focus on the computation-intensive parts of test cases from these test suites. The
result shows that our approach is automatic and highly precise.

Thework reported in this paper bumps our approach up fromTechnology Readiness Level5

(TRL) 3 to TRL 4–5 compared to our earlier [68]. We do not claim that our tool is ready to
be fully integrated into a parallelization tool chain. After all, existing analysis tools in HPC
have decades of partially commercial development under their hood, while our approach is
relatively new. Because of the manual effort to prepare programs from test suites, the number
of test cases is somewhat limited (yet representative, see Sect. 5.3).

We carried out our experiments on a laptop with a Core i7-8750H CPU @ 2.2 GHz, 6
Cores (12 logical processors, HT). The number of processors does not affect the performance
of KeY as it is not parallelized. 2 GB of memory is allocated to KeY. For each side proof,
the timeout is set to 5 seconds. The number of conducted proofs is an indication of the
number of data dependence or comparison predicates in the intermediate steps. However,
some predicates are retried for different reasons, e.g., to ensure that a fixed point is reached.

5 https://www.nasa.gov/wp-content/uploads/2017/12/458490main_trl_definitions.pdf.
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The maximum number of steps per such side proof is 5000, unless stated otherwise. Proof
statistics include generating abstract predicates and performing symbolic execution.

5.1 Single Loops

Tables 1 and 2 show the experimental results for the general data dependence loop invariant
generation approach (based on [68]) and the inter-iteration data dependence loop invariant,
respectively. The precondition used in all tests is:

noDep( a[0..a.length-1] ) ∧ a � .= null ∧ a.length > N.

PredicatenoDep(a[0..a.length-1] ) states that the data dependence history before
encountering the loop to be analyzed is not considered (i.e. no dependences exist) so that
we focus on parallelizing the current loop in isolation. The remaining precondition ensures
that the array is not the null reference and that the length of array (a.length > N) is
sufficiently large, and hence, no out of bounds array accesses can occur. The post condition
is set to true and expresses reachability.

The average time taken for generating the loop invariant over three runs is displayed in
the third column. Several factors influence the time required to generate the loop invariant.
For example, the number of iterations the loop invariant generation algorithm needs to reach
the fixpoint is a significant factor. The fourth column (No. of Iterations) illustrates this factor.
Additionally, the presence of conditionals and complex array access patterns also impact the
time needed for data dependence loop invariant generation.

The generated loop invariants differ considerably in most cases when only inter-iteration
dependence is taken into account. This is discussed in detail below. In each test case the time
to generate the inter-iteration invariant is lower than for the data dependence loop invariant.
This can be explained with the fact that less dependences are created in the former case. The
number of proofs for symbolic execution and generating abstract predicates is shown in the
fifth column (No. of Proofs).

The generated data dependence loop invariant is correct if it does not under-approximate
data dependences and precise if it does not over-approximate. All of the generated data depen-
dence loop invariants are correct. However, our approach can lose precision when dealing
with conditionals (test cases conditional and conditionalDiffAccesses1/2/-
3). The reason is that when the symbolic execution engine reaches the if-then-else, it splits
the proof into two branches. To represent both proof branches within a single loop invariant
we join them using the symbolic state merging framework [63]. Therefore, the imprecise
data dependence loop invariant still catches all the data dependences. The imprecision is
about the fact that it does not state whether the data dependence is absent in the if-branch or
the else-branch. It is worth noting that the inter-iteration data dependence loop invariant for
conditional is precise because the conditional statements in these programs only affect
the intra-iteration data dependences.

Our approach loses precision when dealing with non-affine array accesses, as illustrated
in Listing 16a, due to the design of sub-array generation as part of the weakening algorithm
in [68]. On the other hand, unlike other state-of-the-art approaches, we have the capability
to analyze such programs at all.

We discuss some test cases in detail. The program in Listing 12a increases the value of
each array element by one. There is only one type of data dependence present in this loop:
an intra-iterationWaR. Figure 12b shows the generated loop invariant. It is fully precise and
correctly captures the intra-iterationWaR data dependence. Since it is an intra-iteration data
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Table 1 Data dependence loop invariant generation for single loops

Test case Precise Time (s) # Iterations # Proofs

Listing 12a � 21.1 3 145

arrayIncreaseWithFunc � 21.1 3 145

Listing 13a � 23.4 3 132

Listing 14a � 74.7 4 161

Listing 15a � 32.1 3 136

conditional × 20.9 3 118

conditionalWithDiffAccesses1 × 130.5 4 215

conditionalWithDiffAccesses2 × 26.8 3 130

conditionalWithDiffAccesses3 × 36.6 4 143

shiftArrayWithAbruptTermination � 28.2 3 154

stencil � 43.2 3 143

Listing 16a × 57.7 3 164

Table 2 Inter-iteration data dependence loop invariant generation for single loops

Test case Precise Time (s) # Iterations # Proofs

Listing 12a � 16.7 3 158

arrayIncreaseWithFunc � 17.8 3 158

Listing 13a � 21.8 3 164

Listing 14a � 20.5 4 164

Listing 15a � 21.7 3 144

conditional � 14.0 3 112

conditionalWithDiffAccesses1 × 44.7 3 154

conditionalWithDiffAccesses2 × 23.7 3 144

conditionalWithDiffAccesses3 × 24.2 3 182

shiftArrayWithAbruptTermination � 16.7 3 154

stencil � 21.33 3 144

Listing 16a × 20.6 4 164

dependence, its absence is recorded in the inter-iteration loop invariant. Figure 12c shows
the fully precise inter-iteration loop invariant.

Similar to Listing 12a, Listing 13a contains a WaR data dependence on all elements of
array a. Moreover, there is a read operation in line 5 that follows a write operation in line 4,
which together constitute aRaW data dependence. Since both data dependences in Listing 13a
are intra-iteration data dependences, they are both ignored by the inter-iteration loop invariant
in Fig. 13c.

In Listing 14a, there is WaR data dependence on all elements of array a except for a[0],
since it is never read. The generated loop invariant is depicted in Fig. 14b. As this data
dependence is an inter-iteration data dependence, it is also present in the inter-iteration loop
invariant in Fig. 14c.

Similar to Listing 14a, the program in Listing 15a contains a WaR data dependence.
Moreover, there is a read in line 5 after the write in line 4, which together constitute a RaW
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Fig. 12 “Array increase” example and its loop invariants

Fig. 13 “Array increase and sum” example and its loop invariants

data dependence. Since the RaW data dependence is an intra-iteration one, it is disregarded
by the inter-iteration loop invariant in Fig. 15c. Although the loop invariant precisely captures
the data dependences, it fails to include predicate noR( a[0] ) due to the heuristic used
for generating sub-arrays. Because of that we cannot claim that our approach generates a
fully precise data dependence loop invariant for this test case. On the other hand, this loss
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Fig. 14 “Array shift” example and its loop invariants

Fig. 15 Array shift and sum Listing, and its invariants

of precision does not harm the data dependence analysis goal for the example, because there
are no data dependences on a[0] .

Listing 16a has a non-linear array index. As the KeY deductive verifier supports non-
linear operations on integers, we can, in principle, handle such array accesses. On the other
hand, we cannot generate fully precise results in such cases. The reason is that our sub-array
generation (part of the weakening algorithm) is designed for linear array access. It would be
too expensive to generate non-linear sub-arrays.
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Fig. 16 “Non-linear array access” example and its loop invariants

Table 3 Data dependence loop invariant generation results for nested loops

Test case Precise Time (min) No. of Iterations No. of proofs Proof steps

readMatrix � 14.7 3 2046 5000

conditionalRead × 14.8 3 2046 5000

Listing 17a � 37.9 3 2389 10000

Listing 18a � 54.4 3 2452 10000

Listing 19a � 73.1 3 2769 10000

multipleArrays � 0.65 4 333 5000

5.2 Nested Loops

Similar to Sect. 5.1, in the following test cases, except for test case Multiple Arrays , the
precondition is:

noDep( a[0..a.length-1] ) ∧ a � .= null ∧ a.length > N ∧ a[0].length > M.

Our approach requires matrices to have a rectangular shape, where the length of all rows
is equal to a[0].length.

We present test cases with an imperfect nesting of loops to demonstrate that our approach
can handle them, unlike tools that exclusively handle perfectly nested loops [14, 47].

Table 3 contains the outcome of our experiments with nested loops. The last column
shows the maximum number of steps each proof is allowed to take. All the generated loop
invariants are correct. Except for the loop invariant of conditionalRead, all the results
are precise. However, our approach loses precision when generating the loop invariant for
conditionalRead due to the presence of a conditional statement.

Unlike the results for single loops in Table 1,where our approach on average takes around a
minute to generate results, it takes severalminutes to generate data dependence loop invariants
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Fig. 17 Nested loop with intra-iteration WaR

Fig. 18 Nested loop with inter-iteration data dependence in inner loop

for nested loops over matrices (time is given in minutes). This is due to the presence of
matrices, rather than nested loops. For example, the test case multipleArrays needs less
than a minute to analyze a nested loop over one-dimensional arrays. With more effort spent
on improving reasoning about multi-dimensional location sets, it would be possible to reduce
the runtime, however, the important aspect is that full automation is achievable. In an offline
analysis is here, the runtime is somewhat secondary.

Listing 17a shows an imperfectly nested loop with intra-iterationWaR data dependence in
the inner loop. The outer loop invariant in Fig. 17b captures this data dependence and reveals
that there is no RaW orWaW data dependence on matrix a. Furthermore, it demonstrates that
at each iteration i, the array elements of row i and subsequent rows are not read or written.

In Listing 18a, there is an inter-iteration WaR data dependence in the inner loop. The
generated loop invariant for the outer loop is shown in Fig. 18b and it correctly detects and
describes this data dependence. The loop preserves predicates about the matrix not being null
and its dimensions being lower bounds. These predicates appear in the loop invariant.

Additionally, the analysis generates precise predicates showing the lower andupper bounds
of the loop indices.

In Listing 19a there exists an inter-iteration WaR data dependence within the outer loop.
This dependency is correctly captured by the precise loop invariant generated for the outer
loop shown in Fig. 19b.

5.3 Threats to Validity

We reflect on the design of our experiments and in particular the threats to the validity of the
evaluation.
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Fig. 19 Nested loop with inter-iteration data dependence in outer loop

A primary internal threat that could impede generalization of the experimental results is
that the programming language we analyse is Java, while in our application domain High-
Performance Computing (HPC) most programs are written in C. The reason why we can still
transfer our results is situated in the nature of HPC programs whose critical components (for
parallelization) are loops. Pointer arithmetic typically is restricted to the indexed access of
array elements. This usage scenario is benign and aligns directly with array accesses in Java.
The examples used in our experiments are direct and straightforward translations from C.

Another issue to be aware of is that data dependence analysis is integrated into paralleliza-
tion tools. Unfortunately, all state-of-the-art tools we looked at, do not provide statistics on
their data dependence analysis results in isolation. This makes it difficult to compare our
approach directly with HPC parallelization tools. In consequence, in future work we intend
to integrate our analysis into a state-of-art parallelization tool, see Sect. 7.

Among the external threats is the relatively small number of experiments done in our
evaluation. However, more important than quantity of the test cases is their quality. Many of
the programs in HPC test suites [5, 51] constitute minor variations of each other. We care-
fully analyzed their main features and extracted those that pose a challenge for dependence
analysis.

Loops with conditional statements are difficult for dynamic data dependence analysis
and often cause under-approximation, while our approach ensures correctness. Over-
approximation in our approach occurs due to theweakening heuristics used during abstraction
and the design of the abstract domains (contiguous areas). As Example 15a shows, it is far
from obvious, whether full precision pays off with respect to the final goal of parallelization.
On the other hand, our approach is fully precise in collecting dependences during symbolic
execution and, therefore, could be refined, if so desired.

We include experiments containing nested loops with row- as well with as column-wise
transposition of values. Many of our test cases give substantially different results once only
inter-iteration dependence is taken into account. Our test cases include non-linear array access
patterns, demonstrating that our approach does not reject programs with non-linear array
indices but can deal with them to a certain degree (and otherwise soundly over-approximates).

Our approach works on code sequences or loops that were isolated from a surrounding
program that also has code for data setup, user interaction, visualization, etc. This is sufficient
for the application scenario of code parallelization and it drastically reduces the overall time
and memory usage relative to what would be required to analyze the entire code of an
application program.

In our experiments we assumewell-behaving programs in the sense that no runtime excep-
tions are triggered, for example by accessing an array out-of-bounds or a null reference. In
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general, this might introduce dependencies undetected by our experimental setup. However,
in the context of our application domain this is a reasonable assumption, because otherwise
programs would abort at runtime (they are often C programs leading to a segmentation fault).
A possible spurious data dependence is of no interest for the parallelization effort, because
it will disappear when fixing the underlying issue, or else, if the fix introduced that data
dependence, then it would be detected in a subsequent run of our tool. On the other hand, our
approach would work perfectly well in presence of runtime exceptions, because we could
simply use the state merging technique (as we do already for conditionals) to include the
proof branches that contain exceptional behavior.

6 RelatedWork

Related work can be mainly categorized into two groups: (i) data dependence profilers (Sec-
tion 6.1), and (ii) loop invariant generation (Section 6.2). Section 6.3 covers other work that
investigates related problems.

6.1 Data Dependence Profiling

Detecting data dependences is an NP-hard problem [52], therefore it can only be approx-
imated. In the literature this approximation is done statically, dynamically, or in a hybrid
fashion.

Static Approaches. Static data dependence analysis approaches [2, 3, 7, 23, 45, 53–55, 65]
soundly find all data dependences that can occur based on compile time information. For
efficiency reasons, the analysis is over-approximated. For this reason, these approaches are
prone to false positives as some data dependences might be resolved only at runtime. In addi-
tion to loss of parallelization opportunities due to over-approximation of data dependences,
these techniques are limited to loops with affine linear bounds and linear array indices [7,
14, 23, 43, 45].

In contrast, our approach is based on a fully precise and faithful program logic using
symbolic execution interleaved with first-order reasoning to prove the absence of data depen-
dences. We are not limited to affine nested loops, and the loop index does not need to change
linearly. Our logic is able to represent non-linear integer constraints and the calculus is able to
prove some non-linear problems automatically. We have the possibility to export sub-goals
to SMT solvers [9]. Because of this, we can profit from the quickly evolving capabilities
regarding non-linear arithmetic in the automated reasoning area.

Dynamic Approaches.
Dynamic parallelization tools [26, 39, 40, 66, 71] use dynamic data dependence analysis
techniques that capture data dependences at runtime. These analyses are susceptible to false
negatives, because they rely on runtime informationwhichmaybe incomplete: It is impossible
to know whether the executed runs cover all dependences that may occur. Therefore, these
approaches might suggest unsound parallelization based on the erroneous absence of data
dependences in traversed paths. In addition, these techniques that are based on profiling have
a large runtime overhead (a factor of 100 or more [50] relative to a normal run). Increasing
the diversity of inputs, enlarges the set of data dependences identified by dynamic analysis
tools, but also increases the overhead correspondingly.
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Although our approach is static, it retains advantages of the dynamic approaches, because
it uses fully precise symbolic execution. By distinguishing different symbolic execution paths
we can safely use all path conditions from proven symbolic execution paths in conditional
parallelization even for a failed proof attempt.

Hybrid Approaches.
Combining static and dynamic data dependence analysis approaches results in hybrid
approaches with higher precision and potentially reduced runtime. Sampaio et al. [60] apply
static dependence analysis and use the result for parallelization. It then generates tests to
validate at runtime whether it can be taken. Rus et al. [58] use static analysis. They formulate
conditions and insert them into the source code. These conditions evaluate at runtimewhether
a loop can be parallelized or not.

DiscoPoP [47, 50] runs dynamic analysis only for code sectionswhere the data dependence
detection requires runtime information. The framework has a lower profiling overhead than
the other approaches named here. It uses the combination of the following techniques to
profile data dependences in a hybrid fashion: (i) Static extraction of data dependences from
loops. Subsequently, loops are excluded and profiling data dependences is only performed
outside loops. In the end, static and dynamic dependences are mrged. This technique is,
however, limited to polyhedral loops. (ii) Static identification of data dependences among
scalar variables, not including passed-by-reference parameters and pointers. Then, identify
memory instructions that create the dependences and exclude them from parallelization. This
technique includes profiling data dependences in polyhedral loops.6

Compared to the hybrid tools, our approach is not limited to specific shapes of loops or
functions to produce sound results. In addition, we support multi-dimensional arrays and
pointers that are left out of the analysis by the hybrid tools mentioned above.

6.2 Loop Invariant Generation

Various loop invariant generation techniques are general or generic in the sense that they
do not cover data dependences, while our approach is domain specific. On the other hand,
these techniques are not general enough because they come with many limitations, e.g., only
covering polynomials, only allowing integers, not covering arrays, etc., while our approach
supports a larger grammar [25].

Loop Invariant Generation with Predicate Abstraction
There is a vast research corpus on loop invariant generation using a variety of techniques
like abstract interpretation (including shape analysis and predicate abstraction) [6, 17, 32],
templates [16, 21, 22, 49], recurrence equations [31, 41], learning [64], etc. Our approach is
an extension of [70] to loop invariant generation for dependence predicates. All mentioned
approaches focus on functional properties of a loop. To the best of our knowledge, none
of them has been adapted to generate loop invariants that capture (the absence of) data
dependences.

The approaches used in the paper [24] and in the Boogie verifier [8] like our approach
abstract a loop with predicates containing free variables. However, the first-order calculus
that quantifies over these variables is separate from the calculus that infers an invariant in a
proof. In consequence, there is no overarching soundness argument which relies on correct
translation of proof objects between both formalisms. In contrast, our approach uses the same
logical calculus for generating the loop invariant as for inferring loop invariants, dispensing

6 Loops with affine bounds and array accesses.
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with the need to translate back and forth, and soundness is based on the same semantics.
In addition, our approach permits fine-grained interleaving of constraint solving, predicate
abstraction, and symbolic execution which is important for performance.

Loop Invariant Generation for Nested Loops
Loop invariant generation for nested loops with conditionals is rarely addressed in the

literature. The method in [34] generates loop invariants only when program variables are
integers and assignments to program variables are polynomial expressions. In contrast, our
approach allows arrays in addition to integer variables, and assignments can include function
and procedure calls on program variables.

6.3 OtherWork with a Relation to Data Dependences

Information Flow
There is some resemblance between data dependences and secure information flow [59].

Indeed, both problems can be approached by deductive verification (our approach and [10, 18,
61], respectively). But whereas information flow is a relational property, data dependence is
essentially a reachability problem. Also, the latter is more fine-grained, because it is sensitive
to the order of memory access.

Static Analysis of Array Programs
Static analysis of array programs is another line of research close to ourwork.The approach

in [20] formulates the problem in terms of reasoning about (partial) access permissions.
They analyze the loop body to obtain a permission precondition for a single loop iteration.
Permission is defined as the maximum over the variables changed by the loop execution.
Unlike our approach, they only record the type of memory accesses and not their order.

Specification Techniques for Capturing Loop Data Dependences
Specification techniques for capturing loop data dependences for correct loop paralleliza-

tion is another aspect of our work. Blom et. al. [13] suggest to generate iteration contracts to
capture data dependences between different loop iterations. Their technique requires a user
to provide part of the specification manually that our approach can generate automatically.

7 FutureWork and Conclusion

Problems deriving from theHPC area, including dependence analysis, constitute a promising,
but so far overlooked, opportunity for deductive verification technologywhich has immensely
maturedduring thepast years [29]. State-of-the-art data dependence analysis tools proposed in
theHPCcommunity suffer fromover-approximation and, occasionally, under-approximation.
In contrast, our approach provides highly precise and always sound results. The challenge is
to make use of the power of deductive verification while staying fully automatic.

Our starting point is the formalization of common data dependence properties in an
expressive program logic, including the first formally precise semantics of inter-iteration
dependence. The logic is the basis for employing a deductive verification tool to reason
about these properties. The central focus was on generating loop invariants for loop shapes
as they typically occur in HPC applications. These invariants capture existing intra- and inter-
loop iteration data dependencies with high precision. Being based on predicate abstraction,
our automatic loop invariant generation is sound by design, which means there is no under-
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approximation, and hence, no data dependence is missed. This enables safe parallelization
based on our analysis.

Our analysis is an ideal starting point for parallelizing loop iterations (for example, apply-
ing DoAll, reduction, and geometric decomposition patterns [30, 33]). Not to differentiate
between intra- and inter-iteration data dependences, as in our earlier work [68], is only
appropriate when the goal is to parallelize the body of each loop iteration (for example, when
applying the pipeline pattern). Otherwise, too many spurious dependences are generated.

But data dependence analysis is one step in the parallelization process. Currently, our
approach is stand-alone and needs to be integrated with an existing auto-parallelizer. This
will enable us to also evaluate the practical impact of our approach for parallelization.

Regarding other future work, we are investigating further refinements of the lattices
(abstract domains) used in the loop invariant generation. Another line of work is to extend
the reach of automation with respect to array access using non-linear indexing expressions.

In addition, we are interested in generalizing our approach to synthesize method contracts
for reasoning in a modular manner about code data dependences. Specifically, it is promising
to automatically generate frame conditions, as used in verification annotation languages [11,
42], that describe which part of the memory a given method reads from or writes to.

A further use of our approach may open up in the area of information flow security.
There, programs are analysed for information leaks to ensure confidentiality and privacy.
Determining data dependences can rule out certain leaks of confidential data.
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Appendix A Formal Definition of Memory Access Predicates

The syntax of a memory access predicate is
〈fml〉 ::= …| rPred ‘(’〈term〉, 〈term〉‘)’ | wPred ‘(’〈term〉, 〈term〉‘)’
where the term given as first argument denotes a location set and the second term an integer.
Its semantics specifies that the i-th most recent memory access of the given kind was limited
to locations ls and is defined as follows (the semantics of wPred is analogous):

s(rPred) = {(ls, i) | s = (σ, Acc), 0 ≤ i < n,

Acc = 〈acc1(ls1)〉 ◦ . . . ◦ 〈accn−i (lsn−i )〉 ◦ . . . ◦ 〈accn(lsn)〉,
and accn−i = Read and lsn−i = ls}
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Appendix B Anonymization of a Sequence of Memory Access Updates

Analogous to anonymization of memory access updates, for defining the semantics of
anonymized sequence of memory access updates, we need a helper function:

Definition 21 (Sequence of sequence of anonymized memory accesses updates) The function
̂anonAcc : ZZ → SequenceOfMemoryAccess∗ gives a sequence of sequences of (possibly

empty) memory accesses for the specified length.

We extend Definition 14 to contain all the location sets that are read in multiple array
iterations.

Definition 22 (Extended projection) For itrSeq = âcci ©· · ·© âcc j the extended projection
function is defined as

⏐

�

R(i tr Seq) :=
j

⋃

k=i

nk
⋃

l=1

{ls(k,l) | âcck = acc(k,1) ◦ · · · ◦ acc(k,nk )

and acc(k,l) = 〈Read(ls(k,l))〉}
collects all memory locations read in loop iterations i to j. We extend the write projection
function analogously:

⏐

�

W (i tr Seq) :=
j

⋃

k=i

nk
⋃

l=1

{ls(k,l) | âcck = acc(k,1) ◦ · · · ◦ acc(k,nk )

and acc(k,l) = 〈Write(ls(k,l))〉}.
Using the anonymized sequence of memory access updates and the extended projection

functions, we define syntax and semantics of anonymized sequence of sequences of memory
access updates.

Definition 23 (Anonymized sequence of sequences ofmemory access update) An anonymized
sequence of sequences of memory access update is defined by extension of the update gram-
mar rule:

〈update〉 ::= …| ̂\anonAcc ‘(’〈term〉, 〈term〉, 〈term〉‘)’
where the first two arguments are of type LocSet and the third term is of type int. Its
semantics is as follows:

valK,s,β( ̂\anonAcc(r Locs, wLocs, id)) = s′

where s′ = (σ, Âcc
′
) with s = (σ, Âcc), Âcc

′ = Âcc © ̂anonAcc(valK,s,β(id)),

rLocs = ⏐

�

R
̂anonAcc(valK,s,β(id)), and wLocs = ⏐

�

W
̂anonAcc(valK,s,β(id)).

To use ̂\anonAcc in the calculus, we need to be able to find out the length of an
anonymized sequence of sequence of memory access updates.

Definition 24 (Length of anonymized sequence of sequence of memory accesses updates)
The length of anonymized sequence of sequence memory accesses updates is given by

̂anonLength : int → int. Let id denote a term of type int, then

valK,s,β( ̂anonLength(id)) = n where valK,s,β( ̂\anonAcc(id)) = âcc1 © · · · © âccn
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Example 20 For the sequent in Example 17 the anonymizing update v is specified as

v := v′ || ̂\anonAcc(id)

where id is a fresh Skolem constant of type int and v′ takes care of anonymizing the
program variables and array content.

As before, to enable shifting (“priming”), we need an update to compute the strongest
postcondition in presence of an unknown sequence of sequences of memory accesses.

Definition 25 (Renamed anonymized sequence of sequences of memory access update) The
syntax of a renamed anonymized memory access update is:

〈update〉 ::= …| ̂\anonAcc′ ‘(’〈term〉, 〈term〉, 〈term〉‘)’
where the first two arguments are terms of typeLocSet the last argument term is of typeint
and the semantics is as follows:

valK,s,β ( ̂\anonAcc′(r Locs, wLocs, id)) = s′ = (σ, Âcc
′
)

with s = (σ, âcc1 © . . . © âccn),

Âcc
′ =

{

âcc1 © . . . © âcc
n−valK,s,β ( ̂anonLength(id))

if valK,s,β ( ̂anonLength(id)) < n

ε otherwise

rLocs = ⏐

�

RvalK,s,β ( ̂\anonAcc′(id)), and wLocs = ⏐

�

WvalK,s,β ( ̂\anonAcc′(id))}.
Figure 20 shows a selection of the rules for the new kinds of updates
̂\anonAcc(r Locs, wLocs, id) and ̂\anonAcc′(r Locs, wLocs, id). We explain them

briefly below:

• Rule shiftItrAnonAcc, like other shifting rules, realizes shifting for an anonymized
sequence ofmemory access updates. In otherwords, it replaces all formulas in the sequent
with their strongest postcondition. Similar to shiftAnonAcc, it does not add information
on the memory locations accessed in the sequence of anonymized updates, as these are
unknown.

• Rule itrAnonAccApp applies an anonymized sequence of memory access updates,
namely, ̂\anonAcc(r Locs, wLocs, id), to formula n̂oRaW(ls, rLs,wLs, futRLS). This
formula expresses that there is no read-after-write data dependence on any location in ls;
at the current iteration s location sets rLs and wLs have been read and written, respec-
tively. The processed loop iterations up to the current one have read futRLS. The update
has to be applied on all arguments to ensure soundness. Location sets rLocs and wLocs
are added to the location sets rLs andwLs that are read and written in the current iteration
of the loop.

• Rule itrAnonAccAppOnHist applies the anonymized sequence ofmemory access updates
to a formula ̂noRatHist(loc, lb),which expresses that therewas no readon any location
in loc, except possibly for the preceding lb iterations. Applying the update modifies the
number of preceding iterations to a shorter sequence in the pre-state. This means instead
of going back lb iterations, we only need to go back lb + anonLength(id) iterations.

• Rule renamedItrAnonAccApp acts opposite of rule itrAnonAccAppby eliminating rLocs
and wLocs from location sets rLs and wLs.

• Rule renamedItrAnonAccAppOnHist has the opposite effect of itrAnonAccAppOnHist.
Instead of decreasing the number of steps going back, we increase them by the number
of iterations represented by anonLength(id).
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Fig. 20 A selection of calculus rules for (renamed) anonymized sequence of memory access updates applica-
tion
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