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Digital fatigue is increasing due to ongoing digitization, yet understanding digital processes remains crucial.
Cybercriminals exploit the lack of knowledge and awareness among users. To address this, we developed
“Hook & Match”, a Pair Matching Phishing Card game, which combines the familiar non-digital principle of
pair matching with phishing education to avoid contributing to digital fatigue. In “Hook & Match”, players
match cards to learn how to distinguish different phishing attempts from legitimate examples.

Our evaluation shows that playing “Hook &Match” significantly improves users’ ability to identify phishing
compared with legitimate cases. We also investigated whether prior knowledge had an impact on the learning
outcomes and found that, regardless of their initial level of expertise, both knowledgeable users and novices ben-
efited from playing the game. However, participants with the lowest initial level benefited the most.This demon-
strates that “Hook & Match” is an effective tool for phishing education without exacerbating digital fatigue.
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1 Introduction
As cyber attackers continue to exploit human vulnerabilities, phishing attacks have become one of
the most pervasive and insidious threats in the digital landscape. The Anti-Phishing Working
Group (APWG) reported a record number of 4.7 million phishing attacks in 2022, representing an
alarming increase of over 150% for each year since 2019 [1]. These statistics underscore the critical
need for effective countermeasures to prevent and mitigate phishing attacks.

Phishing awareness measures are already a large area of focus, with significant improvements
in people’s ability to distinguish phishing from legitimate messages achievable through targeted

This work was funded by the Topic Engineering Secure Systems, subtopic 46.23.01 Methods for Engineering Secure Systems,
of the Helmholtz Association (HGF) and supported by KASTEL Security Research Labs, Karlsruhe.
Authors’ Contact Information: Benjamin Maximilian Berens (corresponding author), AIFB / SECUSO, Karlsruhe Institute
of Technology, Karl-sruhe, Germany; e-mail: Benjamin.Berens@kit.edu; Sebastian Pape, Social Engineering Academy
(SEA) GmbH, Olching, Germany; e-mail: sebastian.pape@social-engineering.academy; Melanie Volkamer, AIFB / SECUSO,
Karlsruhe Institute of Technology, Karl-sruhe, Germany; e-mail: melanie.volkamer@kit.edu.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License.

© 2026 Copyright held by the owner/author(s).
ACM 2471-2566/2026/11-ART41
https://doi.org/10.1145/3833421

ACM Trans. Priv. Sec., Vol. 29, No. 4, Article 41. Publication date: November 2026.

https://orcid.org/0000-0002-9284-7924
https://orcid.org/0000-0002-0893-7856
https://orcid.org/0000-0003-2674-4043
https://doi.org/10.1145/3833421
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://doi.org/10.1145/3833421


41:2 B. M. Berens et al.

training. An approach that has shown promise is game-based learning, which leverages interactive
and engaging experiences to educate users about cybersecurity best practices [2–4]. However, most
existing measures have been designed digitally, mainly because they relate to a digital topic.

Moreover, increasing digitization of all areas of life has led to a growing concern: digital fatigue.
As people become increasingly overwhelmed by the demands of the digital world, their ability to
cope effectively with cybersecurity threats is compromised [5]. This phenomenon highlights the
need for alternative approaches that do not contribute to digital overload.

In addition, most measures are designed under the concept that someone learns by being taught,
rather than through self-directed learning or active problem-solving. Despite this, research suggests
that active learning, in which individuals engage in hands-on problem-solving and critical thinking,
can significantly improve the effectiveness of learning [6, 7]. By allowing learners to discover
concepts and solutions on their own, they are more likely to internalize knowledge and apply it in
real-world scenarios [8].

Our study addresses these problems by evaluating an analog game-based approach to phishing
awareness training. The “Hook & Match” is designed to increase the user’s competence in distin-
guishing between phishing and legitimate messages through interactive gameplay, without relying
on digital technology. In contrast to existing measures, our approach provides a unique opportunity
for users to engage with cybersecurity education in a non-digital context.

In this article, we present four key contributions:
(1) Development of an analog single player self-directed learning game for the digital topic of

phishing
(2) The game receives positive feedback and seems to be enjoyable for players
(3) The game contributes to a more effective distinction between phishing and legitimate mes-

sages
(4) Initial insights into the relationship between general security behavior intention/attitude and

improvement in distinguishing between phishing and legitimate messages

2 Related Work
Research in security awareness has led to various measures being developed, including games that
focus on game-based learning compared with gamification, where only gaming elements are added
to an intervention [9]. Game-based learning aims to maintain motivation during gameplay and
achieve better effects in terms of effectiveness.

2.1 Security Awareness Measures
several awareness-raising measures are available, although there are still some gaps [10]. These
measures include videos on phishing [11] and games that address different areas of knowledge in
software engineering [12] or specific topics such as phishing [13]. Most of these approaches require
both the visual design and content development phases, enabling the transportation of information
visually and textually. However, they often have device-specific requirements, such as laptops or
AR/VR devices. Examples include games for regular computers [14–18] and apps for mobile devices
[19, 20]. The closest work to our game is Protect [21], which requires players to match given attacks
with corresponding defenses, but it is a digital game that covers social engineering in general.

2.2 (Card) Games and Game-Based Learning
Analog tabletop games for security training or awareness raising are numerous, targeting different
areas in academia [22–28]. These games are often more complex than our game. Analog card
games have been used for centuries in various forms, including those that introduce functional
programming concepts [29]. Anyway, many of these games require a lecture beforehand and have
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only been tested with computer science students. Commercial security mini-games similar to our
game often lack public descriptions and published evaluations.

Our game is closest to the work by Fatima et al. [30, 31], which uses social skills flashcards for
kids, presenting scenarios on one side of the card and asking questions about whether to open links
or not. Although both games share a similar purpose and focus on phishing, our game covers more
topics within the domain.

2.3 Self-Directed Learning
Effective learning methods have been extensively studied in educational research, and various
approaches have emerged to address different learning needs and goals. Self-directed learning, often
associated with adult education and lifelong learning, emphasizes autonomy and self-regulation
as crucial factors for successful knowledge acquisition. Research by Knowles [32] has highlighted
the importance of self-directed learning in fostering critical thinking skills and personal growth,
although it also points out that this method requires learners to have prior knowledge and intrinsic
motivation. Bandura’s [33] theory of self-efficacy further supports the idea that confidence in one’s
ability plays a significant role in effective self-directed learning.

On the other hand, instructor-led learning represents a more traditional approach, with extensive
research indicating its effectiveness in guiding learners through complex subjects. This method is
particularly valued for its structured environment and immediate feedback mechanisms, which are
essential for clarifying doubts and ensuring comprehension. However, critics argue that instructor-
led learning may lack flexibility and adaptability to individual learning styles, potentially hindering
the development of self-directed learning habits [34].

Video-based learning has gained prominence with the rise of online platforms, offering a unique
combination of visual, auditory, and textual elements that enhance memory retention and under-
standing. Studies on multimedia learning suggest that this approach can make complex information
more accessible and engaging to learners [35]. Nevertheless, challenges such as information over-
load or lack of interactivity have been noted in passive video consumption, highlighting the need
for additional interactive elements to maximize its effectiveness [36].

In summary, existing research provides valuable insight into the effectiveness of self-directed,
instructor-led, and video-based learning methods. However, self-directed seems to be under-
represented in security research. This study aims to contribute by developing a self-directed
security awareness measure about phishing and evaluating its effectiveness.

3 Methodology
In this chapter, we provide a comprehensive description of the necessary prerequisites and steps
involved in the development (see Section 3.1) and evaluation (see Section 3.2.4) of “Hook & Match”.

The first subsection begins by outlining the prerequisites derived from previous research
and the essential requirements that the game must fulfill. Subsequently, we detail the con-
crete steps of the development process, including the structural and design aspects of the
game.

The second subsection focuses on the necessary steps towards evaluating our card game. This
includes a description of the pertinent research questions and existing hypotheses that guide our
evaluation. In addition, we address ethical considerations and conclude by outlining the data and
analysis plan required to address the research questions. The final section delves into the actual
implementation of the study, providing a detailed description of the study procedure, including
laboratory and online test sections.
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3.1 Game Development
In the following, we explain how we developed “Hook & Match” and which factors were decisive
for the development. The requirements for playing the game are determined in the first step. These
are derived from previous research or experience. The next step describes in detail the process of
creating the game. This includes the content and the structure of the game.

3.1.1 Requirements. The game was designed based on the following requirements. For each re-
quirement, we provide a rationale and brief description how we designed the game to fulfill
them.

Req.1 - The game should be playable without the need of a screen. The game could be designed as a
computer or mobile game. However, we decided to aim for a physical game. Although both formats
have their benefits and limitations, the following reasons led to a physical and analog game: A
digital game would have contributed to digital fatigue by further increasing the players’ screen
time. Furthermore, Denning et al. [22]’s reasons apply in our case, as well: Physical games may be
attractive to people who do not like computer games. They do not require hardware or digital
resources, except for a table. Physical games allow to browse its components without playing. This
allows even people who do not want to play the game to benefit from it. As a result, we decided to
develop a board or a card game.

Req.2 - It should be reasonably easy and affordable to distribute the game to a large group of players.
Possible use cases for such a card game are very diverse. It can be distributed as a small giveaway,
similar to a flyer, either personally at trade fairs or by mail. As a consequence of Req.1, the decision
was made between a board and a card game. A card game seems to be the better choice as it
involves less material and is therefore cheaper and more sustainable to produce and distribute.
Especially a larger board game is more difficult to distribute in larger quantities at trade fairs, and
the production costs for any figures and for shipping are also significantly higher.

Req.3 - Playing our game should not require a particularly large investment of time. In the organi-
zational context as well as in the private context a shorter play time results in a higher reactance to
start playing at all. Furthermore, for longer games, it is difficult to pay the same attention over time,
which might result in a decreasing uptake of the knowledge/awareness if the game lasts longer.

In addition, short measures have already been shown in the past to be an effective way of
conveying knowledge. In the context of this study, we define short as less than 25 minutes. This
time is in the lower area of the range of 25 to 90 minutes that has been found in the literature to be
effective for a learning phase [37, 38].

Consequently, similar to Req.2 a card game with a simple rule set seems to be the better
choice, as it involves less material to study and therefore player spend less time before the
game on learning a complex rule set. In case the time for playing is limited the time to learn
a complex rule set might be reducing the time playing the game and learning the important
information.

Req.4 - The game should target private individuals. Our impression is that there is more lack of
support for private individuals than for employees in a working environment as the latter can be
more easily targeted with specific training inside the company. This also means that texts and
URLs would have to be created specifically for the tools within the company that runs the measure
to be effective [39]. We address this requirement by choosing examples from personal life areas
such as online shopping or online banking, rather than areas more typical in the business world
(e.g.mails from human resources or invitations to online meetings).
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Fig. 1. Exemplary illustration of the back of the cards (annonymized) forming multiple logos as a solution
for users to know what cards are at the right position.

Req.5 - The game should use a format common to the majority of players. The game should use a
format that many people are familiar with. Considering Req.1 this would be either a card game or a
board game. However, as already discussed, a card game seems to be the better choice. Card games
represent a common form of leisure activity and have existed for decades if not centuries. As a
game mode, we consider matching two cards to each other, which has also existed in many forms
over a very long period of time e. g. (quizlike) Memory or Domino.

Req.6 - The game should work without the involvement of an expert or game master. The need for a
game master or expert significantly restricts the ease of playing as time and location need to be
arranged and the player would be dependent on planned sessions. We already mentioned that the
game will be based on matching pairs in Req.5. We facilitate two ways in which players can find
the correct solution. Within the game: the content of the cards is designed in such a way that only
one pairing matches. Even if it is the case that some cards deal with similar topics. Thus, only one
suitable pairing can be found through the overall picture of all card pairs. In addition, the sentences
used help to find this pairing even if the user is unsure or if several pairings appear thematically
appropriate at first. Thus, the sentence structure in the combination of the two cards can often
exclude a wrong pairing due to grammatical errors. This is deliberately used to stimulate the user
to take active consideration of possible errors in the pairing. After the game: We have printed
a graphic on the back of the cards, which only gives a correct picture if all cards are arranged
correctly (see Figure 1 for an exemplary illustration). With this solution, it is possible for the users
to generate the correct solution even without a game master. Afterwards, the users can check
which cards they have placed incorrectly. The principle is similar to the tutor systems originally
designed for students, but also used in other serious games [40]. Being able to have a look at the
solution by oneself allows the players to reflect on their own solution without having to justify it
to another person.

Req.7 - The game should work for a single player. While not as difficult as scheduling an
appointment with a game master or expert, the need to find teammates or opponents negates many
of the benefits of a short game, as it requires more planning, e. g. by scheduling an appointment. In
addition, we want our work to focus on the individual activity in learning, not on team work or
collaborations. We therefore decided to aim for a single player game.

Req.8 - The game should cover all areas of knowledge about phishing. Although the game should be
short, our goal is to cover all relevant areas of phishing. For the identification of all relevant areas,
we rely on the concept proposed by [41] which includes different forms of phishing tricks, basic
awareness of the topic and assistance for the URL. The game should include an introduction to the
topic, the tasks of detection of (i) implausible, fraudulent messages, (ii) messages with dangerous
links, and (iii) messages with dangerous attachments. A more detailed description can be found
in Section 3.1.2.
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Fig. 2. Example of the design for round 1 and round 2. The card game has a number in the top right corner
for the beginning of the sentence and a symbol to indicate which round the end of the sentence belongs to
(rectangular or star).

In summary, we aim at creating a short paced, single player card game without supervision
which is easy to learn and covers all relevant areas of phishing.

3.1.2 Game Development. For the development of “Hook & Match”, we first met the requirements
listed in Section 3.1.1. Within that section, we already argue how the requirements will influence
the properties of our game. Additionally, we followed guidelines and principles (e. g. interactivity
increases personal agency and therefore raises the meaningfulness of a game and it’s content
[42–44]) that should ensure the effectiveness of the game. The purpose of “Hook & Match” is to
teach the most important tips to better distinguish between phishing and legitimate messages. The
game consists of 56 different cards, played in two rounds (28 cards arranged in each round): 28
green cards with the beginning of the sentence and 28 white cards with the end of the sentence,
all numbered. The goal of the game is to match the beginning and end of different sentences. Two
matching cards form a correct set. The game can be played in two rounds (marked with a rectangle
for round 1 or a star for round 2). Each round contains 14 sets of arranged cards (see Figure 2).

The participants start with the first set and arrange all 14 green cards (see Table 8) next to each
other in ascending order and then relate the matching white cards (see Figure 3). The goal of the
game is to find the correct sentence ending for each sentence beginning, i. e., to place the matching
white card below the respective green sentence beginning card. It is important that the cards are in
the correct order. Once the players are done with the relation, they can turn over all cards, and if
the cards are arranged correctly, a solution combination of logos will appear to allow the players
to check if they have matched the cards correctly. If not, players can rearrange the white cards to
match the logos. Afterwards, the players can look again at the rearranged front sides of the cards
to study the correct solution. The second sets of cards (see Table 9) is played in the same way.

The content of the cards is based on different attack methods that can occur in phishing e-mails.
“Hook & Match” is structured as follows (for the translated version of the cards see Table 8 and
Table 9 in Appendix C):
Sender: Players should learn/know that the sender name of a mail is freely configurable as is the

who-area of the sender email address, although the later might provide some hints about the
sender. (Cards 1 to 6)

Link: Players should learn/know that on a desktop device, they should use the mouse to move over
a link to display the URL, because clicking on a link can lead to an attack installing malware.
(Cards 7 to 10)

HTTPS: Players should learn/know the meaning of https, but that it does not prevent criminals
from also using it. (Cards 11 to 12)

Who-Area: Players should learn/know to pay special attention to the Who-Area when viewing a
URL. (Cards 13 to 14)
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Fig. 3. Example of participant round 1 result.

URL: Players should distinguish legitimate from fraudulent URLs. Each fraudulent URL uses a
different method to trick the receiver. (Cards 15 to 24)

Attachment: Players should learn/know to distinguish legitimate and potentially fraudulent mails
by the suffix of the filename. (Cards 25 to 28)

3.2 Research Design
In order to determine the effectiveness of the study, it was divided into three phases (pre-test, card
game, and post-test). It was particularly important that these three phases were also separated in
time.

This was to prevent the previous measurement from influencing the gameplay, for example due to
fatigue. Similarly, this separation was intended to prevent the first two phases, the pre-test and the
card-game, from negatively affecting the third phase, the post-test with the second measurement
of the card game. If the second effectiveness measurement had been conducted immediately, it may
have led to more negative results that could not be attributed to the game itself.

3.2.1 ResearchQuestions. Now that the game has been developed, the next step will be to evaluate
its effectiveness. Several aspects should receive particular attention.

The game should generally contribute to improving participants’ ability to distinguish between
phishing and legitimate messages.
This leads to the following research question (RQ1): Does playing our “Hook & Match” card game
improve sensitivity (distinguishing phishing from legitimate emails)?

To better identify the target group for the game, additional factors should be examined. One way
to categorize people is by their previous knowledge. Since the game is not designed with a game
leader or as direct knowledge transfer, such as a video, prior knowledge could have an important
influence on the effectiveness of the game. Using the factors of prior knowledge in phishing and
prior knowledge in general IT security, it will be investigated whether certain groups benefit
differently from playing the game. Therefore, it will be examined whether different factors have an
impact on the rate of improvement in distinguishing between phishing and legitimate messages. It
will be investigated whether the ability to distinguish between fraudulent and legitimate messages
before playing the game has an effect on how well participants improve in the game. This should
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clarify whether the game is more meaningful for people who do not yet possess high abilities or
perhaps only for those who already have a high level of ability. The latter could be the case because
there is no instructor present to answer questions or guide the participants.
This leads to the following research question (RQ2): Has the “Hook & Match” card game a different
impact on the sensitivity depending on the user sensitivity before playing the game?

Additionally, the game was designed not only to teach knowledge but also strengthen
participants’ confidence in their own abilities to distinguish between phishing and legitimate
messages. Previous studies have shown that having the necessary skills does not solely determine
whether the corresponding behavior is exhibited in specific situations [45–47]. Therefore, in
addition to the effectiveness of the measure, it will be investigated whether participants develop a
“healthy” self-awareness regarding the topic of phishing through the measure. And, also leads to
the following research question (RQ3): Does playing the “Hook & Match” card game positively
influence participants’ self-confidence in recognizing phishing emails?

Several studies have been conducted on the use of psychometric instruments for the mea-
surement of individuals’ security-related behaviors and attitudes. Two notable examples are the
Security Behavior Intentions Scale (SeBIS) [48, 49] and the Self-Report Measure of End-User
Security Attitudes (SA-6) [50]. The SeBIS assesses an individual’s intentions to engage in secure
behaviors, such as using strong passwords and updating software regularly. In contrast, SA-6
measures end-users’ attitudes towards security, including their perceptions of security risks and
policies. Although both scales share similarities in that they aim at understanding human fac-
tors that influence security outcomes, they differ in their focus on behavioral intentions versus
attitudes. The SeBIS is more action-oriented, evaluating an individual’s plans to perform specific
security-related actions, whereas the SA-6 provides insight into the underlying cognitive and
affective processes driving those actions. By considering both scales, researchers can gain a more
comprehensive understanding of the complex relationships between human factors and security
behaviors.

The inclusion of SeBIS and SA-6 in our study provides a more nuanced understanding of the
human factors that influence security behaviors. By assessing both behavioral intentions (Se-
BIS) and attitudes towards security (SA-6), we can identify potential discrepancies between what
individuals intend to do and their underlying attitudes, which may influence their actual behav-
ior. For instance, an individual may indicate a high intention to use strong passwords (SeBIS),
but hold a negative attitude towards security policies (SA-6), potentially leading to inconsistent
behavior. This dual perspective allows us to better understand the complex psychological pro-
cesses driving human behavior in the context of security and, ultimately, informs the design
of more effective security training and awareness programs, such as our proposed game-based
approach.

The idea is to enrich the study’s credibility and depth with insights into psychological construct
impacts on sensitivity. This leads to the following research question (RQ4): Are there differences
in sensitivity in relation to users’ values for self-reported SA-6 and SeBIS, both with and without
playing our “Hook & Match” card game?

3.2.2 Ethical Considerations. This study was conducted in accordance with established ethical
guidelines and the requirements of our university Institutional Review Board (IRB) and ethical
review board (ERB). Before participation, all participants provided their informed consent through
the Sosci Survey platform, acknowledging their understanding of the nature of the study and their
rights as participants. They were also informed that they could withdraw from the study at any
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time without penalty or consequence. To ensure transparency and participant awareness, the first
page of the survey provided a clear explanation of the purpose and procedure of the study, while
the second page outlined participants’ rights. For the lab study component, the participants were
specifically informed about the collection of photographs of their results and note-taking during
their participation. No audio or video recordings were made. The study protocol received approval
from our university’s IRB/ERB prior to data collection, ensuring that all aspects of the research
conformed to ethical standards.

3.2.3 Evaluation. A unique feature of our game is its evaluation methodology. Unlike other games
that have limited evaluations or only measure player success directly before and after playing,
our study evaluates players’ knowledge and attitudes two days before and two days after playing
our game [51]. This allows for more comprehensive conclusions about the effectiveness of our
game. Two days are particularly helpful because they prevent the stress and tension from the
pre-test (more details on the evaluation phases in Section 3.2.4) from being transferred to the actual
gameplay. Participants should fully concentrate on playing during that time. Similarly, the testing
of the pre-test and time spend for gameplay should have less influence than the results of the
post-test and rather the learning from the card game influencing the post-test results. Furthermore,
positive influences of the game should not drop so significantly within two days that they can no
longer be measured. Studies have shown that up to 80% of what is learned is forgotten in the first
24 hours [52]. If the game does not produce sufficiently good results even after only two days, then
it indicates a problem with the game itself rather than a methodological issue in measurement.
With this study design and the planned temporal distance, we also aim at preventing the learned
knowledge from being retained solely in short‑term or working memory, thereby also ensuring it
has a chance to endure over a longer period [53].

On the other hand, good results after two days would indicate that the content of the game is
much better remembered through active retrieval of information via tests or quizzes [54]. Of course,
two days are not enough to make statements about long-term effects. But this study is meant to
provide a first indication and if there are positive results, then appropriate long-term studies should
follow, as other authors have already demonstrated [11, 55].

3.2.4 Game Evaluation Methodology. The study was divided into three phases (pre-test, card game
and post-test).The pre-test and post-test phases measured the variables phishing sensitivity, security
awareness and socio-demographics, respectively. Figure 4 gives a short overview of the content of
all these three phases.

More details on the structure of the tests (pre-test and post-test) can be found in Section 3.2.5.
The card game phase section represents the actual card game and the corresponding feedback (see
Section 3.2.7). In comparison to other studies, it was decided to separate the respective sections
temporally. This had the following reasons: (1) The playing of the card game should not be distorted
by the pre-test and the associated “load”, (2) The pre-test and post-test should not directly follow
each other in time, so that a “recognition” of the examples is reduced,

(3) The results of the post-test should not be negatively influenced by an already longer study
duration with pre-test and card game.

(4) The results of the post-test should not be negatively affected by a study duration that has
already been prolonged with the pre-test and card game.

Accordingly, participants were sent the invitation to the pre-test two days before their ap-
pointment for the card game. Similarly, we sent participants the post-test after the laboratory
appointment with an interval of two days. Thus, the entire study was carried out within a week for
all participants. This does not give any indication of a long-term effect of what has been learned,
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Fig. 4. Overview of pre-test, card game and post-test phase

but at least it allows for a certain significance, since only learning something once can lead to a lot
of the learned content being already forgotten after the first night [56, 57].

3.2.5 Structure of Pre-Test and Post-Test. In this subsection, we want to present the structure of
both the pre-test and post-test. In the following, we will explain the different steps in the flow
of the online questionnaire. This includes the information in the heading indicating whether the
respective step is only part of the pre-test or included in the pre-test and post-test. It also indicates
how many pages of the online survey the step spans, e.g., just a single page or multiple pages.
After the heading, each step will be explained in detail.

Step 1 - Informed Consent - pre-test only - page 1
First, participants were asked their consent to participate in the study (see Section 3.2.2 for details)
and it was explained how data would be collected.
Step 2 - Test Subject Code - Both tests - page 2

Subsequently, the participants had to generate a test subject code. The purpose of this code was to
ensure that anonymous attribution of the data from the pre-test, game phase and post-test was
possible. Consequently, the participants provided a code with a procedure so that only they could
know the code (see Section A for how the code was created) and the procedure should lead to the
same result between all measurement time points.

Step 3 - Scales - pre-test only - page 3 and 4
The translated SA-6, and the SeBIS scales (see appendix B.3 for the items) were then asked. To the
best of our knowledge and good faith, we translated the items. Each item was first translated into
German by one person and then back‑translated into English by a different person. In this process
we made sure that both the wording and the meaning of the sentence remained as close as possible
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to the original.

Step 4 - Scenario - Both tests - page 5
Before the test to assess the ability to distinguish between phishing and legitimate messages
could begin, a short introductory scenario was given. Here, participants were told the number of
examples presented and their task: “Your task is to examine each e-mail and determine whether if
that is a legitimate e-mail or a phishing e-mail.” They were also asked to imagine a scenario, the
purpose of which was to prevent them not to classify all providers as phishing based solely on
personal experience or tendencies. The description of the scenario is as follows:

To complete the task, please assume the following scenario:
In order not to directly declare the senders, service providers and programs you have no connection to
in reality as fraudulent, please assume in the following that:
You are Martin Müller and have the e-mail address: martin.mueller.77@gmail.com.
You use all services used in this questionnaire (YouTube, AirBnB, Apple, Amazon, Lufthansa, Google,
LinkedIn, Microsoft, DHL, Netflix, GMX, PayPal, Vodafone, and HelloFresh).
Note: In this study, the links are disabled, so redirection is excluded.

Step 5 - Assess Phishing Ability - Both tests - page 6 to 26
Now participants saw the 20 examples (more on how the examples were created in Section 3.2.6) in
a random order.

Step 6 - Socio Demographics - Post-test only - page 27
Finally, socio-demographic variables about gender, age, and formal education.

3.2.6 Tests Example Creation. The very first thing we did to create the examples was to look for
a selection of well-known companies and their corresponding emails to customers. For this, we
used companies from the list of the most visited domains in Germany. As far as possible, we have
searched for emails that have been sent from these companies in exactly this form. These initially
form the legitimate basis for the examples [58]. This eliminates or at least reduces the possibility
that other factors than the ones we manipulated are used to assess whether the example is legitimate
or phishing. The emails were all in German language, for demonstration purposes a translated
version of the PayPal e-mail is depicted (see Figure 5). Similarly to other studies in the past, we
decided to use the same number of phishing and legitimate examples. The actual distribution is
unknown to the study participants. Therefore,they can never know whether the next example is
one or the other. We looked for two examples per company and used one example as legitimate
and one as phishing (see Table 1 for a listing of all examples).

The examples were converted to fraudulent messages. Either the sender address, the link URL, or
the attachment format was changed to a fraudulent format. The changes were intended to provide
as much coverage as possible of the content of the cards.

Several studies have been conducted on the use of psychometric instruments for the measurement
of individuals’ security-related behaviors and attitudes. Two notable examples are the Security
Behavior Intentions Scale (SeBIS) and the Self-Report Measure of End-User Security Attitudes
(SA-6). The SeBIS assesses an individual’s intentions to engage in secure behaviors, such as using
strong passwords and updating software regularly. In contrast, SA-6 measures end-users’ attitudes
towards security, including their perceptions of security risks and policies. Although both scales
share similarities in that they aim at understanding human factors that influence security outcomes,
they differ in their focus on behavioral intentions versus attitudes.The SeBIS is more action-oriented,
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Fig. 5. Example of an e-mail used for assessing the ability to distinguish between phishing and legitimate
messages. Note, we removed the logo before integrating it into the article.

Table 1. Overview of the Examples Matched to the Strategy Types, the Companies and the Card Game
Cards

Company Strategy Types Sender / URL / Attachement Type card game Match
YouTube Legitimate noreply-purchases@youtube.com Cards 1 to 6
AirBnB Legitimate automated@airbnb.com Cards 1 to 6
Apple Legitimate no_reply@email.apple.com Cards 1 to 6
Amazon Legitimate https://packet.amazon.de/paketverfolgung Cards 10,13,15,17,19,21,23
Lufthansa Legitimate https://www.lufthansa.com/buchungsanzeige Cards 10,13,15,17,19,21,23
Google Legitimate https://www.google.com/neuesgerät Cards 10,13,15,17,19,21,23
LinkedIn Legitimate https://video.linkedin.com/kurs Cards 10,13,15,17,19,21,23
Microsoft Legitimate https://microsoft.com/speicher Cards 10,13,15,17,19,21,23
DHL Legitimate https://mailing.dhl.de/wunschort… Cards 10,13,15,17,19,21,23
Vodafone Legitimate PDF Card 25

YouTube Sender after @ noreply-purchases@youtube.com.uhszhiklo.cz Cards 1 to 6
AirBnB Random Sender automated@host547.ru Cards 1 to 6
Apple Sender Typo do_not_reply@email.applle.com Cards 1 to 6
Amazon Random URL https://telefon.host745.com/hinzufuegen Card 10
Lufthansa IP Adress https://87.147.12.250/buchungsänderung Card 10
Google Deception before Domain https://www.google.com.megahoust.ru/sicherheitscheck Card 20
LinkedIn Deception after Domain https://login.linkyzt.com/www.linkedin.com/profil Card 18
Microsoft @ in Domain https://microsoft.com@uhszhiklo.cz/default Card 22
DHL Typo https://account.dlh.com/zustellung… Card 24
HelloFresh Malicious Attachment EXE Card 27

evaluating an individual’s plans to perform specific security-related actions, whereas the SA-6
provides insight into the underlying cognitive and affective processes driving those actions. By
considering both scales, researchers can gain a more comprehensive understanding of the complex
relationships between human factors and security behaviors.
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Table 2. Overview of Questions Used to Evaluate the Perception of the Card Game

Question Answers
How did you like the game card game in terms of design? Very bad | Bad | Rather bad| Neither | Rather good| Good | Very good
How comprehensible are the instructions of the game? Very confusing| Confusing| Rather confusing| Neither| Rather| un-

derstandable| understandable| very understandable
Due to the solution after the 1st round, I was more motivated in the 2nd round. To
what extent do you agree with the preceding statement?

I do not agree at all| I do not agree| I rather disagree| Neither| I rather
agree| I agree| I fully agree.

I feel better prepared to recognize possible phishing e-mails now that I have played
the game. To what extent do you agree with the preceding statement?

I do not agree at all | I do not agree | I rather disagree | Neither | I
rather agree | I agree | I fully agree.

I now feel confident in recognizing phishing emails. To what extent do you agree
with the preceding statement?

I do not agree at all | I do not agree | I rather disagree | Neither | I
rather agree | I agree | I fully agree.

A short assessment: How much new did you learn from the game? Very little | Little | Rather little | Neither | Rather a lot | A lot | Very
much.

What did you like about it? Open Answer
What still needs to be improved? Open Answer
Would you recommend the game to someone else? Yes | No

The inclusion of SeBIS and SA-6 in our study provides a more nuanced understanding of the
human factors that influence security behaviors. By assessing both behavioral intentions (SeBIS) and
attitudes towards security (SA-6), we can identify potential discrepancies between what individuals
intend to do and their underlying attitudes, which may influence their actual behavior. For instance,
an individual may indicate a high intention to use strong passwords (SeBIS), but hold a negative
attitude towards security policies (SA-6), potentially leading to inconsistent behavior. This dual
perspective allows us to better understand the complex psychological processes driving human
behavior in the context of security and, ultimately, informs the design of more effective security
training and awareness programs, such as our proposed gamified approach.

3.2.7 Structure of the Card Game Phase. The card game phase proceeded as follows. First, the
course of the lab phase was explained to the participants, and possible questions were answered. A
pre-developed text was used so all participants received the same information at first. The analog
and digital phases were then alternated. First, participants again created their subject code on a
study laptop. Followed by the game instructions and opportunity to read them in detail. After
the participants had read the instructions and there were no further questions, the first initial
round of the game started. Participants were given all the cards for round 1 and twelve minutes for
completion. Meanwhile, the experimenter took notes on any noticeable behavior e. g. how the cards
initially sorted by the participant (first sorting them all out first or starting directly with the top
card). After round 1 was completed, the experimenter first took a picture of the solution. Then the
participant could turn the cards over and see if their solution was correct or not. For wrong cases,
they had the option to check which solution was correct instead. As next step, round 2 cards were
dealt, and the participant started with the new cards. At the end of round 2, the experimenter took
another picture of the result before the participant could check and reflect on their own solution.
Subsequently, the experimenter uploaded the results to the online questionnaire in sosci survey
and returned the laptop to the participant. The participant was then asked some explicit questions
about their perception of the card game (see Table 2).

3.3 Data Analysis Approach
Phishing detection rate is an important measure when evaluating the effectiveness of interven-
tions. But only looking at the phishing detection rate carries the risk of overlooking when study
participants become overcautious due to a measure. For this reason, Signal Detection Theory [59]
has already been used in various publications [60–71] to measure effectiveness. It provides two
measures that are helpful for measuring effectiveness: (1) the sensitivity (𝑑′), i. e. the ability to
distinguish between legitimate and phishing messages, and (2) the criterion (𝐶), i. e. the basic
tendency towards legitimate or phishing messages. The sensitivity ranges from -3.38 to +3.38 (100%
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Table 3. Statistical Summary of the Descriptive Values

Value Min Max Median Mean SD
Overall Correct Answers pre-test 30 100 80 77.4 16.7
Phishing Correct Answers pre-test 30 100 90 83.1 17.8
Legitimate Correct Answers pre-test 60 100 90 88.2 13.9
Overall Correct Answers post-test 50 100 100 91.3 12.7
Phishing Correct Answers post-test 45 100 85 80.2 13.8
Legitimate Correct Answers post-test 55 100 90 89.8 10.1

correct answers). In contrast, a value of 0 represents the optimum for the criterion, and a positive
(more legitimate) or negative value (more phishing) describes the tendency.

In addressing each research question, specific statistical tests were selected based on the nature
of the data and the experimental design. Research Questions 1 and 3 utilize repeated measures
ANOVA to examine within-subjects differences in sensitivity/criterion and certainty, respectively. A
one-way ANOVA is used for Research Question 2 to assess between-group variations. For Research
Question 4, Welch’s one-way test was chosen due to its robustness in handling the heterogeneity of
variances. In all cases, preliminary tests were conducted to verify that the data met the necessary
assumptions for each analysis.

4 Results
The evaluation of “Hook & Match” aimed to assess its effectiveness in improving phishing detection
skills while not adding more digital fatigue with an analog measure. To that end, we analyzed
participants’ ability to distinguish between phishing and legitimate examples before and after
playing the game. In addition, we examined whether previous knowledge of phishing influenced
learning outcomes. The following sections detail the key findings related to phishing detection
effectiveness, the impact of previous knowledge, and user engagement with the game. First of all,
please refer to Table 3 for the descriptive data on important values.

4.1 Sample
Of all the data collected, we had two steps in which participant data were excluded from further
analysis. Step 1: No possibility to match the used subject code between pre-test and post-test. Step
2: Missing information about cards for round 1 and 2 of the card game. For step 1 we excluded two
participants and for step 2 we excluded three participants.

In the end, data of 62 participants (36 male and 26 female) were analyzed. Of these participants,
two were between 18 and 19, 45 between 20 and 24, ten between 25 and 29, three between 30 and
34 and two between 55 and 59 years old. One participant had no school education, 48 had finished
high school and 13 had a university degree.

4.2 Improvement in Sensitivity Through the Card Game (RQ1)
We measure a sensitivity of 1.77 for the pre-test and a sensitivity of 2.48 for the post-test. Repeated
measures ANOVA showed a statistically significant difference in the sensitivity between before
playing the card game and after playing the card game (F(1, 61) = 30.884, p < 0.001) with an
generalized eta-squared of 𝑛2𝐺 = 0.142 (large effect).

There was not a statistically significant difference in the criterion between before playing the card
game and after playing the card game (F(1, 61) = 1.452, p = 0.233) based on the repeated measures
ANOVA.
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Table 4. Improved Sensitivity for the Four Quartiles of Their Pre-Test
Sensitivity

Group Comparison Improved sensitivity
Group 1 Group 2 Mean

Group 1
Mean
Group 2

Significance

1.Quartile 2.Quartile 1.87 0.593 **
1.Quartile 3.Quartile 1.87 0.258 ***
1.Quartile 4.Quartile 1.87 0.23 ***
2.Quartile 3.Quartile 0.593 0.258 ns
2.Quartile 4.Quartile 0.593 0.23 ns
3.Quartile 4.Quartile 0.258 0.23 ns

Quartile 1 would be the participants with the lowest pre-test sensitivity and
quartile 4 those with the highest pre-test sensitivity. Also showing the
significance level, “ns” for not significant, “***” for 𝑝 < 0.001 and “**” for
𝑝 < 0.01 and “*” for 𝑝 < 0.05.

Fig. 6. Plot of the improved sensitivity for all four quartiles with the statistical values such as p-value and
effect size

4.3 Impact of Initial Sensitivity on Card Game Effectiveness (RQ2)
We divided the participants into four quartiles with respect to their achieved scores for their pre-test
sensitivity (see Table 4). Subsequently, these four quartiles were tested for differences as a group
variable using a one-way ANOVA.

As the assumption of variance homogeneity was violated, we conducted a Welch one-way test
and saw a significant difference (p < 0.001), F(3,27) = 8.96, 𝜔2

𝑝 = 0.43 (large effect). The post hoc
group comparison Games-Howell correction can be found in Table 4. Also visible in Figure 6 the
first quartile shows the highest improved sensitivity and is significantly higher than all the other
three quartiles.
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Table 5. Linear Regression for Improved Sensitivity
Based on SA, SeBIS, Pre-Test Sensitivity and Card

Game Results

Factor Significance Coefficient

(Intercept) ns -0.10456
SA6 ns -0.02522
SeBIS ns 0.00332
Sensitivity pre-test *** -0.85935
Card game Result *** 0.11404

Also showing the significance level, “ns” for not significant,
“***” for 𝑝 < 0.001 and “**” for 𝑝 < 0.01 and “*” for 𝑝 < 0.05.

4.4 Effect of the Card Game on Confidence in Phishing Recognition (RQ3)
A repeated measures ANOVA was performed to compare the effect of playing the game on the
certainty. There was a statistically significant difference in the certainty between before playing
the card game and after playing the card game (F(1, 61) = 19.28, p < 0.001) with an generalized
eta-squared of 𝑛2𝐺 = 0.088 (medium effect). Participants have a certainty of 5.18 (SD = 1.28) prior to
playing the card game and 5.89 (SD = 1.02) after playing on a scale from (1 = uncertain to 7 = very
certain).

4.5 Influence of SA-6 and SeBIS Scores on Sensitivity Improvement (RQ4)
For RQ4, p-values for the predictor variables “Sensitivity pre-test“ and “card game Result” are
highly significant (see Table 5), so we can reject the null hypothesis and accept the alternative
hypothesis, which means that there is a significant association between these predictors and the
outcome variable improved sensitivity.

To further understand why both the SeBIS and SA-6 scales did not have a significant impact on
improving sensitivity, the following approach was decided upon. We divided the participants into
four quartiles with respect to their achieved scores for each of the SeBIS and the SA-6 scales (see
Table 6). Subsequently, these four quartiles were tested for differences as a group variable using a
one-way ANOVA.

First of all, we start with the SeBIS scale (possible values ranging from 16 to 80). The mean values
for the four quartiles are as followed: Q1 = 42.6; Q2 = 52; Q3 = 59.4; Q4 = 67.6.

As the assumption of variance homogeneity was violated, we conducted a Welch one-way test
and see no significant difference (p = 0.222), F(3,29.3) = 1.55, 𝜔2

𝑝 = 0.05 (small effect).
First of all, we start with the SA-6 scale (possible values ranging from 6 to 30). The mean values

for the four quartiles are as followed: Q1 = 11.9; Q2 = 16.3; Q3 = 19.5; Q4 = 24.6.
As the assumption of variance homogeneity was violated, we conducted a Welch one-

way test and see significant difference (p = 0.016), F(3,30.82) = 4.02, 𝜔2
𝑝 = 0.21 (large

effect). The post hoc group comparison with Games-Howell correction can be found in
Table 6.

The p-values for the predictor variables “SeBIS” and “card game result” are significant as shown
in Table 6, so we can reject the null hypothesis and accept the alternative hypothesis, which means
that there is a significant association between these predictors and the outcome variable Sensitivity
pre-test (cf. Table 7).
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Table 6. Improved Sensitivity for the Four Quartiles of their SA-6
Values

Group Comparison Improved sensitivity
Group 1 Group 2 Mean

Group 1
Mean
Group 2

Significance

1.Quartile 2.Quartile 1.5 0.289 *
1.Quartile 3.Quartile 1.5 0.766 ns
1.Quartile 4.Quartile 1.5 0.354 *
2.Quartile 3.Quartile 0.289 0.766 ns
2.Quartile 4.Quartile 0.289 0.354 ns
3.Quartile 4.Quartile 0.766 0.354 ns

Quartile 1 would be the participants with the lowest SA-6 value and quartile 4
those with the highest SA-6 value. Also showing the significance level, “ns” for
not significant, “***” for 𝑝 < 0.001 and “**” for 𝑝 < 0.01 and “*” for 𝑝 < 0.05.

Table 7. Linear Regression for Pre-Test Sensitivity Based on SA-6, SeBIS and Card Game Results

Factor Significance Coefficient

(Intercept) *** -2.79748
SA6 ns 0.03331
SeBIS * 0.02798
Card game Result *** 0.10413

4.6 Further Findings
Card matching. To assess the players’ matching, we visualized the questions and which answers
the players chose as alluviation chart (see Figure 7). Numbers of the answers refer to the
answer we had in mind when we designed the matching. Cards of the first round are depicted
in a continuous coloring. Most cards show a low error rate. However, in particular card 03
(Sender 3) was switched with card 06 (Sender 6) and card 05 (Sender 5); and card 02 (Sender
2) was switched with card 13 (Who-Area 1). The cards of the second round are colored in
pairs as these pairs reflected legitimate examples and a related example with a phishing url.
This is also reflected in the errors, which were again low for most cards. However, players
confused cards 23 (URL 5a) and 24 (URL 5b) and, to a lesser extent, cards 21 (URL 4a) and 22 (URL 4b).

Influence of perception on improved sensitivity.Wewanted to compare for the perception questions
if those people were different for their improvement of the phishing sensitivity. As shown in
Figures 8, 9, 10 and 11 most answers are very positive. Even combining the answers into three
categories like “positive”, “neutral” and “negative”, often only a handful of answers fall into the
“negative” or “neutral” categories. Therefore, we could not conduct hypothesis testing for these
research questions. We present the descriptive results. For all five questions the “positive” range
from 73% (Motivation) to even 92% (Liked).

5 Discussion
Comparing our results for the sensitivity (pre-test 𝑑′= 1.77 and post-test 𝑑′ = 2.48) with those of
previous research we can see that our card game performs as well or better.
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(a) First set of cards

(b) Second set of cards

Fig. 7. Participants’ results grouped by card in an alluviation chart.

Even though our post-test is two days after the intervention others like Reinheimer et al. [72]
report 𝑑′ =2.13 for an instructor-based training, . Sheng et al. [60] report a 𝑑′ =2.02 for their
phishing game and another study from Berens et al. [73] report 𝑑′ =2.12 for their video. Only a
more comprehensive online course from Berens et al. [74] with around three hours of estimated
completion time reports slightly above the card game with an 𝑑′ =2.66. So, the card game performs
equally or maybe even better than some way more extensive measure relatively immediately after
playing. As discussed before it would be interesting to see if the active learning of the participants
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Fig. 8. Stacked bar chart for “A short assessment: How much new did you learn from the game?”

with the card game could improve knowledge retention and awareness even over a longer period.
Especially since previous research found that people might recall such active learned knowledge
better [75].

Looking at the Figure 7, one immediately notice that some cards have been assigned incorrectly.
Here one must distinguish between the maps for round 1 and round 2. For round 1, there are several
more complex interdependencies. For example, card 3 (“I receive an email that seems to come from
Amazon, the sender e-mail address is: amazon@shop-ping-total.com therefore…”) is assigned to
its matching counterpart (. . . it is immediately clear to me that this is not an e-mail from Amazon,
but possibly an e-mail from cyber criminals.) as well as to the counterparts of cards 5 (“… it is
immediately clear to me that this is not an e-mail from Amazon, but possibly an e-mail from cyber
criminals. Here, too, the who area is the relevant area. Amazon <einkauf@amazon.de.shopping-
total.de>”) and 6 (“… it is either a so-called spoofing attack or the email really comes from Amazon.
I look at links and attachments to further investigate the e-mail”). So people apparently the missing
indicator such as <amazon@shopping-total.de > for card 3 lead people to mistakenly use other cards.

Cards 2 (“To detect the majority of phishing emails, it is especially important…” and “… that I
first check the sender e-mail address. More precisely: I check the who- area: If the sender field says
“info@ANONYMIZED.ANONYMIZED.
ANONYMIZED.edu”, then info@ANONYMIZED.org is the (unusually chosen) name of the sender”)
and 13 (“In order to detect phishing web addresses or phishing URLs, it is especially important to
…” and “… that I check the so-called who-area (also called domain and top level domain) of the
URL. https://www.ANONYMIZED.ANONYMIZED.edu/login”) are also interchanged by some of the
participants. Apparently the “especially important” was not strong enough and therefore lead to
people not focusing on the URL, but instead also on the sender. Therefore, the improved card 13
would sound like “To identify phishing web addresses or URLs, the only reliable way is…”.

In the case of round 2, it is often the case that the legitimate and phishing examples by the same
provider are swapped, e. g., cards 21 and 22 or 23 and 24.

The question now arises whether the cards should be adjusted for the future. We would argue
that not all of these “misalignments” should be corrected for a future version—for several reasons:
(1) If the solution is immediately obvious to each participant, there is a risk that the content will
not be adequately reflected. For this to happen, there have to be difficult examples and it requires
that mistakes are made. (2) Especially the examples from round 2, which are obviously phishing
and legitimate, should not cause any ambiguity. In the future, it should be checked if the length of
the game or the number of cards lead to carelessness, which could have an effect on these cards. On
the other hand, we think that especially card 13 should be adjusted. After reflecting on the results,
we have to conclude that we should be more concrete and absolute in our statements. This would
be more in line with the basic tenor of the game and would probably allow for a simpler and clearer
assignment. Accordingly, we suggest that the card should be changed to read “In order to detect
phishing web addresses or phishing URLs, the only reliable indicator … is the so-called who-area
[…]”.
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The question now arises why is it that only one of the two behavioral and attitudinal scales
used appears to have a significant influence on the sensitivity of the pre-test. There are several
possible factors that can be mentioned here. First, both scales are psychometric instruments used
to measure security-related behavior. While the SA-6 scale, as its name suggests, focusses on
awareness of security, SeBIS focusses on intentions regarding specific security-related behaviors.
In psychology, awareness and intention are clearly distinguished from each other. Interestingly,
one would initially assume that the SA-6 would be more appropriate for evaluation, since it is
indeed a security awareness measure. A possible interpretation could be that, similar to psychology
[76], awareness precedes intention in the decision-making process. And awareness represents an
important step towards showing behavior, but only when intention is manifested can there be
sufficient influence on sensitivity.

When looking at the results of other studies, similar results are shown, especially regarding the
mean and standard deviation. For example, values of 54.62 [77] and 53.83 [78] were found in the past
for the SeBIS scale. With a mean value of 56.19, the measured values move within almost the same
range. The same applies to the SA-6, where values of 20.7 [79] and 21.53 [80] were measured in the
past. Here too, the values measured in this study are at a very similar level with an average of 18.34.
Accordingly, it seems that these values represent a widespread trend for the normal population.
This reinforces once again that the statements made based on the results for SA-6 and SeBIS are at
least based on results that have also been found in other studies.

5.1 Limitations
We have identified several limitations of our work.

Demographics influence on results. Participants in our study were on average 20 to 30 years old
and had received a above‑average level of education. Consequently, it is reasonable to assume that
they are more inclined toward technical topics. Thus, the conclusions regarding the effectiveness of
the card game can only be reliably applied to this particular group. Nonetheless, we believe that
the card game, as an analog intervention based on a familiar principle, could also provide a easy
entry point into the subject for older audiences. Moreover, our findings show that even participants
with little prior knowledge experienced a substantial improvement in their ability to distinguish
phishing from legitimate messages. These results suggest that other target groups may also gain
value from our card game. Future studies should confirm these outcomes in different populations,
such as an older cohort, to demonstrate that the findings hold more general significance.
Selection bias when sampling participants. Even though we tried to access people with a wide

range of security awareness, we failed to recruit participants scoring in the bottom third of both
scales. However, we are not aware of a provision of a distribution of the SeBIS or SA-6 scores
for a representative sample. Thus, it might be possible that in a representative sample hardly any
participants would be assigned to the bottom third.

Controlled environment in the laboratory. As we did the experiments in a laboratory, players were
observed while playing the game. Of course, the players were aware of this, and may have acted
differently than if they were playing the game at home or in their office. In particular, players might
peek more and earlier on the backsides of the cards to find matching pairs when they do not feel
observed. However, playing the game is considered to be voluntary, thus even if players peek from
time to time, they still deal with the content of the game, and thus can benefit.

Translation of survey items. Since there was not an official translation available for most con-
structs, we translated the survey items. Although, we did a thorough translation, this might have
led to a semantic change of the items challenging previous work on the the validity of the different
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constructs. The problem of translating surveys is not new. Ervin and Bower [81] state that while
in theory methodological considerations should be the only ones, in practice other matters like
costs of translation cannot be ignored. As of now, it is not fully investigated how, when, and among
whom language influences survey responses, although there seems to be consent that the survey
results depend also on the used language [82]. Although their study was not on security awareness,
[83] show that language can implicitly influence attitudes with a large effect size (𝑑 = .72). This
also implies that the use of the original items in English could also have introduced a bias in
the responses , in addition to the sample restrictions if we had to exclude non-English speaking
participants.

Response and Social-desirability bias. As many of the survey items are self-reported and not
directly measured, there might be a tendency of participants to answer questions in a way that
is viewed favorably by others. However, one of the reasons why the participants were asked to
complete the pre- and post-questionnaires two days before and after playing the game was to avoid
reporting of short term stimuli which could only be observed immediately after the game.
Replay-ability of the card game. At this point we also wish to emphasize that our game lacks

significant replay-ability. If players have already played the game once or twice, either to correct
earlier mistakes or to self‑test, they will not gain additional learning through further play. This
stems from the deliberate decision to keep the game uncomplicated enough to serve as an accessible
entry point for many; it is thus only an entry point for the topic. Interested participants must
then turn to other measures. Existing options include a wide range of evaluated measures, from
short videos to extended e‑learning modules [84], which are predominantly digital. Accordingly,
such in‑depth measures should also be made available in analog form in the future, enabling an
interested audience to deepen their understanding of phishing detection in a non‑digital setting
and to test their knowledge.

However, there are a couple of use cases where this is not an issue, in particular when there is
only a short time frame available or the game mainly serves as an entry point for further discussions,
e. g. at fairs and exhibitions, security circle trainings, congresses, and events. Since Hook & Match
can be played unsupervised, is easy to learn and play, and has low manufacturing costs, it could also
be used as a give-away and the backside could be used to show the organization’s logo (cf. Figure 1).

6 Conclusion and Future Work
An educational card game, “Hook & Match”, has been developed to enhance understanding of
phishing attacks in a non-digital format. The game can be played individually and requires minimal
instructions, making it accessible to a wide range of users (Section 3.1.1). Players match sentence
beginnings with corresponding endings, allowing them to reflect on their mistakes and learn from
them (Section 3.1.1). The game was evaluated in a laboratory study for its effectiveness in increasing
sensitivity for phishing and for the perception of the game. It was shown that “Hook & Match”
significantly improves the sensitivity for phishing and that this effect lasts for at least two days.
The question for future research is how long does the effect of the card game last and whether
there are differences in this retention time compared with other more detailed or passive forms
of learning. It could also be measured if repeated play in different forms, such as after a certain
amount of time or every few weeks, helps maintain the increased sensitivity [51]. The card game
has also shown promising results, suggesting that it may be as effective or even more effective than
other approaches (instructor-based trainings, games or online courses). For the future, it would be
interesting to test different approaches against each other in an overall study and to focus even
more on aspects of “game fun” and game duration, e. g. there are more complex and therefore
longer lasting games [31]. In addition, valuable insights could be gained by investigating the impact
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of prior knowledge from other security domains on improving sensitivity to phishing attacks. A
larger and more diverse sample size may also reveal new findings related to the scales for SA-6
and SeBIS. While “Hook & Match” is an analog game by design, it can be easily adapted to digital
contexts where needed or desired.
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Appendix
A Test Subject Code Text
We used the following instructions:

Dear participants since we want to assign your questionnaire anonymously, it is important that
you generate your personal code. This is the only way that your questionnaires can be assigned
to each other without anyone being able to find out who filled out these questionnaires. So it is
important that you follow the code generation process exactly. You do not have to remember the
code, because the same instructions are provided to you again later on.
Please name the first letter of your father’s first name (or a person who is closest to a father for
you). (e. g., Anton, Bernd, Hans-Peter, etc.)
Please name the first letter of your mother’s first name (or a person who is closest to a mother for
you). (e. g., Anna, Beate, Jutta, Maria, etc.)
Please indicate the first letter of your first name (e. g., Michael, Thomas, Ute, etc.).
Please state the day of your birth date (e. g., birthday on January 7 = 7, on May 12 = 12, on October
31 = 31).
Please state the last letter of your natural hair color. (e. g., brown, bald, black, etc.).
Please state the last letter of your eye color. (e. g., brown, green, gray, etc.).
Please state the last letter of your last name (If you have changed your name, use your birth name!).

B Questionnaire Items (Original and Translated)
B.1 SeBIS
Security Behaviour Intention Scale with scale Never (1), Rarely (2), Sometimes (3), Often (4), and
Always (5) [48, 49]

— I set my computer screen to automatically lock if I do not use it for a prolonged period of
time.

— I use a password/passcode to unlock my laptop or tablet.
— I manually lock my computer screen when I step away from it.
— I use a PIN or passcode to unlock my mobile phone.
— I do not change my passwords, unless I have to.
— I use different passwords for different accounts that I have.
—When I create a new online account, I try to use a password that goes beyond the site’s

minimum requirements.
— I do not include special characters in my password if it’s not required.
—When someone sends me a link, I open it without first verifying where it goes.
— I know what website I’m visiting based on its look and feel, rather than by looking at the

URL bar.
— I submit information to websites without first verifying that it is sent securely (e. g. SSL,
“https://”, a lock icon).

—When browsing websites, I mouse-over links to see where they go, before clicking them.
— If I discover a security problem, I continue what I was doing because I assume someone else

is going to fix it.
—When I’m prompted about a software update, I install it right away.
— I try to make sure that the programs I use are up-to-date.
— I verify that my anti-virus software has been regularly updating itself.
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B.2 SA-6
A six-item scale for assessing people’s security attitudes with Likert-type agreement scale
(1=Strongly disagree, 5=Strongly agree) [50]

— I seek out opportunities to learn about security measures that are relevant to me.
— I am extremely motivated to take all the steps needed to keep my online data and accounts

safe.
— Generally, I diligently follow a routine about security practices.
— I often am interested in articles about security threats.
— I always pay attention to experts’ advice about the steps I need to take to keep my online

data and accounts safe.
— I am extremely knowledgeable about all the steps needed to keep my online data and accounts

safe.

B.3 SeBIS Translated
Security Behaviour Intention Scale with scale Niemals (1), Selten (2), Manchmal (3), Oft (4), and
Immer (5)

— Ich stelle meinen Computerbildschirm so ein, dass er automatisch gesperrt wird, wenn ich
ihn über einen längeren Zeitraum nicht benutze.

— Ich verwende ein Passwort/einen Passcode, um meinen Laptop oder mein Tablet zu entsper-
ren.

— Ich sperre meinen Computerbildschirm manuell, wenn ich mich von ihm entferne.
— Ich benutze eine PIN oder einen Passcode, um mein Mobiltelefon zu entsperren.
— Ich ändere meine Passwörter nicht, es sei denn, ich muss es.
— Ich verwende verschiedene Passwörter für verschiedene Konten, die ich habe.
—Wenn ich ein neues Online-Konto einrichte, versuche ich, ein Passwort zu verwenden, das

über die Mindestanforderungen der Website hinausgeht.
— Ich verwende keine Sonderzeichen in meinem Passwort, wenn dies nicht erforderlich ist.
—Wenn mir jemand einen Link schickt, öffne ich ihn, ohne vorher zu überprüfen, wohin er

führt.
— Ich erkenne die Website, die ich besuche, anhand ihres Aussehens und ihrer Haptik und nicht

durch einen Blick auf die URL-Leiste.
— Ich sende Informationen an Websites, ohne vorher zu überprüfen, ob sie sicher übertragen

werden (z. B. SSL, „https://„, ein Schlosssymbol).
—Wenn ich auf Webseiten surfe, fahre ich mit der Maus über Links, um zu sehen, wohin sie

führen, bevor ich sie anklicke.
—Wenn ich ein Sicherheitsproblem entdecke, setze ichmeine Arbeit fort, weil ich davon ausgehe,

dass jemand anderes es beheben wird.
—Wenn ich zu einem Software-Update aufgefordert werde, installiere ich es sofort.
— Ich versuche sicherzustellen, dass die Programme, die ich verwende, auf dem neuesten Stand

sind.
— Ich überprüfe, ob meine Antiviren-Software regelmäßig aktualisiert wird.

B.4 SA-6 Translated
A six-item scale for assessing people’s security attitudes with Likert-type agreement scale (1=stimme
gar nicht zu, 5=stimme voll zu)

— Ich suche nach Möglichkeiten, mich über Sicherheitsmaßnahmen zu informieren, die für
mich relevant sind.
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— Ich bin äußerst motiviert, alle notwendigen Schritte zu unternehmen, ummeine Online-Daten
und -Konten zu schützen.

— Im Allgemeinen folge ich gewissenhaft einer Routine für Sicherheitspraktiken.
— Ich bin interessiere mich oft für Artikeln über Sicherheitsbedrohungen.
— Ich höre immer auf die Ratschläge von Experten, welche Schritte ich unternehmen muss, um

meine Online-Daten und -Konten sicher zu halten.
— Ich bin sehr gut informiert über alle Schritte, die nötig sind, um meine Online-Daten und

-Konten sicher zu halten.

C English Card Texts (Translated)

Table 8. Translation of the First Set’s Cards’ Texts

No. Head of sentence Tail of sentence Category
1 To detect phishing emails, it is NOT sufficient, … …that I check the name of the sender. Because the name

can be chosen freely by each sender. Annoyingly, some-
times only the name is displayed at first.

Sender 1

2 To detect the majority of phishing emails, it is espe-
cially important…

…that I first check the sender e-mail address.
More precisely: I check the who- area: If the
sender field says “info@ANONYMIZED.org
<info@ANONYMIZED.ANONYMIZED.ANONYMIZED.edu>”,
then info@ANONYMIZED.org is the (unusually chosen)
name of the sender.

Sender 2

3 I receive an email that seems to come from Amazon,
the sender e-mail address is: amazon@shop-ping-
total.com therefore …

…it is immediately clear to me that this is not an e-
mail from Amazon, but possibly an e-mail from cyber
criminals.

Sender 3

4 I receive an email that seems to come from Amazon,
the sender information reads: Amazon <info@arna-
zon.de> therefore …

…it is immediately clear to me that this is not an e-
mail from Amazon, but possibly an e-mail from cyber
criminals who operate the website arnazon.de website.

Sender 4

5 I receive an email that seems to come from Amazon,
the sender information is: Amazon <einkauf@ama-
zon.de.shoppingtotal.de> therefore …

…it is immediately clear to me that this is not an e-mail
from Amazon, but possibly an e-mail from cyber crimi-
nals. Again, the who-area is the relevant area. Amazon
<einkauf@amazon.de.shopping-total.de>

Sender 5

6 I receive an email that is supposed to be from Ama-
zon, the sender email address is: 33dd@amazon.de
therefore …

…it is either a so-called spoofing attack or the email is
really from Amazon. I look at links and attachments to
further investigate the email.

Sender 6

7 It is already dangerous to click on a link, because in
case of a phishing email …

…the website can already be installing malware on my
device when I visit it.

Link 1

8 TheURL (sometimes also called web address) behind
a link is shown to me on a desktop device (i. e. a
laptop or PC) in the status bar or …

…a tooltip is displayed when I hover the link with the
mouse (important: without clicking it).

Link 2

9 On mobile devices (i. e. tablets or smart phones) it
is much more difficult to check the URL behind a
link, therefore …

…I wait until I am at a desktop device (i.e. laptop or PC),
if I am unsure. On my desktop device I can display the
URL more easily.

Link 3

10 Links can have different forms: Text (click here), an
image or button, or a URL (or parts of it). I realize
that the URL (https://www.ANONYMIZED.edu or
ANONYMIZED.edu) in the text …

…is not a reliable indicator for where the link will take
me. Therefore, I check also the URL behind these links.

Link 4

11 https:// at the beginning of a URL (sometimes called
webaddress) means …

…that the data betweenmy device and the server cannot
be easliy read and changed without being noticed.

HTTPS 1

12 https:// at the beginning of a URL (sometimes also
called webaddress) does NOT mean …

…that I can use the website without any concerns. Also
cyber criminals use https connections to their servers.

HTTPS 2

13 In order to detect phishing web addresses or phish-
ing URLs, it is especially important to …

…that I check the so-called who-area (also
called domain and top level domain) of the URL.
https://www.ANONYMIZED.ANONYMIZED.edu/login

Who-Area 1

14 Unfortunately, there are cases where the who sec-
tion of the URL does not help me to recognize …

…where the link leads to and therefore I do not click on
it. This is the case with so called URL shortener services
like e. g. TinyURL or Bitly.

Who-Area 2
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Table 9. Translation of the Second Set’s Cards’ Texts

No. Head of sentence Tail of sentence Category
15 A web address (sometimes also called URL) which

leads to Amazon might look like the following:
https://www.login.amazon.de/234aseq§$§$as32A/
awe3434324/germany/kartenzahlung/ec-master

URL 1a

16 A URL from cyber criminals (sometimes called a
phishing URL) that pretends to lead to Amazon,
might look like the following:

https://www.login.arnazon.de/234aseq§$§$as32A/
awe3434324/germany/karte-zah-lung/ecmaster

URL 1b

17 A URL that leads to German Railways might look
like the following:

https://www.bahn.de/ticketbestellung/324234ase%
3secure-login

URL 2a

18 A URL from cyber criminals that pretends to lead
to German Railways might look like the following:

https://www.secure.host547.de/www.bahn.de/
ticketbestellung

URL 2b

19 A URL from Commerzbank might look like the
following:

https://www.commerzbank.de/portal/de/seiten/
girokonto/inhalt/startseite/kostenlosesgirokonto.
html?gclid=EAIaIQobChMI1_
iKkfX09gIVzNnVCh1ixQY5EAAYASAAEgI4IvD_
BwE

URL 3a

20 A URL from cyber criminals that pretends to lead
to the Commerzbank might look like the following:

https://www.commerzbank.de.host547.de/
girokonto-server-name-bei-der-commerzbank-
host547.php

URL 3b

21 A URL that leads to GMX might look like the fol-
lowing:

https://www.gmx.net/loginlounge/?status=login URL 4a

22 A URL from cyber criminals that pretends to lead
to GMX might look like the following:

https://www.gmx.de@host547.de/login/ URL 4b

23 A URL that leads to Springer might look like the
following:

http://www.springer.de/host547/buecher/
proceedings/accountdetails

URL 5a

24 A URL from cyber criminals pretending to lead to
Springer might look like the following:

https://www.spirnger.de/buecher/proceedings/
accountdetails

URL 5b

25 I receive an e-mail with an invoice that looks plau-
sible at first. Since the attachment is invoice.pdf, I
consider …

…this attachment to low risk. This format is com-
mon. It is also quite unlikely that cyber criminals
will succeed in integrating malware.

Attachment 1

26 I receive an e-mail with an invoice that looks plau-
sible at first. Since the attachment is invoice.zzpp,
I consider …

…this attachment to be dangerous, because I do not
know the file type. The e-mail might come from
cyber criminals. I delete it.

Attachment 2

27 I receive an e-mail with a job application that
looks plausible. Since the attachment is cv-
harward.pdf.exe, I consider …

…this attachment to be dangerous. This is an exe-
cutable file that runs immediately when opened and
can install unwanted programs. I delete the mail.

Attachment 3

28 I receive an e-mail with a job application that looks
plausible. Since the attachment is cv-harward.txt, I
consider …

…this attachment to be low risk. This format is un-
usual. But it is unlikely that cyber criminals succeed
in integrating malware here.

Attachment 4
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D Additional FeedbackQuestions

Fig. 9. Stacked bar chart for “How did you like the game card game in terms of design?”

Fig. 10. Stacked bar chart for “How comprehensible are the instructions of the game?”

Fig. 11. Stacked bar chart for “Due to the solution after the 1st round, I was more motivated in the 2nd
round”, “I feel better prepared to recognize possible phishing e-mails now that I have played the game.”, “I
now feel confident in recognizing phishing e-mails.”
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