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Abstract

Modern research increasingly depends on data from many sources, disciplines, and infras-
tructures. Yet in practice, data reuse is often slowed down by missing context, incompatible
formats, and manual, project-specific integration work. The FAIR principles address this
problem by providing guidelines for data and metadata that are findable, accessible, in-
teroperable, and reusable—not only for humans, but in ways that also enable automated
processing by machines.

FAIR Digital Objects (FDOs) are a concrete approach to putting these principles into prac-
tice by treating data as well-defined digital entities with persistent identifiers, structured
metadata, and predictable interfaces. Existing FDO-related initiatives have made strong
progress on identifier schemes, metadata conventions, and packaging mechanisms. How-
ever, they often handle two key aspects only implicitly or inconsistently: how FDOs are
typed and how executable operations are systematically associated with those types. As a
result, there is still no uniform, technology-agnostic framework that clearly specifies how
operations are declared, discovered, and executed for FDOs. To overcome these limitations,
this thesis develops a solution for type-based FDO operations to enable machine-actionable
data.

First, a rigorously formalized FDO core data model is defined that specifies what an FDO
is, which components it contains, and which rules it must follow. The model is designed
to be domain-independent and is demonstrated in two different areas, i.e., energy research
and the digital humanities, along with a comparison to other FDO modeling approaches.

Building on this foundation, a systematic method for linking operations to FDOs through
a type system is introduced. Three complementary typing mechanisms are defined that
turn FDO typing into a rule-based scheme for associating the right operations with the
right objects, and their strengths and trade-offs are evaluated.

Finally, the dissertation combines these ideas into an implementation approach that makes
operations discoverable and executable in practice. Operations are modeled as operating
FDOs that can be associated to target FDOs using explicit rules, and are integrated as part
of a technology-agnostic framework that enables metadata- and data-level processing. A
testbed implementation demonstrates the approach in both application domains consid-
ered earlier and shows how it improves interoperability and reuse in line with the FAIR
principles.

Overall, the dissertation provides a coherent specification of FDO structure, typing, and
operation execution, showing how FDOs can support automated processing and enable
more interoperable, reusable research data across diverse research domains.
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Zusammenfassung

Die moderne Forschung stiitzt sich zunehmend auf Daten aus vielen Quellen, Disziplinen
und Infrastrukturen. In der Praxis wird die Wiederverwendung von Daten jedoch oft
durch fehlenden Kontext, inkompatible Formate und manuelle, projektspezifische Inte-
grationsarbeiten verlangsamt. Die FAIR-Prinzipien gehen dieses Problem an, indem sie
Richtlinien fiir Daten und Metadaten bereitstellen, die auffindbar, zuganglich, interoperabel
und wiederverwendbar sind — nicht nur fiir Menschen, sondern auch in einer Weise, die
eine automatisierte Verarbeitung durch Maschinen ermoglicht.

FAIR Digital Objects (FDOs) sind ein konkreter Ansatz zur Umsetzung dieser Prinzipien,
indem Daten als klar definierte digitale Einheiten mit persistenten Identifikatoren, struk-
turierten Metadaten und vorhersehbaren Schnittstellen behandelt werden. Bestehende
FDO-bezogene Initiativen haben grofie Fortschritte bei Identifikationsschemata, Metada-
tenkonventionen und Datenverpackungsmechanismen erzielt. Allerdings behandeln sie
zwei wichtige Aspekte oft nur implizit oder inkonsistent: wie FDOs typisiert werden und
wie ausfithrbare Operationen systematisch mit diesen Typen verkniipft werden. Infolgedes-
sen gibt es noch immer kein einheitliches, technologieunabhangiges Framework, das klar
festlegt, wie Operationen fiir FDOs deklariert, entdeckt und ausgefiithrt werden. Um diese
Einschrankungen zu iberwinden, wird in dieser Dissertation eine Losung fiir typbasierte
FDO-Operationen zur Ermdglichung maschinenverarbeitbarer Daten entwickelt.

Zunéchst wird ein streng formalisiertes FDO-Kerndatenmodell definiert, das festlegt, was
ein FDO ist, welche Komponenten es enthilt und welchen Regeln es folgen muss. Das
Modell ist domanenunabhéngig konzipiert und wird in zwei verschiedenen Bereichen,
namlich der Energieforschung und den digitalen Geisteswissenschaften, demonstriert und
mit anderen FDO Modellierungsansatzen verglichen.

Auf dieser Grundlage wird eine systematische Methode zur Verkniipfung von Operationen
mit FDOs tiber ein Typsystem eingefiihrt. Es werden drei sich ergédnzende Typisierungs-
mechanismen definiert, welche die FDO-Typisierung in ein regelbasiertes Schema zur
Zuordnung der richtigen Operationen zu den richtigen Objekten umwandeln und die
Starken und Kompromisse der Mechanismen werden evaluiert.

Schlief}lich kombiniert die Dissertation diese Ideen zu einem Implementierungsansatz,
der Operationen in der Praxis auffindbar und ausfithrbar macht. Operationen werden
als operierende FDOs modelliert, die mithilfe expliziter Regeln mit Ziel-FDOs assoziiert
werden konnen, und als Teil eines technologieagnostischen Frameworks integriert, das die
Verarbeitung auf Metadaten- und Datenebene erméglicht. Eine Testbed-Implementierung
demonstriert den Ansatz in den beiden vorher betrachteten Anwendungsbereichen und
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Zusammenfassung

zeigt, wie dieser die Interoperabilitit und Wiederverwendbarkeit im Einklang mit den
FAIR-Prinzipien verbessert.

Insgesamt liefert die Dissertation eine kohérente Spezifikation der FDO-Struktur, Typi-
sierung und Operationsausfithrung und zeigt, wie FDOs die automatisierte Verarbeitung
unterstiitzen und interoperablere, wiederverwendbare Forschungsdaten tiber verschiedene
Forschungsbereiche hinweg erméglichen konnen.
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1. Introduction

1.1. Motivation

The rapid growth of research data and the increasing importance of interdisciplinary
collaboration challenge researchers, scholars, and other data users to manage, store,
and share their data in ways that ultimately enable reuse [1]. The FAIR principles are
internationally recognized guidelines for Findable, Accessible, Interoperable, and Reusable
(FAIR) data that address these challenges. However, these guidelines are interpreted and
implemented in various ways [2]. As a result, much of the research data is still difficult
to find and access, poorly interoperable, and often reusable only with a limited scope
or through time-consuming manual processing. Therefore, it is necessary to converge
on the practices for handling data of different types, structures, domains, and storage
locations [3]. The overall aim thereby is to optimize automated procedures to analyze and
employ data in a machine-actionable way.

Promising solutions come from the concepts of data spaces [4] and FAIR Digital Objects
(FDOs) [5]. The vision is to establish an ecosystem of machine-actionable FDOs across data
spaces that enables use-case-specific application of the corresponding digital resources
by different stakeholders. Developments towards this vision are currently fostered in
international organizations such as the Research Data Alliance (RDA) [6], the FDO Fo-
rum [7], and the European Open Science Cloud (EOSC) [8]. However, until now, the
precise definition of FDOs, their functionalities, and the underlying core mechanisms have
only been partially addressed within limited and specific scopes. Whilst basic typing and
trivial, standardized operations for Digital Objects already exist, the FDO context requires
advancements to address the capabilities of machine-actionable data according to FAIR
principles. A crucial aspect is how to model and implement FDO operations based on a
formalized type system, which ensures the reliable and unambiguous applicability of these
operations in a consistent and interoperable way. In addition, the corresponding base
service infrastructure must support these type system-based mechanisms and requires
advanced tooling to support agnosticism towards the underlying technologies for data
and executable software.

This dissertation investigates the development of a solution for formalized modeling
and applying operations for FDOs by means of typing. For this, principles from Object-
oriented programming (OOP) and Knowledge Representation (KR) are combined with
methodologies from (meta)data management and the Semantic Web. These modeling
approaches are implemented and systematically investigated to show how FDOs can
realize a domain-independent, machine-actionable ecosystem of digital resources.
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1.2. Research Questions

The main focus of this dissertation is to explore how FDOs enable machine-actionable
processing of research data by building on existing solutions and to determine if this
approach can improve the (re)use of data independently of their domains. This main
question can be further broken down into the following sub-questions:

1. How can FDOs conceptually align data spaces by FAIRification?

2. How can FDOs be consistently modeled using OOP and KR principles?

3. How can a type system for FDOs be formalized?

4. How can operations be associated with FDOs based on their types?

5. How can FDO operations be categorized and in which contexts are they applicable?

6. What technologies are suitable for the implementation and execution of FDO opera-
tions?

7. How do FDO operations enable machine-actionability?

8. Which layers of interoperability are improved by machine-actionable FDOs to ulti-
mately facilitate data reuse?

1.3. Contributions and Outline

To answer these research questions, the dissertation is divided into three parts:

The core scientific contribution of the first part covered in Chapter 3 is a mathematically
grounded foundation to formalize an FDO Core Data Model [9]. Lessons learned from
earlier FAIRification and FAIR assessment works are thereby considered [10]. The structural
and behavioral components of FDOs are defined using set theory, type theory, and predicate
logic, enabling precise specification and validation of FDOs and their typed elements. The
model systematically employs principles from OOP and KR, applying functionalities of
objects used in computer programs for objects/entities used and connected in data spaces.
On this basis, it is shown how FDO traits leverage domain-specific FAIR criteria at an
abstract meta-level. The core data model is implemented as a proof of concept on example
data from energy research [11] and digital humanities [12], demonstrating domain-agnostic
applicability. Finally, the model is compared with other FDO developments, clarifying how
it refines, generalizes, and extends existing approaches. This contribution covers research
question 1, 2 and partly 3.

In the second part that is covered in Chapter 4, a modeling approach for the association
of operations with FDOs is developed based on an FDO type system [13]. Adopting
the mechanisms in type systems for objects in OOP, three essential typing mechanisms for
FDOs are defined to realize the association of operations: Record Typing, Profile Typing,
and Attribute Typing. This approach shifts the perspective of assigning an FDO’s type
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as a particular record property to a rule-based deduction. To evaluate FDO-operation
associations that are based on these typing mechanisms, different quality indicators are
considered. Indicators of simplicity, efficiency, and flexibility are defined and used for a
quantitative analysis. For this, the typing mechanisms and involved FDO components
are modeled as graphs (association models). Different measures are defined and used to
evaluate the connectivity and time complexity of traversing each graph. In addition, purely
qualitative aspects, such as the granularity of required client knowledge, and versatility, are
defined and analyzed. On this basis, the typing mechanisms are compared and conclusions
are drawn with respect to their interoperability, compatibility, and implementation. This
contribution addresses the remainder of research question 3, and answers question 4.

The third part covered in Chapter 5 focuses on the categorization of FDO opera-
tions, their implementation, and machine-actionable execution to enhance data
interoperability layers [14, 15, 16]. Three essential categories of operations are defined:
Management-, Information Record-, and Data Resource Operations. The typing mech-
anisms are grounded in a class diagram model, and Attribute Typing is taken up as an
implementation-ready approach by defining operations as operating FDOs, which can be
mapped from and to class instances of the diagram. This approach results in a more holistic
view of the FDO concept to abstract all types of digital resources, including executable
software and interfaces. On this basis, a functional process model called FDO-Ops is
developed that uses logical statements to express highly granular association conditions,
enables polymorphism, and integrates execution protocols for purely object-level infor-
mation processing. For evaluation, two complementary strands are pursued. First, it is
examined how the advanced typing model defined by the class diagram can be imple-
mented using a prototypical next-generation Data Type Registry. It is then demonstrated
how this enables inheritance-aware operation discovery and consistency checks in future
FDO infrastructures. Second, a service and software architecture is introduced on top of
existing FDO base service components to implement FDO-Ops with the established Digital
Object Interface Protocol (DOIP) as a testbed framework. Use cases are designed using the
example datasets [11, 12] to assess the integration of FDO-Ops with state-of-the art tools,
and the overall impact on enhancing different interoperability levels is evaluated. This
contribution addresses the remaining research questions 5, 6, 7 and 8.

The dissertation is structured as follows:

Chapter 2 Elaborates on the background and theoretical foundations of objects and typing,
the representation of knowledge, metadata management, and (FAIR) Digital Objects.

Chapter 3 presents the work on the development of a formalized FDO core data model,
evaluation, proof of concept, and comparison with existing approaches.

Chapter 4 presents the work on the development of typing mechanisms in FDOs for
associating operations and a comparative analysis of their quality indicators.

Chapter 5 presents the work on the implementation-related developments for machine-
actionable FDOs and the evaluation of how they enhance interoperability layers.

Chapter 6 concludes the dissertation and provides an outlook for future work.
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This chapter introduces the background information from the relevant disciplines and
topics in a bottom-up order: it starts with foundational notions of object-oriented design
and type systems for operating on structured information, then addresses knowledge-
representation and modeling mechanisms to express and link those structures, and finally
connects both to research data management and in particular the field of (FAIR) Digital
Objects on which the dissertation is based.

2.1. Object-Oriented Design and Type Systems

Objects in the context of information technology constitute a structuring mechanism to
model real-world entities or things in a digital environment. By applying core principles of
computer science as outlined below, objects can constitute complex systems that become
networks of interacting components. These are the foundations for concepts and paradigms
that realize information management and exchange through computer programs. [17]

Having its foundations in type theory, a type system is a logical system that classifies
components of a program into types. In general, it has the purpose of preventing errors,
defining constraints on permissible values and relationships, and providing guaranties
about behavior. A type system defines a set of type rules based on typing judgments, which
are formal assertions under a static and well formed typing environment expressing how
the program components interact. Well formedness essentially means that an expression
follows the syntactic rules of a language, so it is valid and interpretable within the system.
Type safety is the property of a system that prevents unnoticed (untrapped) errors that cause
arbitrary behavior. As a result, operations are not applied to values of incompatible types,
so “type errors” cannot occur during execution or are reliably detected before the operation
is performed. Typechecking is the process of verifying and enforcing the corresponding
rules, e.g., to ensure that method calls, data access, and object interactions are consistent
with class and interface definitions. When passing the typechecker, a program, or in
general terms a system, is called well-typed. Static typing performs typechecking before
runtime, usually at compile time, whilst dynamic typing does it at runtime. [18, 19]

Mostly known in the context of programming languages, types are also used in data
modeling and databases, and for KR systems within ontologies. In the context of OOP,
by which many developments in this dissertation are inspired, type systems define the
mechanisms for classifying values, structuring object hierarchies, and enabling interactions
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between objects. They serve as contracts that govern object behavior, enforce abstraction,
and enable safe reuse through consistently applied subtyping and polymorphism. [20]

2.1.1. Abstraction and Encapsulation

Abstraction is a fundamental principle in computer science and is one of the pillars of OOP.
It separates the behavior of a system from its implementation to hide irrelevant details
and highlight essential properties, thereby generalizing the system’s functionality [21].
Information hiding behind module interfaces refers to a core modular design principle for
building systems that are easier to maintain and evolve [22]. A mathematical foundation for
abstraction in software development is provided by [23] through abstract data types, which
are defined by their behavior (operations and properties) rather than by their representation.
The work of [24, 25] describes abstraction in relation to types and polymorphism, showing
how different levels of type abstraction allow flexible yet safe program design.

Alongside abstraction, encapsulation is another pillar of OOP. Encapsulation bundles data
with its operations into a single unit to restrict direct access to its internal state through
well-defined interfaces [26]. Closely tied to abstraction and rooted in information hiding,
it enables developers to reliably reason about components in terms of their specified
behavior rather than their implementation [27]. Type systems reinforce encapsulation
by statically restricting which operations are permitted on a given data structure [20]. In
OOP, classes are used to package abstraction (what an object as an instance of a class does),
with encapsulation (what its internal state representation is) [28, 29]. In terms of type
theory, a class defines a type, and all its instances are within the type’s value range [24].

2.1.2. Subtyping, Polymorphism and Inheritance

The foundational taxonomy of subtypes and polymorphism is provided in [24]. Central to
the flexibility in OOP, subtype polymorphism is the use of an object of a subclass wherever
its superclass is expected. This enables the use of objects of different types through a
shared interface or base types. According to the Liskov Substitution Principle [30, 31],
subtyping must preserve behavioral correctness such that objects of a subtype must be
usable like objects of a supertype without altering essential program characteristics.

Inheritance is a mechanism for defining new classes based on existing ones, thereby reusing
attributes and behavior to define more specific extensions [32]. Subtyping works analo-
gously to, and is often realized through inheritance, but inheritance only complies with the
Liskov Substitution Principle if a subclass preserves the behavior of its superclass [33].

2.1.3. Forms of Type Systems

To determine type compatibility (also called type equivalence), there are two approaches:
either the type and subtypes are explicitly declared through relationships between named
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types (e.g., through inheritance), or the type compatibility and subtypes are determined
by the type structure considering properties and supported operations [24, 20]. Based
on these approaches, three main type systems exist in OOP that associate the type of an
object with specific system components:

« Nominal typing: the type of an object is determined by its class name and inherited
superclasses [20].

« Structural typing: the type of an object is determined based on its properties and
methods, typically at compile time [20].

« Duck typing: the type of an object is determined based on its properties and
methods, typically at runtime, and is therefore a more dynamic version of structural

typing [34].

2.2. Knowledge Representation

The term Knowledge Representation (KR) stems from an area of Artificial Intelligence (Al)
that is concerned with the encoding of knowledge about the world into structured formal
representations that a computer can use to reason, draw inferences and act upon [35]. In
this section, we focus on KR in the context of domain information modeling adopting a
structured approach to identify entities, their relationships, and the vocabularies used to
describe them.

2.2.1. Entity-Relationship Model

Originally introduced by [36], the Entity-Relationship (ER) model is used to represent
data as entities and their relationships. A major aspect is the provision of independence
from domain-specific data described through set theory and relation theory. It is originally
derived from three models (the network model, the relational model, and the entity set
model) and is considered a generalization and extension of them. It is mainly used in
database design, but has also been adopted in other branches of computer science, such
as software engineering [37]. As pointed out in [38], ER modeling complements object-
oriented (OO) models because it provides a disciplined conceptual foundation for modeling
entities, relationships, and identification that OO designs can build upon (often by adding
behaviors/methods).

The original ER model provides a logical four-level view of data [36]. In the context
of this dissertation, we make use of Level 1: Information Concerning Entities and
Relationships. For convenience, we report the original formal definition given by [36],
as we later refer to it.

An entity is defined as a "thing" that can be distinguished from others. A relationship is
defined as an association among entities. To test whether an entity e belongs to the set of
entities E;, there exists a predicate associated with each entity set E;. Entity sets may not
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Figure 2.1.: A minimal ER-diagram. Adopted from [36].

be mutually disjoint. Let R; be a relationship set that is a mathematical relation among n
entities, each taken from a set:

{le1, e2,....,en] | €1 € E1, €3 € Eo, ..., e, € E,}, (2.1)

where each tuple of entities [e;, ey, ..., €,] is a relationship. Entity sets E; in Equation (2.1)
may not be mutually disjoint. Entities have roles r; in the definition of a relationship which
are stated as: ry/e1, ra2/es, ...,y /e, that determine their function in the relationship.

A set of attribute-value pairs expresses information about an entity or a relationship.
Values are classified into different value sets V;. A predicate is associated with each V; to
test whether a value belongs to it. An attribute is formally defined as a function f that
maps from an entity set E; or a relationship set R; to a value set V; or a cartesian product
of value sets V;, X Vi, X ... X V; :

fiEiorR, = ViorVy, XV, X..xV, (2.2)

A way of representing the information structure is the ER diagram, for which an example
is depicted in Figure 2.1. In this original notation, the entity sets are represented by
rectangular boxes, the relationship sets are represented by diamond-shaped boxes, and
the attributes are represented by ovals. The roles of the entities in the relationship and the
cardinality are provided as line annotations.

2.2.2. Knowledge Organization Systems

Knowledge Organization Systems (KOS) organize and represent information by modeling
the semantic structure of a domain and its vocabulary. This comprises multiple types of
schemes for organizing information, which can be taxonomically grouped with respect to
their structure and function [39], summarized as follows:

« Term Lists: are simple vocabularies that harmonize terminology without complex
structure.
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« Metadata-like Models: structure terminology around entities or attributes.

« Classification and Categorization: organize items into hierarchically structured
and controlled subject groupings.

+ Relationship Models: are knowledge organization structures, such as thesauri,
semantic networks, and ontologies that represent concepts as terms and explicitly
define the relationships between them, from simple equivalences and hierarchies to
richer, rule-based connections.

2.2.3. Semantic Web

The Semantic Web is an extension of the existing World Wide Web to make machine-
interpretable information available for easier exchange and navigation [40]. A central
aspect of this vision is that computers can access structured data based on the Resource
Description Framework (RDF), and rule sets that enable automated reasoning over (linked)
data [41].

2.2.3.1. Resource Description Framework

RDF is a framework for modeling the representation of information and data exchange on
the web [42]. The basis of an RDF data model is an abstract syntax with a set of triples
consisting of a subject, a predicate, and an object, represented as a node-edge-node link in
an RDF graph. A minimal example of such a graph is illustrated in Figure 2.2.

Predicat
Subject redica® Object

Figure 2.2.: A minimal conceptual RDF graph of two nodes connected by an edge, forming a triple. Adopted
from [42].

The term resource in RDF is used as a synonym of the term entity, which may be anything
from a physical thing to an abstract concept. Resources are denoted by Internationalized
Resource Identifiers (IRIs) and literals of the graph nodes, which have data types that
define the range of possible values. [43]

OWL extends RDF with a description-logic—based ontology language that adds rich class
and property constructs (e.g., class expressions, cardinalities, equivalence/disjointness,
property characteristics) and formal semantics for automated reasoning [44]. ShEx [45]
and SHACL [46] are shape languages to validate RDF graphs against defined constraints
to ensure data integrity and provide clear validation feedback to users.

The SPARQL Protocol and RDF Query Language (SPARQL) is the standard query language
for RDF data to retrieve, manipulate, and construct data stored in RDF. SPARQL queries
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typically match graph patterns against RDF triples and can return results in a serialized
format [47].

2.2.3.2. Linked Data

Linked Data (LD), and specifically Linked Open Data (LOD) when using open licenses,
aim to interlink data resources on the web by (re)using URIs that are resolvable via
the Hypertext Transfer Protocol (HTTP). It consists of 4 principles, originally defined
by [48]:

« "Use URIs as names for things".
« "Use HTTP URIs so that people can look up those names".

+ "When someone looks up a URI, provide useful information, using the standards
(RDF, SPARQL)".

+ "Include links to other URIs, so that they can discover more things".

With LD, both humans and machines can access data across different servers and have
a technical approach to interpret the provided semantics [49]. Given its relationship to
RDF, LD models structure data as a graph that spans the web, thus working towards the
Semantic Web vision [50].

2.3. Research (Meta)data Management

This section introduces the relevant concepts of metadata- and data management. The
FAIR Guiding Principles have become central guidelines in this field, and the increasingly
prominent concept of data spaces can provide the technical and governance framework for
their implementation. However, the dimension of interoperability is particularly complex
as described in Section 2.3.3.

2.3.1. Metadata

Metadata management is the key to maintaining an efficient and thriving digital ecosystem
where data can be considered as digital resources that fuel procedures in the informa-
tion age. Metadata can be defined as "the information we create, store, and share to
describe things and that allows us to interact with these things to obtain the knowledge
we need" [51]. There are a variety of different types of metadata, with slightly different
categorizations between communities, but an often cited overarching classification that
provides a good orientation is summarized in Table 2.1 [51].

Metadata are therefore almost everywhere included where data are produced and stored,
be it as direct entries in repositories and relational databases records, or as individual file
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Table 2.1.: General overview of metadata types according to [51].

Type of Metadata Purpose

Descriptive metadata Finding or understanding a resource

Administrative metadata

- Technical metadata - Decoding and rendering files

- Preservation metadata - Long-term management of files

- Rights metadata - Intellectual property rights attached to content
Structural metadata Relating parts of resources to one another

formats such as Extensible Markup Language (XML) or JavaScript Object Notation (JSON),
serialized with RDF in the context of LD [52]. In that sense, metadata are also digital
resources that can be used in different ways depending on the context of the application
case.

2.3.2. FAIR principles

The FAIR Guiding Principles for scientific data management and stewardship have been
introduced with a particular focus on making digital resources findable, accessible, inter-
operable, and reusable in a machine-actionable way [1]. In that sense, these principles are
quality traits with synergistic effects and the overall aim to re-use data in downstream
applications. Each principle has a set of criteria that specify their characteristics of which
some are very concrete (e.g., F1: "(meta)data are assigned a globally unique and persistent
identifier"), whereas others leave a lot of space for interpretation (e.g., F2: "data are de-
scribed with rich metadata"). These criteria have been extended and newly interpreted
over time in the context of specific types of digital resources and applications, such as
research software [53], computational workflows [54], Al [55], and semantic interoper-
ability [56]. The original FAIR criteria, those formulated in FAIR for Research Software
(FAIR4RS) [53, 57], and those for the updated FAIR principles (FAIR2.0) [56], are provided
in Appendix Tables A.1 to A.3, respectively.

2.3.2.1. Basic Concepts and Technologies

The most relevant and basic concepts and technologies that are used for realizing FAIR
principles are:

« Data Storage Systems: repositories are central, permanent storage systems where
digital resources are managed and accessed [58]. They can be special-purpose, often
institutional, as well as open global-scoped and general-purpose repositories [59]. In
data management ecosystems, institutional data repositories may be complemented
by separate analytical storage or processing architectures such as data lakes, data

10
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warehouses, or a mixture called data lakehouses [60], especially in big data con-
texts [61]. A data lake is a scalable store that keeps heterogeneous (usually raw) data
in original formats and applies some structure at read time (schema-on-read) [62],
while a data warehouse integrates, cleans and models data up front (schema-on-
write) [63].

+ Persistent Identifier (PID) Systems: provide permanent stable references (the
PIDs) to digital objects or metadata about physical objects (the digital resources).
Typically, PIDs, consisting of an authority-specific prefix and a suffix string pattern,
are globally unique and aim to provide long-term referencing to their associated
resources, independently of changes in their metadata or location. Among the most
prominent ones are Handles [64], specifically Digital Object Identifiers (DOIs) [65],
and Archival Resource Keys (ARKs) [66].

« Knowledge Organization Systems: already described in Section 2.2.2, they com-
prise multiple concepts to structure, organize, and relate semantics, and are thereby
a way to leverage metadata [67].

+ Semantic Web and Linked Data: already described in Section 2.2.3, they anticipate
key ideas of the FAIR principles by promoting machine-readable resources through
RDF and controlled vocabularies [68]. Not inherently covered are persistence and
fully machine-actionable metadata for reuse [69, 70, 71, 72].

« Collections: they are described as location-independent, criterion-defined views on
distributed resources [73]. Collection membership is set logically by explicit selection
rules and operationally by what the collection’s discovery tools can retrieve directly.
Conceptually, they fit the definition of Research Objects (ROs) [74] as semantically
enriched aggregations of resources that embody a scientific purpose or advance a
specific research objective.

2.3.2.2. Machine Abilities

FAIR data emphasize machine-actionability, building on machine-readability and inter-
pretability. A possible definition of these terms is provided by [75], which is adopted and
extended in this dissertation:

« Machine-readability: the ability of machines to parse and process the syntax of a
digital resource. Human intervention is still required to interpret the context.

« Machine-interpretability: the ability of machines to interpret the technical, syn-
tactic, and semantic details of a digital resource for content-based validation and
reasoning. Human intervention is still needed to act according to the potential
conclusions drawn from this interpretation.

+ Machine-actionability: the ability of machines to operate on a digital resource
based on the previous interpretation of its technical, syntactic, and semantic details,
using a system with structures and rules against which can be programmed. Human

11
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intervention is not required at the stage of full machine-actionability, but may be
necessary at intermediate stages.

2.3.3. Interoperability

There are different definitions and categorizations of interoperability in the literature,
sometimes redundant, depending on the domain and subject of interest. The recent work
of [76] conducts a tertiary study based on which a classification of types, models, and
interoperability frameworks is provided. According to this study, the European Interop-
erability Framework (EIF) [77] is currently one of the most complete and well-known
frameworks. It was also the inspiration for the EOSC Interoperability Framework (EOSC
IF) [78] which defines four layers of interoperability in the context of the FAIR principles,
namely technical, syntactic/semantic, organizational and legal interoperability.

A work in line with the EIF and the EOSC IF is provided in [79] where three tightly coupled
facets are defined, called the interoperability trilogy for Systems of Systems. Each facet
is based on different types of interoperability (data, service, and system interoperability)
addressing essential components in (meta)data management.

These types of interoperability connect to the Levels of Conceptual Interoperability Model
(LCIM) (originally in [80], later extended in [81, 82]), which is also used in the context of
the Semantic Web [83]. The LCIM follows a bottom-up approach (L0 to L6) to capture
conceptual interoperability between systems. Some of these levels align directly with
those of the EIF and EOSC IF, i.e., technical, syntactic, and semantic interoperability.

The LCIM effectively provides descriptions of each level and the requirements to achieve
them. This enables interoperability assessment by expertise and judgment using a qualita-
tive measurement mechanism [84].

As also outlined in [76], the interoperability types of technical, syntactic, and semantic
interoperability occur the most in different studies that interpret them in the context of
different domains and use cases.

The interoperability layers of the EIF and EOSC IF directly aligned with the LCIM levels,
up to level 3, can be defined as follows:

« Level 0 - No Interoperability: systems are separate. They cannot exchange data in
a meaningful way:.

« Level 1 - Technical Interoperability: systems can connect and pass bits (via
networks and protocols) using agreed standards, interfaces, and security mechanisms,
but the content is opaque.

+ Level 2 - Syntactic Interoperability: systems use the same data format/structure,
and messages can be parsed.

+ Level 3 - Semantic Interoperability: systems share the meaning of the data
(common vocabulary or model), and parsed data are understood in the same way.

12
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The remaining layers not directly aligned with the LCIM, as well as the interoperability
trilogy facets, can be defined as follows:

+ Organizational Interoperability: processes, roles, and responsibilities across
organizations are aligned such that a service actually works end to end.

+ Legal Interoperability: rules and laws allow data and services to be shared across
borders and administrations.

» Data Interoperability: the ability to exchange and use heterogeneous (meta)data
through standardization and portability, accessibility and openness, as well as privacy
and security.

« Service Interoperability: the ability to discover and use the services of others
through automation and machine-readability, requiring standardized service inter-
faces.

+ System Interoperability: the infrastructural features that enable collaborative use
of complementary services and technologies across otherwise independent systems.

2.3.4. Data Spaces

The term data space is not well-defined and constitutes an umbrella term for multiple
related concepts, summarized in [85]. In its first definition introduced by [86], a data space
is an abstraction for data management procedures on distributed and decentralized digital
sources regardless of their format, location, model, or structure. Another important aspect
is the sovereignty of data owners, security, and governance, especially in an industrial
context, as proclaimed by the International Data Space Association (IDSA)! [87]. From a
practical point of view, data spaces provide a framework (technical, organizational, legal,
and governance) that supports trusted data sharing and value creation within data ecosys-
tems across (big) data value chains [85, 88]. In a research context, these value chains are
used to enable collaboration among diverse, interconnected participants that benefit from
each other. Since data spaces provide infrastructure for the integration of heterogeneous
data from multiple sources and enable data sharing between organizations, they would
be strengthened by FAIR compliance [89]. The process of transforming uncurated data
ecosystems into FAIR-compatible data spaces is achieved by FAIRification [90, 91].

! https://internationaldataspaces.org/

13


https://internationaldataspaces.org/

2. Background

2.4. Digital Objects

In their original work [92] and a later revision [93], the authors propose a uniform frame-
work to identify, access and manage digital information, independent of its location or
file format. The framework responds to a key limitation of the World Wide Web as an
information infrastructure: resources are distributed across many sites, represented in
heterogeneous formats, and referenced by identifiers that are often unstable. To address
this issue, the authors separate the informational content, i.e., the Digital Object (DO),
from the mechanisms used to store and access it (repositories and access protocols).

In this framework, a DO is an instantiated abstract data type composed of typed data and
key metadata. Typed data refers to the object’s data representation, and DO subtypes are
introduced by hierarchically adding metadata fields. The key metadata ensures uniqueness
of the object and contains at least a PID. Additional requirements may vary.

Beyond the object model itself, the authors ([92, 93]) specify the foundational concepts of
the system, including mutability properties, a Repository Access Protocol for interacting
with DOs and infrastructure components such as handle servers. Together, these elements
form the basis for a distributed digital information service in which DOs can be stored,
accessed, disseminated, and managed in heterogeneous repositories.

Compared to other works on distributed objects like CORBA or RMI-IIOP [94], which
assume controlled, homogeneous middleware-managed environments, DOs are designed
for open, heterogeneous cross-domain settings. They rely on globally resolvable identifiers
and metadata descriptions instead of middleware-specific bindings.

2.4.1. Digital Object Architecture

The Digital Object Architecture (DOA) is a technical expression of the conceptual DO
framework [93]. It is an extension of the Internet architecture that supports informa-
tion management beyond simply transmitting digital information from one point to
another [95]. Part of the DOA is the Digital Object Interface Protocol (DOIP) that defines
how clients interact with DOs and their services [96]. In DOIP, every DO must have a
defined serialization format, typically JSON, to ensure interoperability between systems.
In the native DOA, each DO has a type that describes the semantics of its content.

DOIP defines a set of basic and extended operations. Basic operations must be implemented
in all DOIP services, i.e., hello (to retrieve service information), create (to register and
deposit a new DO), retrieve/access (to obtain information or elements of a DO), update (to
update information or elements of a DO), delete (to permanently remove a DO or point to
a tombstone), search (to discover DOs based on metadata), and listOperations (to see which
operations are supported for a given object). Extended operations are meant to provide
additional manipulations for the metadata of a DO or its bit sequence. In this paradigm,
an extended operation is itself a DO which trivially has an identifier. These operations are
either executable as part of the service implementation or within a runtime environment

14



2.4. Digital Objects

provided by the service. Interactions between clients and DOIP services must follow a
secure request/response model. In the DOA, everything (such as services, targeted DOs,
or operations) has an identifier and is addressed by it [96].

A prime example of the application of the wider DOA is the Handle System [64] that
serves as the resolution component of the DOI System [97] which is used, for example, for
scholarly publications and related outputs.

2.4.2. Digital Objects Core Data Model

Building on the original definition of [93], the RDA Data Foundation & Terminology (DFT)
Working Group introduced a core data model for DOs [98]. Here, a DO is defined as
the central organization unit of information, as depicted in Figure 2.3, whose content is
represented by a bit sequence stored in a repository. In contrast to the original description,
the PID, as a generalization of a Handle, is separated from the key metadata, and the
metadata itself is treated as a DO. The model further introduces collections as explicit
aggregation constructs, i.e. a collection that groups DOs and is itself represented as one.
In the FAIR lifecycle architectures proposed by [99], DOs can serve as the packaging
and access unit that binds data and all related artifacts (metadata, methods, workflows,
integration results) together by their PIDs to be found, accessed, and reused consistently.
This “core data model” is best understood as a metamodel [100] for the conceptual and
technology-agnostic representation of the entities and their relationships. However, the
model exhibits cyclic dependencies: DOs are described by metadata objects and aggregated
by collections, both of which are also modeled as DOs.
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Figure 2.3.: The original Core Data Model of Digital Objects of the RDA DFT group, taken from [3].

A further conceptual refinement concerns the functional role of the PID, as illustrated
in Figure 2.4. In earlier descriptions, the PID primarily serves as a reference to the typed
data that the DO is composed of. In the DFT model, the PID resolves to a PID record, a
dedicated metadata record that provides the information required to locate and access
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2. Background

the associated bit sequence (or an equivalent copy) and to reference additional metadata.
Within this framework, also individual metadata attributes of the PID record must be
explicitly typed so that they can be interpreted and processed in a machine-actionable
manner. [3]
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Figure 2.4.: The PID record concept for Digital Objects of the RDA DFT group, taken from [3].

This perspective on DOs emphasizes encapsulation, abstraction, and persistent identifica-
tion of elements, and is naturally related to established concepts such as object orientation,
abstract data types, and object stores [3]. The intended paradigm is that users do not
directly engage with a DO’s internal bit sequence, but interact through well-defined op-
erations and metadata. DOs thus provide a consistent high-level view of digital entities
that is independent of their internal representation. PIDs of these DOs can be interlinked,
forming an identifier graph that preserves essential context and provenance pathways
across evolving infrastructures, even if individual resources later move or vanish [101]. By
pairing PIDs with abstract data types (e.g., lists, sets, maps), actionable PID collections of
DOs have standard operations (e.g., add, remove, lookup) through a universal interface
layer, making them interoperable across PID systems [102]. This requires infrastructures
that support not only resolving identifiers but also precise PID typing and DO relation-
ships. Closely related, in [103, 104] the authors introduce the notion of a PID graph, which
amplifies the benefits of PIDs by connecting them via their metadata.

The view on DOs as proposed in the RDA’s DFT core model connects to an earlier adoption
of the DO concept within digital libraries: in [105], Digital Object Prototypes (DOPs)
are introduced as explicit object-oriented type definitions that specify an object’s parts
and behaviors, with runtime checks for conformance and behavior binding [105]. A
later implementation highlights encapsulation, metadata constraints and mappings, and
repository automation such as file conversions [106]. Overall, they argue that making types
explicit and machine-enforceable via DOPs turns heterogeneous digital library content
into uniformly manipulable objects, improving reuse, configurability, and library service
development.
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2.4. Digital Objects

2.4.3. Digital Object Typing and Kernel Information

This section provides an overview of the key concepts and technologies used to define
and type DO content.

2.4.3.1. Data Type Registries

Data Type Registrys (DTRs) support the standardization of type definitions through
community-driven registries rather than the slower international consensus process. They
store machine-readable and PID-referenced type definitions, which can be validated. The
RDA DTR Working Group [107] addressed the challenge of enabling automated data
processing and cross-domain interoperability by defining how these data types can be
registered, validated, standardized and reused. The conclusion is that no single global
registry could serve all domains. Instead, a federated registry system is needed, allowing
communities to define and manage their own types while maintaining interoperability
through PIDs, shared Application Programming Interfaces (APIs), and governance princi-
ples. The use cases for DTRs identified by [107] include enabling automated validation of
data, supporting dataset discovery by types, linking types to services for type-specific op-
erations, and clarifying semantics to improve reuse and reproducibility. Their data model
proposes that each type has an identifier, description, provenance, semantics, standards
references, and relationships to other types.

Overall, DTRs complement PIDs by declaratively associating typed elements in DOs with
valid operations, emphasizing encapsulation. This makes the infrastructure flexible and
extensible, allowing new operations to be added without altering the internal organization
of the DO. The envisioned result is a virtualization layer that allows users to interact with
logical representations of DOs rather than physical storage.

2.4.3.2. PID-Information Types

PID-Information Types (PITs), conceived by the RDA PIT working group [108], model
types according to the requirements of DTRs. They provide a structured way to associate
machine-readable typed metadata directly with PIDs, enabling automated processing
and supporting discovery, access, and verification of integrity and authenticity. PITs are
modeled through properties that define elements of atomic metadata, types that aggregate
them into coherent groups, and profiles that aggregate types for domain-specific needs, as
shown in Figure 2.5.

To embed PITs within the broader PID infrastructure in conjunction with DTR and PID
services, they also propose a PIT API service, abstracting PID operations for clients and
enabling further abstraction via higher-level API adapters, as depicted in Figure 2.6.

To ensure that every registered PIT not only has a definition, but also a machine-interpretable
schema to validate instances, the work in [109] introduces a method to automatically
derive JSON Schemas from hierarchical PIT descriptions. Such hierarchical descriptions
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Figure 2.5.: The conceptual property-type-profile model of PITs, derived from the description in [108] with
addition of partial formalization using cardinality.
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Figure 2.6.: Envisioned high-level architecture for PITs following long-term adoption: PID infrastructure
providers would provide PIT API services alongside their existing PID services. Adopted from [108] and
adapted to Unified Modeling Language (UML) component diagram.

treat a PIT as a composition of simpler building blocks: at the lowest level are Basic PITs,
which rely only on primitive JSON datatypes (string, integer, boolean, ...) with possible
restrictions (regex, ranges, enums, ...). Composite PITs (originally just referred to as PITs)
are hierarchical structured aggregates defined by combining these Basic PITs or other
Composite PITs. Each subtype is explicitly registered with its own PID, so the hierarchical
structure of a given PIT can be recursively navigated and the corresponding pieces of the
JSON Schema can be generated, resulting in a complete JSON Schema that enforces both
syntactic validity and structural rules of the type. This method, outlined in Algorithm 1, is
used in existing DTR systems, such as the ePIC DTRs [110], to validate PITs in DO PID
records.
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Algorithm 1 Schema Extraction Algorithm Pseudocode based on the description in [109].

Input: Main PID

Output: JSON Schema

Retrieve and validate PIT description of the Main PID from the PIT registry

Initialize properties section from the main PIT description

Initialize empty list definitions // is expanded during schema construction and
contains definitions of main type, all subtypes and subtypes of subtypes

Call BAckTrRACKING(Main PID)

foreach encountered PIT during backtracking do

Create a definitions list entry for the PIT according to the type definition keys with

the PID as reference value

Identify subtype PIDs in the PIT description

if subtype PIDs exist then

L foreach subtype PID do

| Call BACKTRACKING(subtype PID)

else
L Mark PIT as basic // no recursion

Build JSON definitions section for types from definitions list
Set JSON properties section to the structure of the (main) PIT from step 1
return complete JSON Schema

2.4.3.3. PID Kernel Information

PITs address the technical requirements for typing PID record information, whilst the
specification of the record content is provided in the RDA recommendations on PID Kernel
Information [111]. The authors introduce a minimum, carefully selected set of generic
metadata attributes to embed in a PID record, enabling fast processing of the essential
information about the corresponding bit sequence even without accessing it. A Kernel
Information Profile (KIP) is a registered schema for interpreting PID records, defining
allowed attributes, and their representation. Therefore, a PID record is an instantiation of
a KIP, analogous to an object being an instance of a class in OOP. A set of guidelines is
provided in [111] to define a KIP:

o PID records are machine-actionable, non-authoritative metadata, with kernel infor-
mation stored directly in the resolver.

« They are owner/delegate controlled and should be updated rarely.

« The kernel and profile attributes are atomic key—value pairs that describe only the
identified object, independent of other objects or attributes.

The authors in [111] also define the draft KIP recommended by the RDA for a generic
description of digital resources, referred to as RDA KIP.

19



2. Background

2.4.4. From Digital Objects to FAIR Digital Objects

DOs provide the foundation for a structured approach to managing digital entities through
PIDs and metadata to support automated processing, manage access, and reuse data in a
reliable way. Some of these aspects align with the FAIR principles: DOs implement the
Findability (F) and Accessibility (A) dimensions almost directly. Their model defines the
binding mechanisms between identifiers, metadata, and bit sequences, ensuring stable
references and persistence across repositories. Certified repositories, PID infrastructures,
and metadata persistence mechanisms make DOs naturally FAIR with respect to stable
identification and access [112]. In the dimensions of Interoperability (I) and Reusability
(R), DOs can provide facilitation rather than complete solutions. Through their type-based
binding concept, DOs offer stable and potentially machine-actionable links that could
enable interoperability across repositories regardless of underlying storage or modeling.
However, they lack the rich, qualified semantic descriptions, detailed provenance, licenses,
and reuse conditions explicitly required by the FAIR Principles [113].

The further extension and alignment of DOs with the FAIR principles gave rise to the
concept of FAIR Digital Objects (FDOs) [5], combining the technical framework provided
by DOs with the semantic and community-driven requirements contributed by FAIR [114].
The concretization and refinement of this concept is the subject of ongoing research within
the FDO community.
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3. Formalizing a FAIR Digital Object Core
Data Model

This chapter builds on the work published in the proceedings of the IEEE 2024 International
Conference on Big Data (BigData) [9], and is related to the works published in the Scientific
Data Journal [11], in the proceedings of the 19*" International Workshop on Ontology
Matching [12], and in the proceedings of the 3" Workshop on Metadata and Research
(objects) Management for Linked Open Science (DaMaLOS) [10]. The main outcome is
a formalized core data model that defines FAIR Digital Objects (FDOs) and illustrates
how they align data spaces by FAIRification using principles from OOP, KR, and typing
(answering to sub-questions 1,2 and 3 in Section 1.2).

3.1. Introduction

The FAIR principles [1] provide guidelines for proper data management and stewardship,
and have been implemented in many ways for FAIRification of data [115], depending on
the requirements and practices within different communities [2, 116]. On the other hand,
compliance with the FAIR principles, so called FAIRness, is difficult to measure [117, 118]
and is usually assessed in community-specific contexts [119, 120, 121], posing challenges
for a direct comparison [122]. Partial and inconsistent FAIRification across and within
data spaces results in reduced research efficiency [113]. This is particularly impactful
in data-intensive fields that rely on good (meta)data management practices, for example
Artificial Intelligence (AI) [123, 124], and is even amplified in the context of big data,
especially with respect to interoperability [125].

This issue can be addressed by an abstract, domain independent, and machine-actionable
representation of the content of each data space without altering their FAIR-compliant
configurations and ensuring full control over their digital resources. FDOs, which enable
machine-actionability at the level of the individual digital resource, offer a promising
concept for the realization of a global integrated data space [126]. The precursors of
this vision are, for example, the Digital Object Abstraction Layer (DOAL) for reusable
digital library services [127], or the architectural organization and abstraction of physical
implementations by FDOs within data lakes [128]. However, the FDO concept has always
been kept as a high-level specification. The lack of a rigorous formalism resulted in
divergent interpretations and individual domain-specific solutions that are not directly
compatible with each other, missing a holistic approach.
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3. Formalizing a FAIR Digital Object Core Data Model

This chapter provides a formalized FDO core data model for abstract meta-level represen-
tations of digital resources in data spaces and is structured as follows:

« Definition of the problem in current FAIRification practices in Section 3.3.1.

+ Development of the envisioned solution of a meta-level aligned with the FDO concept
in Section 3.3.2.

+ Developing a formal definition of FDOs that satisfies the requirements of the proposed
meta-level in Section 3.3.3.

« Evaluation and implementation of the model as a proof of concept in Sections 3.4.1
and 3.4.2.

« Comparison of the model with other FDO models in Section 3.4.3

« Overall discussion in Section 3.5.

3.2. Related Work

The FDO Forum [7] drives the development of FDOs nowadays and provided a technical
definition [129, 130] and a list of conceptual specifications [131]. However, key aspects
remain open to interpretation, including the precise definition of an FDO, the implementa-
tion of typing, the essential technologies involved, and the position of FDOs within the
data ecosystem in relation to concepts such as the Semantic Web.

Within the RDA, the development of a conceptual core data model of DOs from the Data
Foundation and Terminology (DFT) working group [98], together with the recommenda-
tions on PID Information Types (PITs) [108], on PID Kernel Information [111], on Data
Type Registries (DTRs) [107], and on Research Data Collections [132], culminated in
the introduction of Handle-based FDOs. Early adoption attempts are attributed to the
Helmholtz Metadata Collaboration (HMC) [133, 134]. Legacy DOs based on these develop-
ments were created in the Persistent Identification of Instruments (PIDINST) [135, 136] and
in the Digital Research Infrastructure for the Arts and Humanities (DARIAH) [136]. The
biodiversity community introduced similar FDO implementations using the Distributed
System of Scientific Collections (DiSSCo) research infrastructure [137, 138, 139]. However,
their FDO profiles tend to deviate from the RDA recommendations [140].

Other interpretations of FDOs aim to integrate them as part of the Semantic Web,
and mainly apply the FDO concept using technologies that are focused on Linked Data
(LD) [141]. In this context, Research Object Crates (RO-Crates) have been proposed as an
FDO implementation strategy [142, 143, 144, 145], also in conjunction with FAIR Sign-
posting called Webby FDOs [146, 147, 148]. An other relevant application to the Semantic
Web is the FDO Framework (FDOF) Ontology [149], an OWL implementation of the FDOF
conceptual model, which has been used to model FDOs as Nanopublications [150].
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Overall, different implementation approaches do not follow a coherent and formal data
model, have conceptual gaps, lack clarity, or are not fully aligned in their scopes, as also
pointed out in [151].

3.3. Methodology

3.3.1. Alignment of Data Spaces through FAIRification

We describe and formalize the problem and the proposed solution for the alignment of
data spaces (s. Section 3.1) by modeling them using set theory. Unlike FAIR assessment
tools, this method does not assess FAIRness within a data space, but rather measures- and
enables visualization of data space alignment by common FAIRification characteristics.

Definition 1 (FAIRified data space alignment) Let D be the set of digital resources, C
be the set of FAIRification characteristics, and R C D X C a satisfaction relation with
dEc & (d,c) € R, where d |= c means that the resource d satisfies the characteristic
c. Let P(C) be the power set of C and P (R\) be the power set of R. Let S € P(C) be
a set for a stack of FAIRification characteristics that are typically domain specific. Each
stack constitutes a FAIRified environment.

Let m : (D x (P(C) \ {@})) — P(RL) be a mapping function that returns the power
set of all satisfaction relations between digital resources and corresponding FAIRifica-
tion characteristics. All digital resources associated with all elements of a FAIRification
stack Si, with index k € N*, are aligned with this FAIRified environment and effectively
constitute a data space denoted as a set S, , which is defined as:

s, = U m(d;, Sp) = U {di| Ve €Sy, diEc} c D. (3.1)
d;eD d;eD

The set of overlaps between k aligned data spaces that fulfill the same FAIRification
characteristics is indicated by:

Ointersec. = {6ﬂk515k |I C N, I > 2}- (3.2)

The output of Equations (3.1) and (3.2) can be visualized using a Venn diagram for an
illustration of the concept of FAIRified data spaces.

Figure 3.1 depicts a minimal example, where the sets are:

D= {d1, dz, d3, d4, d5, d6}, C = {Cl, Co, C3},
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Figure 3.1.: Visualization of partially aligned FAIRified data spaces using a Venn diagram.

¢, = digital resources have a license,
c; = metadata resources are described using the Dublin Core standard,

cs = digital resources are associated with SKOS-based controlled vocabularies,

and assuming:

The overlapping regions of the Venn diagram, i.e., the degree of alignment between
data spaces, strongly depend on the considered stack of FAIRification characteristics
and available digital resources. These overlaps represent only a context-dependent snap-
shot at a given point in time and are typically associated with specific domains. Whilst
generic FAIRification characteristics tend to increase overlap, domain-specific, and thus
interoperability-impairing characteristics lead to growing divergence. As a result, the
shared, interoperable regions across data spaces are typically minimal or even non-existent

(d1, ¢1), (di, c2), (d1, ¢3) € Ry, (d, c1), (da, c2) € R,
(ds, c1), (ds, c3) € R, (ds, c2) € R,
(d5, Cg) € R|=, ﬂc eC: (d(), C) € R|=

in large data ecosystems.
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3.3.2. Introduction of a Meta-level

We propose achieving alignment between data spaces by implementing a domain-independent
meta-level abstraction layer based on FDOs. To introduce this new aspect, the notion of
data space alignment (s. Definition 1) is extended as follows:

Definition 2 (Meta-Level) Let D, C, S5, and Ry be as given in Definition 1.

Let M be a set of meta-FAIRification characteristics that, taken together, realize one or
more FAIRification characteristics in C. Sy denotes the meta-level abstraction layer, i.e.,
the environment that is FAIRified through M. Let p : S5, — S be a mapping function
that assigns to each digital resource fulfilling one or more FAIRification characteristics its
representation in Sy such that:

Sp = {p(d) | d; € Bs,). (3:3)

Let F be the set of all FDOs, which is used to implement Sy. The satisfaction relation
Remw € F X C, with f EM ¢ = (fio) e Riw, states that f satisfies ¢ by means of
M’ € M. Each digital resource within a data space is thus effectively mapped to an FDO
in the meta-level abstraction layer:

VfeF3dieGs, 3ce CIM st.pd) =fAfEM e (3.4)

This results in an indirect alignment of data spaces through the representation of digital
resources and their FAIRification characteristics as FDOs, as illustrated in Figure 3.2.

Sg,

ds f3

d2 f2

Sm

"1

di fi
Ss, Ss, ds fs

d4 f4

Figure 3.2.: Illustration of fully aligned FAIRified data spaces by the projection to a meta-level.
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3. Formalizing a FAIR Digital Object Core Data Model

3.3.3. FDO Data Model Formalization

To realize the meta-level envisioned in Definition 2, we formalize a core data model defining

the FDO data structure through a set of assertions and design principles adopted from
related disciplines.

As a premise, we assume that one or more digital resources are stored in a permanent
(possibly distributed) data storage system that is part of a data space as in Definition 1,
from which their bit sequences can be accessed. As a basis for the formalization and
overview, the conceptual core data model (non-conventional notation used) illustrated
in Figure 3.3 is used, which extends the DO core data model (s. Section 2.4.2).

Arrow legend:

— : component manifestation

—> : component-component relationships

- > : component-conceptual principle relationships

Entity
Relationship,
Semantic Web
& Collections

Kernel Information
Profile (KIP)

Typing and
Encapsulation

,W
Bit Sequence

Figure 3.3.: The conceptual FDO core data model.
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3.3.3.1. Object-Oriented Programming Principles

In our model specification, FDOs follow a conceptual analogy with OOP, implementing
principles such as typing, abstraction, and encapsulation.

Definition 3 (Basic type system) Let I' be the FDO typing environment with a finite
mapping from variable names to their types, i.e., PITs (s. Section 2.4.3.2) that are registered
in a DTR (s. Section 2.4.3.1). T is a well formed (w.f.) environment, since the collection of
variables declared in it, i.e., its domain dom(T’), is finite and there are no duplicate bindings
for every unique and valid type (7, 72, . . .).

We use the following syntax for the Types (written in capitals) and terms that are assigned
to a Type:

Nat ::= Nat Type (for numerals) 7 u=PIT B ::= Generic Type

a ::= labeled KIP property term m ::= Numeral term v == PIT value term
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3.3. Methodology

We have the following typing judgments, corresponding to the standard judgments and
rules defined in [19] and applied to the notion of PIT and Nat Type (s. Table 1 for notation):

I' + o (w.f. environment, implied)

I' + Nat (w.f. Nat Type of natural numbers)

I'+ 7 (w.f. PIT)

I' + Ref(7) (w.f. Ref of 7)

I' + Nat x B (w.f. Nat Product Type)

I' + Nat — Ref(7) (w.f. Nat to Ref Function Type)

I' + m: Nat (w.f. numeral of Nat Type)

I'+o: 7 (wf. value of PIT)

[+ Array(r) = Nat X (Nat — Ref (7)) (w.f. PIT Array Type)
I' + array(m,v) : Array(r) (w.f. value of PIT Array Type)

A KIP (s. Section 2.4.3.3) is hierarchically structured and, therefore, aggregates a set of
PITs for which it specifies the cardinality.

A KIP Type is then a set of properties (equivalent to a Record Type) that are assigned an
Array Type:
(Type KIP) [with a; distinct]
'+ Array(ry);...T F Array(t,),

[+ {a;:Array(ty)1...a, : Array(t,)n}

A record can be matched against this KIP Type by the following rule, analogous to the
conventional Type Record and Val Record rules in [19]:

(KIP Instance Record)
I+ array(my,01)1 : Array(ry):...T v array(mp,vp), : Array(t,)n

T+ {a; = array(my,v1)1,...,ay, = array(mp,oy),} : {a1 : Array(r1)1, ..., an : Array(z,)n}

To restrict the cardinality to 1, i.e., when a property is not repeatable, we define a type
rule for a Finite Set Type of exactly m elements:

(Type Fin Set)
I'm: Nat

I + Fin(m)
For m = 1, we define an Array Type with cardinality 1:
Arraycara1 = Fin(1) X Ref (1),

for which the same rules Type KIP and KIP Instance Record can be defined with array(1, v;);.
Similarly, these rules can be defined in mixed form, where the it element in ay, .. ., a, can
be typed either by Array(z;); or Arraycard1(7);-
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3. Formalizing a FAIR Digital Object Core Data Model

Proof trees for the entire derivation are provided in Appendix Section A.4.1. Note that this
is an abstract formalization of how KIP Types are defined in general for any set of n PITs.
A concrete FDO type system would then define all KIP Types that are valid under I" by the
specification of the corresponding DTR. For example, a concrete KIP Type may be of the
following form, where:

7; == PIT for license which is obligatory and non-repeatable,
7, == PIT for checksum which is obligatory and non-repeatable,
73 ::= PIT for contact which is non-obligatory and repeatable,

T + {license : Arraycard.1(r1), checksum : Arraycard1(72), contact : Array(z3)}.

The record of the form {license = array(my, 71)1, checksum = array(my, 12),, contact =
array(ms, 73)3}! can then be checked against this KIP Type. To cover all possible valid
constellations of a given KIP that is registered in a DTR, 2V KIP Types have to be defined
for N non-obligatory properties. For example, since the contact property is non-obligatory,
another KIP Type must be defined where this property is absent, such that a record without
it is also valid in the type system.

Similar to a type system in a typed programming language, the defined typing judgments
and rules for the FDO components provide a typed metadata language that can be used to
validate well-typed FDO information records. This supports syntactic well formedness
and potentially semantic correctness of FDO attributes that are typed by KIP Type proper-
ties, ensuring a consistent overall information-record structure for reliable handling and
reducing the likelihood of errors, similar to typechecking. The type system is applied to
the FDO information record (independent of its concrete serialization format) when the
KIP is instantiated, and is enforced by services that create and validate FDO instances.

Definition 4 (KIP instantiation) Let F be the set of all FDOs, where each f € F depends on
an information record (Rf) fers 4 be the set of all unique PIDs, and P be the set of unique
KIPs. We define Ry == {Ry | f € F} as the set of all R¢ and instantiate : 7 X P — Ry as a
mapping function. A KIP is effectively instantiated by an information record if:

Vf € F 3li € T 3Ry € Ry s.t. p € P (instantiate(i, p) = Ry). (3.5)

By design, each FDO can only be associated with one information record that instantiates
exactly one KIP:

Vi€ I YRy € Ry Vp,p’ € P (instantiate(i, p) = Ry A instantiate(i,p’) =Ry) = p=p'.
(3.6)
|

KIPs and their properties are therefore connecting the FDO to the type system, allowing to
determine if its contents are well-typed. The instantiated KIP realizes abstraction, which
provides a uniform representation and hides the complexity of bit sequence handling, and
encapsulation by bundling a set of common FDO attributes through aggregation.

! In an actual record, properties are represented by the PID of their PIT instead of a human-readable name.
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Definition 5 (Validation of information record) Let A, be the set of typed properties in a
KIP p € P and let A;, C A, be the set of mandatory kernel information properties, which
contains the elements {ay, ..., as} that are semantically equivalent to: {Kernel Information
Profile Reference, License, Checksum, Digital Object Location, Creation Date, Digital Object
Type}, respectively. Let there be the mapping function id : A, — 7 that mapsana € A,
to its PID id(a) € I. Denote ARf C K x V,,, as the set of attributes in an FDO information
record forming key-value pairs from the set K of all record keys and V,,, of all value arrays
that can be assigned to a typed property in a KIP. The following mapping function yields
the result of typechecking:

typed :ARf X Ap — {true, false}.

For each Ry € Ry and p € P for which Equations (3.5) and (3.6) hold, the information
record of an FDO is well-typed if:

V(k,0) € ARf JacA,Fiel stk=i Aid(a) =iA typed((k,v),a) = true, (3.7)

Va € A, A(k,0) € ARf Aiel stk=iAid(a) =iAtyped((k,v),a) =true. (3.8)

With Equations (3.5) to (3.8), the type system is validated before the unique information
record is permanently registered, which completes object instantiation. The function
typed thereby checks the type rule KIP Instance Record (s. Definition 3) in combination
with the schema extraction algorithm for PITs (s. Algorithm 1 in Section 2.4.3.2), ensuring
syntactic correctness of the record. On the other hand, the semantic correctness of the
content can be only partially granted by type validation, as it mainly depends on the PIT
specification granularity (e.g., the use of enumeration or regex patterns).

Definition 6 (Data access, FDO Type and operability.) Let P(ARf)\{Q } be the set of all
non-empty subsets of Ag . and B the set of all finite bit sequences. Then:

Ar=PA)\@}  B:= [ {01}k
keN+

Given at least DigitalObjectLocation = a4 € Ay, (s. Definition 5), the bit sequence can be
accessed by the partial mapping function:

access : UARf — B.
feF

Then we have the following:
VfeF dlay € ARf by € B s.t. access(ay) = by. (3.9)

Denote T as the set of FDO Types that characterize FDOs as a whole, and O as the set of
non-trivial operations besides Create, Read, Update, and Delete (CRUD). For each f € F,
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3. Formalizing a FAIR Digital Object Core Data Model

let Of C O be the set of operations that can be performed on f. We define the partial
mapping functions:

determineFDOType : U Ar — T, inferOperations : T — P(0).

feF
Then, the set of all possible operations for a given FDO f, depending on its type, is:
Oy = U inferOperations(determineFDOType(S)). (3.10)

SEAf

Operations may or may not be applicable directly to the FDO bit sequence, depending on
its accessibility condition as per Equation (3.9). |

Additional encapsulation aspects (s. also Definition 4) are fulfilled, because each FDO pro-
vides an interface to its bit sequence that underlies its own access protocol and introduces
a set of non-trivial operations via the FDO Type(s). The FDO Type itself is a technical,
syntactic, and semantic characterization of an FDO based on the kernel metadata and the
bit sequence. Since an FDO as a whole may have more than one characterization, multiple
FDO Types can in principle exist for the same object (s. Section 3.4.2.3). To infer these FDO
Types, varying kernel metadata may be considered, possibly including the bit sequence.

3.3.3.2. Validation of Model Semantics

Whilst the FDO core data model enforces technical and syntactical constraints through
typing and assertions, it does not by itself ensure the intended model semantics. In
particular, the type system by itself does not define the criteria for the properties to be
in- or excluded from the KIP. Adding use-case and domain-specific properties a ¢ A,
to a KIP p € P increases the expressive power of the information record, but conflicts
with the goal of keeping it minimal and generic. Governance mainly relates to the set
Ap, and a validation mechanism is needed during the design of an FDO type system
to determine which information should be included directly in the record and which
should be represented by an individual FDO and referenced. Thus, we define an activity
diagram-based model semantic validation step as depicted in Figure 3.4.

Paradigm: besides the RDA kernel metadata, an FDO information record contains only
attributes for the technical and syntactic information given by sets A, and A,, needed to
read and interpret the bit sequence of the digital resource x, or to reference additional
specific information. This use-case-specific information is contained in FDOs that represent
additional metadata resources y, and can be returned by associated operations.

The Helmholtz KIP [133], which is based on the RDA KIP, satisfies the requirements of
the mandatory kernel information property set A,,. This profile is adopted and extended
according to the procedure defined in Figure 3.4, i.e., with hasSchema € A, \ A, to ensure
a correct syntactic interpretation of the represented digital resource. An implemented
version of the Helmholtz KIP has been registered at the Handle Registry?. The entire

2 https://hdl.handle.net/21.T11148/b9b761887845e32d29f7?locatt=view:ui
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Select property a €A, of
KIP p for digital resource x

Is a required to technically
read and interpret the bit
sequence of x, or to reference
more specific information?

Is @ generic across use cases

and data types?
Extend 4, of p
with a

[no]
Extend 4, of p
with a
Exists a related resource y
Connect FDO information records of x and that contains mform?ahon
y and associate operations to the typed [yes] equivalent to a7
elements of y that can retrieve information
related to a

.

[no]

Create a digital resource
y and add information
| equivalent to a

Figure 3.4.: Activity diagram for validating the FDO core data model intention, i.e., model semantics.

Helmholtz KIP and all its properties used in the examples of the subsequent sections are
summarized in Table 3.1.

Table 3.1.: Typed properties of the extended (*) Helmholtz KIP.

Name Obligatory | Cardinality | Basic PID-Information Type
kernellnformationProfile | true 1 Handle-Identifier-ASCII
digitalObjectLocation true 1.F URL

dateCreated true 1 date-time-rfc3339
dateModified false 0.1 date-time-rfc3339

license true 1 URL

digitalObjectType true 1 Haniijiﬁ?;gliﬁggn ot
checksum true 1 checksum-string

version false 0.1 version-number
hasMetadata false 0. Handle-Identifier-ASCII
isMetadataFor false 0.r Handle-Identifier-ASCII
topic false 0.7 URL

contact false 0.r URL

hasSchema” false 0..1 URL
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3. Formalizing a FAIR Digital Object Core Data Model

3.3.3.3. Knowledge Representation Principles

To model FDOs as an interconnected graph on the web, we incorporate principles from the
Entity—Relationship (ER) Model, Linked Data (LD), and collections. This is also a crucial
aspect to realize the model semantics mechanism described in Section 3.3.3.2.

All FDOs satisfy the principles of ER modeling;:

« Distinctive identity: by Equations (3.5) to (3.7), every FDO is assigned a globally
unique PID.

+ Typed attributes: information records provide attribute-value pairs, corresponding
to ER attributes as formalized in Equation (2.2).

« Relationships: typed attribute keys whose values are other PIDs induce sets of
n-ary relationships among entities as defined in Equation (2.1). The role semantics,
e.g., "hasMetadata", are given by the PIT definitions of such keys.

Definition 7 (FDO-FDO entity relationships) Let & be the set of all entities on the web
that have some identifier, which could be a PID in the set of PIDs J. The set of FDOs F is
a subset F C &. Given that some elements in the set V of values that occur in an element
of the set V,,, of value arrays are equivalent (on the string level) to the PIDs in 7, assume
VNI #anddefineVy =7 NV,

We consider the following partial mappings:

identifier : & — 7, hasValue : UARf -~V (ARf = record attributes).
feF

Every f € F is (at least) related to those entities e € & whose identifiers occur as values of
mandatory attributes in A,,. Whenever the PID of an FDO f” € F appears as the value of
some attribute of f € F, we assert a relationship between f and f”:

Vf,f'€eF3dac ARf s.t.(hasVaIue(a) = identifier(f’)) = frelatesTo f". (3.11)

Consequently, FDOs can be used to perform typical ER operations, such as navigation
across related entities and composition of higher-level views in distributed environments.
As an example, the FDO-FDO relationships according to Equation (3.11) can be applied to
data and metadata FDOs, as depicted in Figure 3.5.

The FDO-FDO relationships, being effectively PID triples representing web data, can be
used to construct a graph from the plain record structure. This works analogously to LD,
where RDF triples interlink resources via URLs as shown below.
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metadata

asMetadata and

FDO isMetadataFor

FDO

Figure 3.5.: ER principle in FDO-FDO relationships for data and metadata.

Definition 8 (Graph structure) Let F c T be the set of PIDs that identify FDOs in the set
F, K C T be the set of PIDs that identify typed attributes, 7 C F X K X F be the set of PID
triples and L be a set of labels. The mapping function

t:7 —> L,

maps each triple t € 7 to alabel ] € L.

Define the PID hypergraph
Gu = (Vu, En), (3.12)

by Vu=FUK,  Egp={{fkf}| (Fkf)eT}

and define the FDO digraph
GD = (VD,ED), (3.13)

by
Vo=F,  Ep={(fLf) e FxLxF|3keRst(fhkf)eT nt((fkf)) =1}

Based on a PID hypergraph Gy, an FDO digraph Gp can be derived as depicted in Fig-

e =

Construction of Gp from Gy
with a label / derived from &

. [=hasMetadata -

> f’

Figure 3.6.: Example of a PID hypergraph Gy with Vi = {f, k, f’} and Ey = {e} = {{f, k, f’}}, from which
an FDO digraph Gp with V, = {f, f'} and Ep = {(f, hasMetadata, f’) is constructed.
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3. Formalizing a FAIR Digital Object Core Data Model

Each edge of such a digraph carries semantics of its relationship type and is a resolvable
link to another FDO. Since each FDO is associated with an information record, additional
machine-interpretable information is available beyond the link itself. PID triples of the form
(f,k, f") are used to define the FDO digraph with labeled edges following Equation (3.13).
The translation to RDF, illustrated in Figure 3.7, is then:

( f K, f ’) = (PID(FDOyy, ), PID(attribute’s key), PID(FDOObj)) = (subject, predicate, object),

where f is the PID of the subject FDO, k is the PID of a semantically defined attribute key
from its information record, and f” is the PID of the object FDO. In addition to RDF, FDO
digraphs enable resource persistency, strict typing, and machine-actionable processing.
In this way, FDOs may be seamlessly mapped to and from Semantic Web environments,
profiting from established methods like reasoning and knowledge graph representation.

Subject Predicate Object

PID(attribute's key)
PID(FDOgyp) »( PID(FDOgp))

Figure 3.7.: The conceptual model of PID triples based on the FDO’s ER modeling in analogy with RDF
triples, connecting an FDOygyj, with an FDO,y; by a typed attribute key working as predicate.

Furthermore, FDOs fulfill the requirements for Research Data Collections as given by
RDA recommendations.

Consider a collection consisting of elements €, ..., €,. If each ¢; is represented by an
FDO, then the set of these FDOs represent the collection with descriptive metadata and
references to its members. An FDO representing ¢; can reference an FDO representing €;
(s. Equation (3.11)). If all elements ¢, .. ., €, are represented in this way and are properly
connected, then the induced FDO digraph (s. Equation (3.13)) is a self-contained abstract
representation of the entire collection.

3.3.4. Base Services and Infrastructure

For implementing our model, we use an infrastructure consisting of the following existing
base services:

- Handle Registry [152]: a PID service based on the Handle System that assigns PIDs
and registers the corresponding information records that can be resolved via the
Handle API protocol.

« ePIC Data Type Registry (DTR) [153]: an object store based on the Cordra sys-
tem [154] that registers and stores PIT and KIP specifications using JSON schemas
in accordance with the type system in Definition 3.
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+ Typed PID Maker (TPM) [155]: an implementation of a PIT API service that can be
instantiated and configured with the Handle Registry and the ePIC DTR. It abstracts
the Handle API interface for registering PIDs for FDO information records and
performs a procedure that asserts Equations (3.5) to (3.8), thus effectively creating
FDOs by KIP instantiation.

3.3.5. Example Datasets

Two example datasets from different domains are employed for model implementation to
demonstrate its domain independent usability.

The first dataset originates from energy research. Datasets in this domain cover extensive,
high-frequency, or high-resolution data, enabling researchers to analyze patterns, improve
efficiency, optimize energy systems, and forecast demand. The “Thermal Bridges on
Building Rooftops Dataset” (TBBR) [156] is useful for identifying heat loss points on
rooftops and was used for energy conservation studies using Al methods [157]. It is
composed of several types of digital resources, comprising drone image sets, Common
Objects in Context (COCO) annotation files, metadata files based on the Spatio Temporal
Asset Catalogs (STAC), and Frictionless Data standards [11], which are candidates for a
data research collection.

The second dataset comes from the domain of digital humanities (DH), where controlled
vocabularies (CVs) such as ontologies and thesauri are used to analyze cultural, historical,
and linguistic phenomena. CVs usually represent a variety of terminologies, expressed in
multiple languages and data models, such as the Simple Knowledge Organization System
(SKOS). Therefore, a typical task in this field is ontology matching, which helps align
and integrate such heterogeneous CVs. The "Ontology Matching Benchmark Dataset for
Digital Humanities" [12], hereafter the OntoMatch, is a multilingual SKOS-based dataset
assembled from multiple CVs and is intended to support the advancement of ontology
matching systems.

3.4. Evaluation and Results

In this section, we first assess and evaluate how our model fulfills the FAIR principles
criteria by meta-FAIRification characteristics as defined in Section 3.3.2. We then provide
a proof of concept for the proposed FDO meta-level constitution by implementing our
model based on the defined assertions. Finally, a comparative analysis with existing FDO
implementation strategies is performed to contextualize our model.
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3.4.1. Fulfillment of Meta-FAIRification Characteristics

We evaluate how the FDO core data model formalized in Section 3.3.3 realizes a meta-
level Sy according to the set M with Meta-FAIRification Characteristicss (MFCs)
(s. Equations (3.3) and (3.4)). Thus, we assume that all the model assertions in Equations (3.5)
to (3.11) hold and that the intended model semantics have been validated using the activity
diagram in Figure 3.4. We assess the MFCs providing conformance arguments for each of
the FAIR criteria (s. Appendix Tables A.1 to A.3) as originally formulated (FAIR), as (partly)
re-defined for research software (FAIR4RS), and as extended for semantic interoperability
(FAIR2.0). The summary is presented in Table 3.2.

Quantitative assessment tools such as F-UJI [118] or FAIRSharing [158], often used to
assign a FAIRness score to datasets, are not appropriate in our case: such tools are based
on community-specific implementations of FAIR principles and are typically tailored to
specific repositories. Apart from that, it is not our attempt to provide here absolute FAIR
metric scores anyway, but to assess how the MFCs address FAIR criteria on the meta-level.
Some of these FAIR criteria are explicitly fulfilled by the implementation of our FDO core
data model, while others are implicitly addressed by the FAIRification characteristics of the
represented digital resources in the community-specific implementations. This distinction
is indicated in the Exp/Imp and in the MFC Interpretation columns of Table 3.2. Under
this premise, our model effectively provides a way to abstract and leverage individual
community implementations of FAIR criteria at the meta-level Sy. Therefore, we argue
that digital resources can be used according to their native FAIRification characteristics
through their uniform FDO representation.
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Table 3.2.: Connecting Meta-FAIRification Characteristics (MFC) to FAIR criteria.

MFC FAIR FAIR4RS FAIR2.0 Exp/Imp MEFC Interpretation
MFC1 F1 F1-F1.2 - explicit Each FDO has a unique PID; enables findability.
MFC2 F2-F3  F2-F3 - explicit + implicit Mandatory set A,, includes access to bit sequence; FDO graph links
related data and metadata resources.
MFC3 F4 F4 - explicit FDO records are registered in PID services; indexed and searchable.
MFC4 A1-A12 A1-Al12 A1l3 explicit (A1-A1.2), FDO record retrieval via standard protocols — uniform bit sequence
implicit (A1.3) access; supports authn./authz. mechanisms usable in General Data
Protection Regulation (GDPR)-compliant processing contexts.
MFC5 A2 A2 - explicit Persistent preservation of information records via PID system policies;
kernel and referenced metadata remain even if data is gone.
MFCé6 11 In - explicit + implicit Knowledge via formal PITs in DTR; governed by a typed metadata
language; abstraction of knowledge within represented resources.
MFC7 12 I2 [2.1-12.3  explicit (I2), Controlled vocabularies in PIT value spaces; domain vocabularies
implicit (I12.1-12.3) abstracted and linkable as in MFC2.
MFC8 I3 I3 - explicit PID-triples relate FDOs and other entities; relationships derivable;
aligns with MFC2.
MFC9 - I1, 12 - explicit Software as an FDO related via entity traits, or embedded as type-
associated operations.
MFC10 - - I4; 4.1-4.4 explicit (14), Propositional interoperability when FDOs instantiate same KIP; A,,
implicit (4.1-4.4)  enables a baseline for minimum interoperability.
MFC11 R1 R1 - explicit Profiles and typed attributes via PIT/KIP hierarchies support reuse
through shared meaning.
MFC12 R1.1 R1.1 - explicit License information recommended in KIPs and included in A,.
MFC13 R1.2 R1.2 - explicit + implicit Provenance in information record per RDA KIP recommendations; or
associated via linked resources as in MFC2.
MFC14 R1.3 R1.3 - explicit + implicit Community standards in kernel metadata via extended profiles; oth-
erwise linked as associated resources.
MFC15 - - R1.4 explicit + implicit Fulfilled by represented metadata FDO or directly via high-certainty

kernel metadata curated by expert groups (e.g., in RDA).
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3.4.2. Model Implementation and Proof of Concept

To provide a proof of concept that the FDO core data model formalized in Section 3.3.3
enables the meta-level as in Definition 2, we implement and apply it in a domain-agnostic
use case, employing the two datasets described in Section 3.3.5. Both datasets originate from
Al-driven optimization of domain-specific problems, (somehow) address FAIR principles,
and are potentially valuable for other Al-related tasks. However, due to the different
origins, their FAIR-related machine-actionability is not equally usable in their native state,
and preliminary (meta)data assessment should be performed. For example, the license of
each individual dataset should be verified to determine whether its (re)use is allowed. Our
model represents such datasets as FDOs, providing the abstraction needed to ease and
automate the assessment.

The original datasets are first described using the simplified data space model (s. Defini-
tion 1) and assessed with respect to their FAIRness. Then, each digital resource of both
datasets is represented as FDOs according to our FDO core data model, which inherently
applies the MFCs. This results in a uniform machine-interpretable representation of both
datasets, enabling machine-actionable decision making.

3.4.2.1. Assessment of Data Space Alignment by FAIRification

The TBBR dataset contains 18 individual digital resources, whilst the OntoMatch dataset

consists of a single resource containing all files. The elements of the set D = {dy,...,d1o}
are:
d, = drone image set 1, d; = annotation file 1,
ds = annotation file 2, ds = drone image set 2,
ds = drone image set 3, ds = drone image set 4,
d; = drone image set 5, ds = drone image set 6,
dy = frictionless data standard file, dyo = STAC collection file,
dy1 = STAC feature file 1, dyy = STAC feature file 2,
dy3 = STAC feature file 3, dy4 = STAC feature file 4,
dy5 = STAC feature file 5, di¢ = STAC feature file 6,
dy7 = STAC camera file 1, dig = STAC camera file 2,

dy9 = VocabularyCollectionFile.
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In this simple use case, we can define Drgprse: = D\ {dvocabularyCollectionFile } a1d Dontonatchser =
{dvocabularyCollectionFile }- We identify the following FAIRification characteristics C = {cy, ..., cs},
not necessarily exhaustive:

¢; = dataset DOI, ¢z = DataCite-conform record metadata,
c3 = open license CC BY 4.0, ¢4 = creators have ORCID,

cs = data linked to external code repository, c¢ = geospatial image data enriched
with standard metadata, i.e., STAC,
c; = annotations made with COCO-JSON,  cg = SKOS-based vocabulary modeling.

We refrain from explicitly associating these characteristics with the FAIR criteria that
they address. In principle, the n possibilities to derive FAIRification characteristic stacks
correspond to the size of the power set of C, £ (C) \ {@}. However, here we only focus on
those stacks that contain those elements of C that are:

1. basic repository features, applicable to both Drpprse: and Donsortatchser (S1)-

2. domain-specific characteristics only applicable to Drggrser (S2) or Dontomatchser (S3)-
Then:
Sy ={c1, ¢z, 3, ¢4,C5},
Sy ={cg, ¢7},
S3 = {cs}.

Applying Equation (3.1) to each dataset and stack, with:
(dl, Cl), ey (d1, C7), ey (dlg, Cl), ey (dlg, C7),

(di9, c1), ..., (dyo, c5), (dyo, c3) € R,
results in:
Ss, = D1BBRSer Y DontoMatchSets
Ss, = DTBBRSet

653 = DontoMatchSet-

According to Equation (3.2), the overlaps are:

Ss,ns, = DTBBRSet, Ss,ns; = DontoMatchsets Ss,nsy = I, Ss,ns,n8; = I,

demonstrating that both domain-specific data spaces S, and G, are aligned with the
generic and domain-agnostic data space Sg,, but not with each other. Hence, there is a
shared interoperable data space Sg, in which a client can handle both datasets uniformly
at the FAIR repository baseline level, while the domain-specific data spaces Ss, and Sg,
are disjoint and therefore require individual handling of their digital resources.
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3.4.2.2. Mapping to FDO Representation

The Helmbholtz KIP is instantiated on the basis of JSON records for each digital resource
according to Equations (3.5) to (3.9), by employing the TPM instance described in Sec-
tion 3.3.4.

This yields a total of 19 registered Handle PIDs resolving to the FDO information records
(entire PID list in Appendix Section A.2.1 or in [156] for TBBR), with Gy = F = {f1,.. ., fie},
where f; € F corresponds to d; € D described in Section 3.4.2.1: we have obtained a uniform,
typed, machine-interpretable representation for all the digital resources of both datasets
with harmonized semantics and syntactic constraints.

Based on references to other FDOs in their information records, we can infer the following
statements according to Equation (3.11):

firelatesto fs, .. ., fis relates to fio.

Since we know the semantics of these relationships through the involved PITs, all these
statements can be expressed as one FDO Metadata ER model. For this example, we use
the typed attributes hasMetadata and isMetadataFor, which resemble Figure 3.5. An
exemplary FDO picked from the TBBR dataset, representing a drone image (f3), and the
FDO representing the OntoMatch dataset fio are illustrated in Figure 3.8. The figure depicts
those typed attributes that relate these FDOs to common web entities (black arrows) and
to other FDOs according to the FDO Metadata ER model (blue arrows). For the original
Handle record of f;, see Appendix Figure A.1.

For the FDO digraph representation that emerges from the FDO Metadata ER model, we
have:

F = {fl, ... ,flg}, K = {a,b | a = hasMetadata PIT, b = isMetadataFor PIT},

T ={(fb: f3),- ... (f1 @ fr0) }.

Such PID-triples of FDO-FDO relationships only occur within the TBBR resource FDOs
that are part of the hypergraph Gy (s. Equation (3.12)), which yields a strongly-connected
FDO digraph Gp (s. Equation (3.13)), where each FDO entity has at least one connection
to another FDO entity and every FDO node can be reached from any other node. Ap-
pendix Section A.2.1 lists the entire triple set and node associations with the original
Handle PIDs. The entirety of these related FDOs constitutes a research data collection
given that all components of the original dataset are represented in the graph and have
clear semantics of their relationships. At the same time, each element of this collection
has the same data structure and can be treated equally at this level.

This example shows the flexibility of the FDO core data model regardless of the original data
structure: if it is granular, like the TBBR dataset, the resources can be connected on the meta-
level and interpreted as a research collection while still remaining individually identifiable.
In contrast, if stored in a containerized format, as in the case of the OntoMatch dataset,
the contained individual resources are not directly accessible and a limited set of processes
can be performed on them. In both cases, however, the uniform FDO representation of
datasets enables their machine-interpretability and a path to actionability.

40


https://hdl.handle.net/21.T11148/d0773859091aeb451528
https://hdl.handle.net/21.T11148/4fe7cde52629b61e3b82

3.4. Evaluation and Results

Exemplary FDO for a TBBR drone image dataset resource 1
PID: 21.11152/6858a0b5-cc60-40e9-afef-8c2dd8b35e8e

- checksum(21.T11148/82e2503¢49209e987740):  716acce83a51ad2fc958ab3ce0026f71

- digitalObjectType(21.T11148/1c699a5d1b4ad3ba4956):  application/zstd

- dateCreated(21.T11148/aafd5fb4c7222e2d950a):  2022-05-30T00:00:00+00:00

- dateModified(21.T11148/397d831aa3a9d18eb52c):  2022-08-19T00:00:00+00:00 isMetadataFor

. (21.T11148/4fe7cde52629b61e3b82)
license &
(21.T11148/2f314c8fe5fb6a0063a8)
kernelinformationProfile
(21.T11148/076759916209e5d62bd5)
Vs

hasMetadata

digitalObjectLocation
(21.T11148/d0773859091aeb451528)

(21.T11148/p8457812905b83046284)

https://zenodo.org/records/7022736/
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PID: 21.11152/a3f19b32-4550-40bb-9f69-b8ffd4f6d0ea

- checksum(21.T11148/82e2503¢49209e987740):  5b24c0aa0db406cb92b16eede21757b
- digitalObjectType(21.T11148/1c699a5d1b4ad3ba4956):  application/zip

- dateCreated(21.T11148/aafd5fb4c7222e2d950a):  2024-07-12T00:00:00+00:00

- dateModified(21.T11148/397d831aa3a9d18eb52c):  2024-07-12T00:00:00+00:00

Figure 3.8.: The exemplary FDOs represented according to the formalized core data model. Black arrows:
both non-referencing and referencing typed attributes, blue arrows: PID triples of FDO-FDO relationships.

3.4.2.3. Towards FDO Machine-Actionability

By representing all digital resources in a uniform and machine-interpretable structure,
the set of operations Oy for each FDO f according to Equation (3.10) enables machine-
actionable decisions. Such operations are essential to realize the proposed meta-level
abstraction, since they are required to process an FDO and to exploit the knowledge
provided by the underlying digital resources. Only through this processing can the
FAlRification characteristics of a resource be leveraged by the MFCs of its representing
FDO. Operations may target either the metadata in the information record or also the bit
sequence, and may be inherently specific to a particular type of digital resource or more
generic. A possible set of operations applicable to both example datasets is:

Oy = {EVALUATE_LICENSE, VALIDATE_SCHEMA, GET_RELATED_FDO, GET_DIGITAL_RESOURCE}
enabling the following tasks, respectively:

« evaluate the reusability of a digital resource based on its license information

« validate the syntax of a metadata resource based on its schema
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« query the FDO graph based on PID-triples to identify use-case-specific metadata
resources

« retrieve a digital resource from its storage system within a given data space. This
operation is crucial for any subsequent action to be performed on the bit sequence

These operations are associated with elements from the set of FDO Types T that expresses
the semantics of one characteristic of f, in this case: {licensed object, STAC-based schema
object, FDO Entity relating object, data accessible object } C T, respectively.

In general, an advanced type system based on our model can ensure that all FDOs char-
acterized by the same semantics through their typed attributes support the same set of
operations, even across heterogeneous data spaces. For this to work out, well-defined
typing mechanisms must be in place such that the FDO Type becomes well formed. These
mechanisms must also guarantee that an operation is actually applicable to its target, i.e.,
that operation input requirements are fulfilled.

3.4.3. Comparative Analysis with Related Works

As anticipated in Section 3.2, the existing implementations of the FDO concept adopted by
the different communities are not uniform, resulting in limited interoperability at the FDO
level. In this section, we examine these approaches, outlining the differences, compatibility,
and scope with respect to our FDO core data model. An overview of the comparative
analysis is provided in Table 3.3.

Table 3.3.: Comparison of existing FDO modeling approaches based on our FDO core data model traits.

FDO Model Approach Env. PIT-like Typing Profile Ops Bit PIDG DA
PIDINST Handle Yes Yes No No No No
DARIAH Handle Yes No No No No No
DES Handle Yes Yes No No No No
RO-Crate Web/ZIP Partial Yes No  Yes Partial Partial
Webby FDOs Web/HTML Partial Yes  Partial Yes Partial Partial
Nanopubs+FDOF KG/OWL Partial Yes  Partial Yes Partial Partial

Legend: Env.=instantiation environment; PIT-like Typing: PIT-like type compliance (Yes/Partial/No); Profile:
profile/KIP instantiated (Yes/No); Ops: explicit association of operations (Yes/No); Bit: resolvable access to
the bit sequence (Yes/No); PIDG: PID-triple graph compatibility (Yes/Partial/No); DA: digital-resource
agnostic intent (Yes/Partial/No).

3.4.3.1. Handle Record Implementations

We examine three Handle-based records:

« PIDINST: 21.T11998/0000-001A-3905-1, used for the persistent identification of
instruments and described as “almost FDO-compliant” [136].
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« DARIAH: 21.11113/0000-000B-CA4C-D, used as an FDO profile for “Legacy Reposi-
tory Records” [136].

« Digital Extended Specimen (DES): 10.3535/G0G-G7D-N5], used to represent digital
specimens [159].

The original Handle records are depicted in the Appendix Figures A.2 to A.4.

Type system: PIDINST uses officially PIT-typed properties and thus aligns with our
model at the top level. However, attributes that should be typed by PIT compositions
are represented as JSON objects with human-readable keys instead of sub-PIT identifiers.
The profile reference is not a PIT identifier, so complete type validation is not possible or
depends on mappings.

In the DARIAH record, elements were modeled retrospectively in a type registry, but the
Handle record itself does not carry the pointer to these types. No profile is referenced,
thus the originally instantiated profile cannot be directly reconstructed.

The DES record references an FDO profile that follows the PIT convention. This allows
profile-based validation if the hosting registry is available. Some keys, e.g., topicCategory,
still violate the allowed value domain, which indicates incomplete validation.

OOP/profile principles: PIDINST and DES are based on a schema that can be instantiated
as a profile. The DARIAH record is not. Currently, RDA-mandated attributes were not
covered by these profiles, so abstraction is weaker than in our model. None of the records
contains a formal model-level definition of associated operations, nor does any of them
expose an accessible bit sequence, for which reason encapsulation as required by our
model is not achieved.

Entity relationships and Graph Structure: All three records contain typed links to
external web entities. Since they are isolated Handle records and have no profile or model
that specifies the formation of FDO-FDO PID-triples, no FDO graph emerges.

Model semantics: Both PIDINST and DES records describe physical objects (instrument
and specimen, respectively), so they do not resolve to the bit sequence of a digital resource.
Each record rather points to a landing page that contains metadata about the physical
object, which is typically not machine-readable if no structured metadata is embedded.
However, even if this is the case, the rest of the Handle record is then supposed to describe
this metadata resource, not the physical object itself. The DARIAH record indeed points to
a digital resource, a text file containing RDF with Turtle syntax. However, this is not made
explicit in the record metadata. Another problem with all these records is that they contain
use-case-specific attributes which are supposed to be contained in separate, schema-based
metadata resources that can be represented as FDOs themselves.

Conclusions: All three Handle records show partial compliance with our model in terms
of syntactic structure, typing, and basic entity linking. However, they do not fulfill the
OOP-oriented parts or the abstraction from domain-specific details. They should therefore
be considered as metadata resources about digital or physical objects, rather than FDOs
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in the strict sense. An FDO pointing to such a Handle record as the bit sequence indeed
remains fully compatible with our model definition.

3.4.3.2. RO-Crate

RO-Crate packages data together with metadata and can be profiled for specific community
needs. This approach is based on JSON-LD/RDF and schema.org, a technology stack
significantly different from the PIT-based Handle records. A comparison with our FDO
core data model is therefore limited to the envisioned meta-level.

Type system: Schema.org is an extensible RDF(S) vocabulary with class hierarchies and
typed properties. The typing of attributes is, therefore, native. The main difference from
PITs lies in the identifier strategy and validation: schema.org uses HTTP URIs, while
our model assumes PID-based, registry-backed PIT identifiers to ensure persistence and
controlled value spaces. Consequently, typing in RO-Crate is more flexible, but also less
comprehensive than PIT-based typing.

OOP/profile principles: An RO-crate is a container of data and corresponding JSON-LD
metadata that usually follows a profile (e.g., Bioschemas Computational Workflow®). Even
if such profiles are analogous to KIPs, they usually contain a mix of domain-specific
and kernel metadata, deviating from the RDA recommendations. Moreover, data and
domain-specific metadata are tightly coupled and there is no explicit operation model.
Therefore, the abstraction and encapsulation layer between the FDO representation of a
digital resource and the interpretation of its bit sequence is weaker than in our model.

Entity relationships and Graph Structure: The JSON-LD in an RO-Crate is fully aligned
with Semantic Web practices and can be mapped to RDF graphs. Formalizations such as
in [160] add rigor similar to our assertions. However, the focus is on URI-based RDF triples,
not on PID-triple graphs between FDOs. This provides less reliability of persistence and
no guarantees for machine-interpretable PID record metadata in referenced entities.

Model semantics: RO-Crates profiles tend to be domain-focused and are in fact in-
creasingly used in Electronic Lab Notebooks (ELNs)*. Although this approach improves
interoperability within the involved communities, it does not realize the intended model
semantics of a resource-agnostic FDO abstracting from use-case-specific details.

Conclusions: RO-Crate meets our model at the levels of attribute typing and graph-centric
description but diverges on PID strategy, explicit operation association, and resource-
agnostic abstraction. It is therefore better viewed as a domain-oriented packaging and
metadata enrichment mechanism, rather than as FDO in the strict sense that we assume.

3 https://bioschemas.org/profiles/ComputationalWorkflow/1.0-RELEASE
4 https://www.researchobject.org/ro-crate/eln
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3.4.3.3. Webby FDOs with RO-Crate and Signposting

Webby FDOs result from combining RO-Crate for structured metadata with the FAIR
Signposting profile, which provides the kernel information and defines other model com-
ponents.

Type system: Signposting maps Link relations and attributes to elements of the conceptual
FDO model as described by the FDO Forum. Links, and thus also attributes, are typed via
IANA Media Types. Hence, attributes are limited to one type/subtype shape each, and
lack the registry-backed persistency and composite character ensured by PITs.

OOP/profile principles: Instantiating the Signposting profile corresponds to instan-
tiating a KIP. Compared to our core data model, the definition of FDO structure and
kernel metadata is simpler and less rigorous. In addition, the persistence and machine-
actionable options of the interpretation environment are weaker or even not present,
because Webby FDOs are typically resolved and interpreted on landing pages, rather than
in PID-service-hosted information records. Nevertheless, an abstraction layer to the digital
resource is present, and operations can be declared as part of the kernel metadata.

Entity relationships and Graph Structure: Relying on RO-Crate, URI-based RDF
triples are primary for Webby FDOs. Even if PIDs of other Signposting records can be
referenced, enabling FDO-FDO relationships, the resulting structure does not fully match
a PID-triple-based FDO graph.

Model semantics: Webby FDOs are technically close to the resource-agnostic intention
of our model. However, the dependency on RO-Crate limits their scope in practice, as
explained in Section 3.4.3.2.

Conclusions: Webby FDOs diverge from our model in terms of PID-level persistency, strict
PIT-based typing, and full PID-graph alignment. Yet, they still align on typed attributes in
general, explicit operation linkage, and an abstraction layer, even though the coupling to
RO-Crate limits the resource-agnostic abstraction targeted by our core data model.

3.4.3.4. Nanopublications and the FDO Framework Ontology

Nanopublications are Semantic Web-native knowledge graph snippets that describe an
atomic unit of publishable information. The FDO Framework defines a conceptual model
(FDOF-CM) and an OWL implementation (FDOF-OWL), and previous work argues for
their alignment with the requirements of the FDO Forum [150].

Type system FDOF-OWL uses OWL classes, properties, and individuals, with hierarchies
comparable to PITs. However, OWL targets RDF or knowledge graph instances, while
PITs type PID-service record content. OWL follows open-world and no-unique-name
assumptions, whereas our PIT-based validation is effectively closed-world with registry-
backed identifiers. Constraint languages such as SHACL/ShEx are needed to reach the
same level of enforceable profile checks that PITs provide.
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OOP/profile principles FDOF-CM does not model PID resolution as an explicit extra
layer, so clients can query the graph directly (e.g., via SPARQL). Access to the digital
resources is modeled via Globally Unique, Persistent, Resolvable Identifiers (GUPRIs),
aligning with our model prerequisites. Types are defined by a constellation of classes that
aggregate properties, analogous to our KIP, but the focus is narrower (encoding, content,
represented entities) and mandatory attributes are not explicit. The assertion, provenance,
and publication-information graphs resemble a structured kernel record, but there is no
comprehensive operation-binding layer.

Entity relationships and Graph Structure The links to related resources follow the
principles of LD and live within the RDF graph. FDO-FDO relations therefore appear as
individual-to-individual RDF triples. PIDs can be embedded as IRIs to improve persistency,
but PID-triple semantics and relationships at the global PID-service level are not native.

Model semantics In alignment with our model, both FDOF and nanopublications aim at
domain- and data technology-agnostic kernel information and interlinking. However, they
model multiple layered FDO components as OWL classes in a rather complex network of
relationships, where, for example, metadata FDOs are treated different from data FDOs.
This risks the genericity of FDO modeling and imposes a narrow interpretation of metadata
beyond FDO-FDO relationships. Due to the grounding in an ontology language, their
model assumes that clients can interpret OWL/RDF vocabularies and query knowledge
graphs, in contrast to a PID-service environment that can be abstracted behind uniform
interfaces (e.g., by the TPM). Although operations are conceptually foreseen, there is
currently no detailed mechanism for declaring and executing operations on the typed
attributes, so type-driven processing of FDO related metadata information is limited.

Conclusions: Nanopublications and FDOF align with our model on typed descriptions
and graph-centric relationships. They diverge on the validation mechanism, genericity
of (meta)data representation, PID-triple semantics, and persistence of the instantiation
environment.

3.5. Discussion

By formalizing the problem description (the alignment of data spaces through FARIfica-
tion) and the solution approach (the introduction of a meta-level), we provided the first
rigorous specification of the FDO concept. Until now, the lack of such precision has left
room for interpretation, resulting in divergent implementation strategies and inconsistent
harmonization attempts.

Our FDO core data model fills this gap: it defines how to realize the envisioned meta-level,
using a set of rigorous assertions to relate principles from OOP, typing, ER modeling,
and LD. To specify the semantic intention behind the construction of the meta-level, we
developed a validation mechanism based on an activity diagram. This fosters appropriate
model application, in particular with respect to the FDO abstraction paradigm: in fact,
this diagram directs FDO creators to keep digital resources separated from their domain-

46



3.5. Discussion

and use-case-specific metadata, and to link them through PID-triples. Such a mechanism
facilitates the semantic intention of the core data model, but additional governance is
required to fully enforce it. The conformance arguments in the assessment of FAIR MFCs
explain how our model is capable of leveraging FAIRification characteristics that are
implemented within individual data spaces, complying with the abstract meta-level in our
premise.

As a proof of concept, we uniformly applied the model to two different domain-specific
examples, showing its domain-agnosticism. However, some parts of the implementation
examples are not yet fully specified or implemented—especially the consistent association
and execution of operations via a uniform interface. This points to a gap in the typing
mechanisms that should define the rules for linking operations to typed elements of FDOs.
Since machine-actionability depends directly on these operation mechanisms, closing this
gap is the next crucial step.

The comparative analysis with other existing FDO models provides multiple insights:

1. It confirms the heterogeneity of the interpretations and implementations of FDOs.
Our approach is highly oriented towards the DO concept formulated by RDA and
links directly to the original definition by [93]. Some communities went in a similar
direction, whilst others interpreted the FDO concept in a pure Semantic Web context.

2. None of the existing implementations is fully aligned with our model: some of
them have similar type systems and corresponding technologies but different meta-
level intention, while others align with our model semantics but have different type
systems and technological approaches.

3. OOP principles and ER traits are present in all models, but their expressions differ
from our interpretation of FDOs that combine the characteristics of abstract inter-
acting objects with those of connected and uniformly structured entities on the
web.

4. Given their current specifications, none of the analyzed models from related works
has all the adequate requirements to constitute the meta-level for data spaces that
we defined and realized. However, with the given intersections we identified, some
of them could potentially adopt remaining traits of our core model specification to
realize higher abstraction that is required for the meta-level. The concrete require-
ments and details of this are subject to a dedicated study, which goes beyond the
scope of this dissertation.
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This chapter builds on the work published in the Data Science Journal [13]. We define
three mechanisms to type FDOs for associating them with operations, and evaluate these
mechanisms quantitatively and qualitatively (answering to sub-questions 3 and 4 in Sec-
tion 1.2).

4.1. Introduction

The alignment of data spaces by FAIRification would allow one to process large hetero-
geneous datasets from different domains in a machine-actionable way. The concept of
FAIR Digital Objects (FDOs) outlines how such an infrastructure could be realized, i.e.,
representing digital resources of any type in a way that enables automated processing by
operations accompanying an FDO [161].

An operation is generally associated with an FDO by a mechanism related to its type
and may be executed on the metadata or on the bit sequence of a digital resource [162].
Operations may range from basic Create, Read, Update and Delete (CRUD) to more ad-
vanced ones such as data format conversion, and could be implemented using various
technologies. The FDO Type is an overall characterization of the entire FDO entity, and
different possibilities exist for associating operations with FDOs that finally depend on the
adopted notion of this FDO Type. In principle, having multiple approaches is desirable,
as there may not be a one-size-fits-all solution. Nevertheless, to ensure an interoperable
ecosystem for FDOs, it is important to assess the mutual compatibility of these approaches
and to define them in terms of a common notion of a type system [151]. Hence, formalized
type specifications and user intentions paired with FDO infrastructure conditions are key
to supporting the adoption of FDOs by different communities. A basic type system for
FDOs was already defined in Definition 3 of Section 3.3.3.1, but its exact specification and
evaluation with respect to the FDO Type and associated operations has not yet been fully
scoped.

This chapter proposes a well formed notion of the FDO Type, grounded in a formal type
system, enabling the consistent association of operations. The structure is as follows:

« Definition of general typing mechanisms for FDOs using principles from object-
oriented programming (OOP) to associate operations with FDOs in Section 4.3.1.
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« Specification of the typing mechanisms as Entity-Relationship (ER) models and
derivation of corresponding graph models for analysis in Section 4.3.2.

« Formal deduction of each typing mechanism on top of the FDO type system de-
fined in Chapter 3, and assessment with respect to subtyping and polymorphism
in Section 4.4.1.

« Evaluation of association mechanisms based on the graph models in Sections 4.4.2
and 4.4.3.

« Overall discussion in Section 4.5.

4.2. Related Work

The definition of the FDO Type originates from its predecessor, the DO Type, which is
described as a specific attribute in the DO’s record (s. Section 2.4). In general, the FDO
Type is referred to as a reference (likely PID resolvable) to a standardized, registered,
machine-readable type-specification of how to treat an FDO [162, 163]. In practice, this
type-specification is often related to the Media Type of the represented digital resource
and is thus a specification of the bit sequence represented by the FDO [164, 130]. In the
FDOF model [149], the FDO Type separates the Media Type, i.e., the encoding format, from
the content (a label for the digital resource) that aggregates characterizing properties.

Several works on FDO implementations describe the theoretical applicability of FDO
operations that a type system could provide, e.g., for Machine Learning [165], Biodiversity
Science and Geoscience [166], Materials Science [167], or access control [168]. Specialized
setups were implemented to enable the execution of operations in their FDO ecosystem:
The Typed PID Maker (TPM) service [155], as well as the FDO Manager [169] that is part of
an FDO testbed [170] within the FDO One project!, are reference implementations to realize
basic FDO operations (CRUD). Another FDO Manager is described in [171], which combines
FDO modeling approaches based on the FDOF and RO-Crate (s. Section 3.4.3). Operations
are explicitly mentioned at a high level for the FDO records within this architecture but
are not further detailed. In addition, specialized clients and platforms that act on the typed
information in FDO records are described in [172, 173].

However, an FDO Type that is determined by a record attribute and treated primarily as a
label for-, or a pointer to external specifications of the bit sequence and its encoding format
is limited. Information about how the FDO can be treated in its entirety (also with respect
to polymorphism) is then possibly not captured. In addition, interoperability between
FDO systems is weakened, as without an explicit and general set of type rules, different
systems may interpret FDO Type-related information inconsistently and may not be able
to derive operations from it. Hence, there are currently no general typing mechanisms
as part of a formal type system for associating FDOs with non-trivial operations beyond

1 https://www.indiscale.com/de/projekte/fdo-one-2/
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CRUD [151]. To the best of our knowledge, also no quantitative or qualitative aspects
of typing mechanisms have been addressed, hindering differentiated evaluation of their
practical use and reproducibility.

4.3. Methodology

In this section, we define typing mechanisms for FDOs in analogy to OOP typing by which
the FDO Type can be deduced in contrast to assigning it as a static record attribute. These
mechanisms are then used to model associations between FDOs and their operations.

4.3.1. Typing Mechanisms in Analogy to OOP

As introduced in Section 2.1, operations are the actions that a type system allows on
values of a given type, and hence on the objects that fulfill the operation signatures (i.e.,
input/output types).

Similarly, we define a set of typing judgments and rules, integrated as part of an FDO
type system to deduce the FDO Type and the allowed operations based on involved FDO
components. We call corresponding sets of judgments and rules typing mechanisms. This
replaces static labels for FDO Types with a rule-based semantic contract, typing an FDO
by its structure and behavior. The three typing mechanisms that we define are analogous
to the OOP ones described in Section 2.1.3, as depicted in Figure 4.1.

Record Typing (RT) is conceptually similar to structural typing, where type compatibility
depends on the structure of the object, i.e., which methods and attributes are enforced at
compile time. This focuses on what an object of a given type can do rather than what it is.
Similarly, FDO typing is defined by its typed attributes and the operations they declare,
which are assigned when the FDO is created. Operations are directly associated and listed
in the information record with this scheme.

Profile Typing (PT) is conceptually similar to nominal typing, where a method is bound to
a class name that determines type compatibility, and is thus applicable to its instances (the
objects) with access to its attributes. In analogy, FDO typing is determined by the FDO’s
profile (which corresponds to a KIP Type) that is instantiated by the FDO information
record and which is associated with a set of operations.

Attribute Typing (AT) conceptually relates to duck typing, a dynamic variant of structural
typing, where the behavior of an object, and thus its type compatibility, is determined by
the presence of specific attributes and methods at runtime. In FDOs, AT treats operations as
external functions rather than as methods: an operation dynamically checks the presence
of required attributes in the information record for FDO typing. This works for FDOs
because their typed attributes refer to the specification of PITs, meaning that each element
is unambiguously identified, has a defined value space, is possibly associated with terms
from controlled vocabularies, and can be reused and recognized for all FDOs.
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Figure 4.1.: Metamodel of the conceptual typing mechanism to associate FDOs with operations in analogy to
OOP as UML class diagram.

4.3.1.1. Typechecking in FDO Infrastructures

Each typing mechanism is assessed with respect to their typechecking characteristics
and the resulting implications for associated operations. FDO typing mechanisms can
be static or dynamic, analogous to compile-time vs. run-time checks in OOP. Unlike a
program in a single system, an FDO ecosystem is distributed, so typing must account for
infrastructure components.

A type registry (e.g., a DTR) defines the types (PITs and profiles), and a proxy service (e.g.,
a PIT service) validates typed elements before registration of the information record, i.e.,
before instantiation time. For typechecking, this proxy works similar to a compiler’s type
checker, enforcing registry-defined rules on the information record (static typing). Any
typechecking performed after FDO instantiation, during use, is dynamic typing.

4.3.1.2. FDO Subtyping and Polymorphism

For subtyping in FDOs, we assess two levels:

1. Subtyping-Level 1 (SL1): captures hierarchical refinement relationships between
typed FDO components (e.g., PITs) that are involved in a typing mechanism.
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2. Subtyping-Level 2 (SL2): captures hierarchical refinement relations between de-
duced FDO Types as they emerge under a typing mechanism.

With respect to subtype polymorphism (s. Section 2.1.2), we assess for each typing
mechanism whether all FDOs that are instances of a given FDO Type (and its subtypes)
are guaranteed to support the same baseline set of Type-associated operations.

4.3.2. Modeling Associations between FDOs and Operations

The three typing mechanisms described in Section 4.3.1 are the foundation for three
association models, of which we define all the components involved as sets. ER Models are
then constructed to specify the set relationships. These relationships express, for example,
“FDO f contains attribute a in its information record” and “attribute a references operation
o”. In this way, each ER model semantically specifies the components and structure of an
association model generically. The ER model components are then converted into directed
graphs such that entities and their attributes (of the ER Attribute class) are represented as
vertices, while relationships translate to edges. This enables assessment of computational
complexity in terms of nodes (set elements) and edges (set element connections).

All components of the FDO ecosystem are uniquely identified by PIDs, except attributes
that are instances of PITs within records. Besides, FDO information records, attributes also
occur in records of the operation and profile specification schemes, which we simply refer
to as operation and profile records, respectively. Whilst the different attribute categories
are associated with their entities in the ER diagrams, we denote all attributes as one single
set. Some of the components in the FDO space differ in numbers per association model or
do not occur in each model, i.e., the set of profiles, specific attributes, and PITs. Hence, we
assign each model its own index i € {1, 2,3}, such that i = 1 refers to RT, i = 2 to PT, and
i =3 to AT. These indices are used wherever differences in quantities for component sets
or measures are expected.

Definition 9 (Component sets and graph models) Let 7 be the set of all identifiers including
PIDs, F be the set of all FDOs, O the set of all operations, P the set of all FDO profiles,
7 the set of all PITs that are potentially involved in associations and A; € K X V the set
of attributes formed by the sets K of keys and V of values. The PID of any element in
agivenseto € O,p € P,t € 7 is denoted as id(0), id(p), id(t) € I, respectively, as also
denoted in Definition 5. FDOs and operations are considered to be the same sets in all
models. Strictly speaking, we assume that there are bijective mappings M : F; — Fy
and M, : O; — Oy between FDOs from different models and operations from different
models, for i, i’ € {1,2,3}, i # i’. Each attribute a = (k,v) € A, is represented by a tuple
that consists of a key k and a value v. Two attributes a; = (ky,v1), az = (ko,v3) € A;
are considered to be the same element (i.e., a; = a,) if and only if they have the same
key-value pair (i.e., k; = k; and v; = v3) and are part of the same record. If those two
attributes are part of the same record and have only the same keys (i.e., k; = k3), they can
be transformed into a tuple a = (k, {v1,v2}). The set {v1, 02} when being transformed into
an array complies with the structure in Definition 5 for the validation of typed attributes.
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We denote G; = (V}, E;) as the graph of the ith association model:

« i =1 (RT): each FDO is directly associated with an operation via an attribute within
the information record. Hence,

V1 :FUAl U O,
E1 ={(f,a) | FDO f € F has attribute a € A;}

U {(a,0) | attribute a € A; references operation o € O}.

o i =2 (PT): each FDO references a profile via an attribute in the information record.
In turn, an attribute in the profile record references an FDO operation. Therefore,

Vo =FUA, UPU O,

Ey; ={(f,a) | FDO f € F has attribute a € Ay}
U {(a, p) | attribute a € A, references profile p € P}
U {(p,a’) | profile p € P has attribute a’ € A,}

U {(d',0) | attribute a’ € A, references operation o € O}.

« i =3 (AT): each operation references one or more PITs by the attributes in its record.
These PITs correspond to one or more attributes in an FDO information record, to
which the operation is then implicitly related. Hence,

V3;=FUA3;UT UO,

Es; ={(f,a) | FDO f € F has attribute a € As}}
U {(a,t) | attribute a € As references PIT ¢t € 7}
U {(0,a’) | operation o € O has (requirement) attribute a’ € A3}
U {(d,t) | (requirement) attribute a’ € A; references PIT ¢t € 7 }.

Edges always point from the originating entity to the referenced entity. Note that edges
from attributes to PITs in case i = 3 arise from the instantiation itself. Consequently, the
edges {x,y} € E; are naturally ordered and can be modeled as directed edges. For any
directed edge from x € V; to y € V}, there will never be another directed edge from y to x
due to model definition.

Figure 4.2 depicts the diagrams of the ER model and the corresponding exemplary graphs
according to Definition 9 of a potential FDO ecosystem. In this example, all graphs contain
the same FDOs fj, ..., fs, the same operations o, ..., 05, and represent the same set of
associations: f is associated with o1, 0, and 03, while f; and f; are associated with o3, and
f is associated with o0s.

For the RT model, each FDO has several attributes for the association of operations, which
contain the same key (i.e., k; = k» = ks = k4 = ks = k¢). The attributes directly reference
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ER Diagrams Digraphs (id(o1) = v1)
- Record Typing i &= (kl»vl) Ziol
{4 ®
| FDO Attribute | a2
.\02
T f 2 as @
03
TN a,
FDO M teference N :I‘ :|,> f:\ .
.\a5 04
[
fa as 03
[ {4 @
(id(p1) = v1) (id(01) = v5)
Profile Typing fl a; = (k1 ’Ul)&pl as = (k5,v5) 01
. o ® e ®
- " i o e g
( FDO Attribute ) Profile Attribute .2—> s P ar 0.
2 o 3
f @
| | A - ==
*—
M e 1 - 1~ ~ N . [
FDO <nstantiation>—— Profile — re\ferenﬁ f4 ay P3 ag 05
— [ { @ {4 (]

Attribute
E— Typing
FDO Attribute

FDO M instantiation™ N K a’r:e/ferent\:é‘; L

Operation Attribute )

Figure 4.2.: ER and corresponding exemplary graph representations, modeling the three association ap-
proaches based on the typing mechanisms. Equivalence of elements that correspond to nodes is only
indicated for the first example in a graph, respectively.

an operation via their value. In this example, the attributes as, a4, and as all have the same
value (i.e., v3 = v4 = v5 = id(03)), because they refer to the same operation os. Each path
connecting an FDO f; with an operation o,, represents an FDO-operation-association.

In the PT model, each FDO has exactly one attribute that contains the profile reference.
Those attributes have the same keys (i.e., k1 = k2 = k3 = ky). If two FDOs have the same
profile, their attributes point to the same profile p; in the graph (i.e., v; = v3 = id(py)).
Each profile may contain one or more attributes to specify a list of operations. Similarly to
RT, each path connecting an FDO f; with an operation o,, represents an FDO-operation-
association. In this example, o4 is isolated because no profile attribute points to it.

For the AT model, each targeted FDO f; may contain multiple attributes. Similarly, each
operation o,, may contain multiple attribute requirements, with keys ks = k9 = kyy =
ki1 = ki3 = ki3 = ki4. The attributes in the operation record reference a PIT t,, that is
instantiated by attributes in a targeted FDO information record (i.e., in this example, we
have k; = id(t;) = vs, and so on). For PITs for which no matching information record
exists (e.g., t5), the operation cannot be associated (e.g., 04).
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4.3. Methodology

4.3.3. Quality Indicators and Measures

For the evaluation of the different association models based on the introduced typing
mechanisms, we define a set of quality indicators that are inspired by the methods used
to evaluate conceptual models as described in [174]. These quality indicators finally
serve the purpose of putting the different association models in relation to each other
and evaluating their advantages, disadvantages, and compatibility. For those indicators
that can be quantified (i.e., simplicity, efficiency, flexibility), we define measures that are
evaluated separately on each graph model under the assumption that the whole FDO
ecosystem purely relies on a single association approach. In addition, we will also consider
purely qualitative aspects, i.e., granularity, required client knowledge, and versatility.

Quantitative Quality Indicators

Simplicity refers to how complex it is for a client to handle an FDO ecosystem that applies
a given association model with respect to its structure. This is measured by considering the
number of components involved and the number of their attribute-based relationships.

Efficiency takes into account how complex it will be to find all operations that are associated
with an FDO or to assess whether a certain FDO is associated with a given operation.
The measures are related to the traversal steps of edges in the graph that make up an
association and are quantified using the big O notation.

Flexibility considers how many active modifications are required when new components
are added to an existing FDO ecosystem that applies a particular association model. The
measures relate to the number of updates that must be performed when a new association
between an FDO and an operation is made and is also quantified using big O notation.

Definition 10 (Measures for quantitative quality indicators) We define the following
measures to assess the quality indicators:

1. & is the total number of identifiable components in the FDO ecosystem that are part
of each association mechanism in a given model (higher Simplicity with lower 9).

2. A is the sum of all attributes instantiated in all FDO records, profile records, and
operation records that are part of the associations in a given model (higher Simplicity
with lower A).

3. ® is an upper bound on the time complexity of an algorithm that decides whether
an FDO is associated with an operation (higher Efficiency with lower ®).

4. ¥ is an upper bound on the time complexity of an algorithm that finds all FDOs that
are associated with a single operation. (higher Efficiency with lower ¥).

5. ¢ is an upper bound on the time complexity of an algorithm that finds all operations
associated with a single FDO (higher Efficiency with lower ¢).

6. Y is an upper bound on the time complexity of an algorithm that performs all required
updates in the FDO ecosystem to associate a new operation with a set of FDOs (higher
Flexibility with lower Y).
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7. Zis anupper bound on the time complexity of an algorithm that performs all required
updates to associate a new FDO with a set of operations (higher Flexibility with
lower E).

Qualitative Aspects

The qualitative aspects we consider are the Granularity of the association models in com-
parison to the Extent of Client Knowledge that is required in order to make the association
between an operation and an FDO (client hereby corresponds to operation and/or FDO
creator or maintainer). In addition, the Versatility of the models is discussed, which con-
siders the possible processing options of an FDO through its operations in relation to the
effort that must be conducted for their association.

4.4, Evaluation and Results

The typing mechanisms are formally deduced to assess their typechecking, subtyping and
polymorphism schemes, and the corresponding association models are evaluated with
respect to quality indicators based on a comparative analysis.

4.4.1. Assessment of Typing Mechanisms

We formally deduce each typing mechanism based on the earlier defined FDO type system
in Definition 3 using conventions from [19], and assess how it enables typechecking with
an FDO infrastructure (s. Section 4.3.1.1), and subtype polymorphism with respect to SL1
and SL2 (s. Section 4.3.1.2). For all typing mechanisms, we assume the well formed (w.f.)
FDO typing environment that relates to the types in a DTR, i.e., the domain dom(I"). For
each typing approach, the aim is to derive the type rules from typing judgments that finally
allow us to infer the FDO Type T for any FDO and consequently its set of operations. All
judgments are only defined and considered under a well formed context; i.e., '  o. The
deductions follow a proof-tree-like hierarchical approach where we derive conclusions
from premises by ongoing application of inference rules (s. Table 1 for notation). Note that
we use the term profile as a generic description of a KIP, and KIP Type as the corresponding
notion at the type system level, focusing on its syntactic characteristics. The complete proof
trees for each typing mechanism are provided in Sections A.4.2 to A.4.4, respectively.

4.4.1.1. Record Typing

For RT, we define the following syntax for Types (written in capitals) and their assignable
terms:
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Definition 11 (Record Typing syntax and judgments)

Trec ::= Record-dependent FDO Type 7 u=PIT

& = Array(r) == PIT Array (or Array with Card.=1) Type a = KIP property term
m ::= Numeral term [0] = array(m,v) ::= array val. term R :=FDO record term
The foundational judgments are the following:

[+ [o] : &€ (w.f array value of PIT Array Type)
Fr& <& (¢ is a Subtype of &)

|
RT Deduction
Recall the Type KIP rule where index j € {1,...,n}:
(Type KIP) [with a; distinct]
F'ré& ... Tk
§1 gn ( 4. 1)

Fl—{al:fl,...,anifn}

The set {&, ..., &} may include PITs for ordinary properties as well as PITs for specific
operation-reference properties.

A record with attributes that correspond to the properties in the KIP Type is then typed
by:

(KIP Instance Record) [with a; distinct]
TH [U]l 14_’;’,1 . TH [U]n:‘fn
I't{ar=[o]1,....an = [v]n} : {a1: &0 san s En}

A set of operations that are associated with T, is denoted as Oy¢. = {01,...,0;}, where
each o € O, has a set of input type parameters A, that are part of its operation signature.
Since T, types a record that is typed by the same KIP Type that also types an FDO
information record R, T, also types R. With this and a meta-condition for the fulfillment
of an operation signature element by an attribute through the satisfaction relation

alFd & (a,6) € Re € RxA,, we derive the following type rule:

(4.2)

(FDO Type by Record)[with a; distinct and where Yo€O,.. V6€A, Ja€R s.t. a |= 5]
'+R: {al : fl;---;an : §n} I'+ {al = [U]l,---,an = [U]n} : Trec
TrR: T

(4.3)

Typechecking in RT

In RT, the applicable operations are part of the FDO Type determination process itself, as
deduced by the FDO Type by Record rule 4.3. All applicable operations must be therefore
explicitly declared by instances of PITs and are fixed in the information record at the time
of typechecking against a valid KIP Type prior to FDO creation/instantiation. Since each
operation is individually and directly associated, this conforms to a static typing scheme
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and is the most straightforward way of deriving the FDO Type. Since the information
record must satisfy the operation input signature, the associated operations also depend
on certain attributes besides those that declare them. Hence, the set of operations that are
associated by declaration within the record cannot be arbitrary.

Subtyping and Polymorphism in RT

Operations in SL1 are determined by the subtype hierarchies of a PIT Array Type & used in
their input signatures (with respect to value space and semantics). The same holds for PIT
Array Types that occur inside different KIP Types, which are then also subtypes according
to the following rule:

(Subtype KIP) [with a; distinct]
Fl—{ajzf;.} Fl—{aj:fj} FI—§’<:§
TH {aj : gj} <: {aj : 5]}

(4.4)

However, since operations are themselves declared by PIT arrays in the record, they must
not change by introducing PIT Array Subtypes. Hence, KIP Types are only subtypes if
they declare all operations of the same set O,,.

Regarding SL2, let A and B denote two FDOs and the corresponding FDO records R4 and
Rp, which are sets, and their Record-dependent FDO Types T, and T, respectively. If
Rp extends Ry, i.e., Rp is a superset of R4, then we can derive a subtyping relation between
Trec, and Ty, as follows:

(Subtype FDO by Record Subset)[where R4 CRg]
T+Rp:Tree, TFRp: T

Ik Trecy <t Trecy

(4.5)

Intuitively, T, is a subtype of T,.., because the set Rg contains at least the same typed
attributes as the set R4 and adds additional details, increasing the specificity of the FDO
Type. As a simple example, consider the following: a type Shape contains the attribute
color and its subtype Rectangle contains additional attributes width and height.

If one record extends another (by adding further typed attributes), then every operation
applicable to the smaller record is also applicable to the larger one. Therefore, the deduction
of RT is monotonic. In aspects of polymorphism; the same operation that is associated
with a type T, or any subtype Ty, <: Trec, is applicable to all corresponding FDOs of
these (sub)types according to their record structure. If these FDOs represent different
digital resources, the operation will return different instance-specific results.

4.4.1.2. Profile Typing

For PT, we add the following to the syntax and judgments in Definition 11:
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Definition 12 (Profile Typing syntax and judgments)

&p = Prof.-reference PIT Array Type (Card.=1)

Tyrof = Prof. Name-dependent FDO Type ap = Prof.-reference property term
[0], ::= Prof.-reference property value term res ::= resolve func. term

The foundational judgment is as follows:

I'+ [v], : & (W Prof.-reference value of Prof.-reference PIT Array Type)

PT Deduction

A record that instantiates a KIP Type contains a mandatory property with index j = p
and is typed analogously to the KIP Instance Record 4.2 type rule. This is essentially just
a type-theoretic formalization of the requirement for FDOs defined in Definition 4 that
every FDO information record R has a profile-reference:

(KIP Instance Record with Explicit Prof.-reference PIT Array) [with a; distinct]
Tk [oly:& ... TF [0]y:&...TF [0]n: &
I'r{a;=[o]1,....ap = [0]p,...,an = [0]n} i {a1: &1, iap 2 &, an &)

(4.6)

To select (denoted as a dot) this dedicated property, we have the following rule:

(Select Prof.-reference Property)[with a; distinct]
F'tR:{ar:&,....,ap:&p,...,an: &n}
I'tRapy:&

(4.7)

From &, and T,,,r, we construct a function type by:

(Function Type Prof.-reference PIT Array Type to Prof. Name-dependent FDO Type)
['+é, [+ Toror

r F §p 4 Tprof

(4.8)

By a, that is assigned &,, the FDO Type is obtained by the resolving function type:

(Resolve to Prof. Name-dependent FDO Type)
[Tkres: & — Thof L'kapy:§

4.9
[ +res(ap) : Tyrof (49)
Similar to RT, a set of operations associated with T,,,r is denoted as O,.of = {01,..., 04},
again with its own set of input type parameters A, that are satisfied in the following using
a meta-condition. T, s is then assigned to an FDO information record R by resolving the
Prof.-reference according to:

(FDO Type by Dereferenced Prof.)[where Yo€O0,,,r Y6€A, Ja€R s.t. a |= ]
I'+Rap:§& ['+res(ap) : Tprof

['+res(R.ap) : Tyror

(4.10)
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Typechecking in PT

According to the FDO Type by Dereferenced Prof. rule 4.10, an FDO Type is fixed by an FDO’s
profile-reference attribute, of which the scheme is validated against the FDO information
record prior to instantiation (corresponding to the KIP Instance Record with Explicit KIP
Name-reference PIT Array rule 4.6). The consistency with the operation signatures of the
operations associated with the profile is also checked at this point. As long as the profile
behind the reference in the record does not change, the FDO Type remains stable. This
results in a static typing scheme.

Because a profile is maintained independently, its operation set that is specified in its
record can evolve. As a result, repeatedly retrieving the operations associated with an
FDO may produce different results over time (i.e., the lookup is non-idempotent). For this
reason, only operations whose signatures depend exclusively on mandatory properties
can be associated with a profile, i.e., the Prof.-Name dependent Type T, f, ensuring type
safety at all times.

Subtyping and Polymorphism in PT

Regarding SL1; since profiles technically correspond to KIP Types, they can also be hierar-
chically structured (s. Equation (4.4)) to extend generic profiles, e.g., by using inheritance
analogous to classes in OOP. Hence, we can derive the following rule for Prof. Name-
dependent FDO Types:

(Subtype Prof. Name;dependent FDO Type)
Fr& <&
’ .
I'r Tprof <: Tprof

(4.11)

To ensure substitutability of the Prof. Name-dependent FDO Type T, by a subtype Tp’ro P
this requires explicit (inheritance) rules — particularly for the cardinality and obligation
of profile properties, so that subtypes may only strengthen constraints (i.e., make them

stricter) and not relax them.

Regarding SL2, for every FDO information record R, we can then derive the following
rule:

(Prof. Name-dependent FDO Subtype Subsumption)

I'+res(R.ap) : T[:rof I+ T[:mf <: Tprof

['kres(R.ap) : Tyrof

(4.12)

Hence, any FDO information records R4 with FDO Type T, s and Rg with FDO Type T; rof
have (potentially substitutable) FDO Types, if they instantiate KIP Types of profiles with
an inheritance chain. Furthermore, any FDO information records R4 and Rp have the same

FDO Type T,f, if they instantiate the same KIP Type.

Since the set O, of operations associated with Ty, is also present in Tp/ro > any operation

declared by a profile that corresponds to T, can be safely applied to all FDOs that
instantiate its KIP Type or any KIP Types that correspond to a subtype T’ _, resulting in
prof

polymorphic behavior.

60



4.4. Evaluation and Results

4.4.1.3. Attribute Typing

For AT, the syntax and judgments of Definition 11 are extended as follows:

Definition 13 (Attribute Typing syntax and judgments)

Treq = Requirement PIT Treq == Requirements-dependent FDO Type

r ::= requirement attribute term v u= (requirement) value term

Ryeq == requirement PITs record term mapReq ::= requ. to KIP Type function term
{ai : &,...,a, : &} ==KIP Type {r1: Treq»- - -»n * Treq, } = Requ. PITs Record Type
The foundational judgments are as follows:

I'+o: 7 (W value of Requirement PIT)

Fr{ri=on,...,rn=0n} : {r1: Tregy»- - -» Tn * Treq, } (W.f. record of Requ. PITs Record Type)

IF'r{a1:&,...,a;: &} < {ay: &,...,a,: &} KIP Type of size z is Subtype of
KIP Type of size n, given that {a; | 1< j<n} C{a;|1<j<z},z>n

AT Deduction

To obtain all required PIT Array Types from the set of Requirement PITs, we define a
function type that maps a Requirement PITs Record Type to its corresponding KIP Type:

(Function Type Requ. PITs Record Type to KIP Type)[with each a; and r; distinct]
L7 Tregs -5t Tregy F'r{a:&,...,an: &}

CHAr: Tregyr- oo n Treg,y — {a1: &0 a0 &}

(4.13)

Assigning the function term mapReq to this function type and passing it the requirement
PITs record (Ryeq = {r1 = 01,...,7, = v,}) yields the required record of the KIP Type:

(KIP Type Assignment by Requ. PITs Record)[with each a; and r; distinct]
I'+ mapReq : {r1 : Treqys---»Tn * Treg,} — 1a1: &1, an 2 &n}
Cr{ri=0,...,rn =0n} :{r1: Tregis - >0 " Tregy )

I' + mapReq({ry =v1,...,rpn=0p}) :{a1: &,...,a,: &}

(4.14)

Similar to RT and PT, a set of operations that are associated with T, is denoted as
Oreq = {o1,...,0n}, satisfied in the following using a meta-condition. Here, the elements
in A, correspond to those in R;.4. Given that the FDO information record R is typed by a
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KIP Type of size z, and T, types a record of size n that meets the requirements specified
in a record Ryeq, Treq types R according to the following rule:

(FDO Type by KIP Subtype of mapped Requ. PITs Record)[with a; distinct, and where Yo€O,¢q V€A, FacR s.t. a |= §]
Tr{ar:&,...,a,: &Y < {ar: &, an : &) I' - mapReq(Rreq) : {a1: &1, ... an : &}

'tR:{a;:&,...,a,: &} [+ {a; =[0]1,....a0 = [0]n} : Treq

[FR:Teq
(4.15)

Typechecking in AT Operations are independent entities with their own identity and
are not explicitly declared by any element of the FDO they target. Instead, they check type
compatibility at runtime when encountering an FDO depending on attribute availability
and compliance according to the FDO Type by KIP Subtype of mapped Requ. PITs Record
rule 4.15. This unambiguously follows a dynamic typing approach.

Subtyping and Polymorphism in AT

Regarding SL1, operations depend on the requirement PITs record and their subtypes.
Given that Array(r) = &, according to Definition 11, we have:

Array(t’) <: Array(r),

and the following rule can be derived:

(Array PIT Subtype Subsumption)
T'ka:Array(r) I+ Array(7’) <: Array(7)

I['+a:Array(r)

(4.16)

The same holds for any Arraycarq1(7’) and Arraycaeq.1(7). The judgment of the Function
Type Requ. PITs Record Type to KIP Type type rule 4.13 (writing Array(r) instead of ¢)
when modified to consider all 7; that are a subtype of 7; by subsumption looks as follows
(note that any element a; could also be assigned type Arraycard.1(7;)):

(Function Type Requ. PITs Record Type to KIP Type Subsumption)[with each a; and r; distinct]
. . / .
Lk Arj: treq;} — {aj : Array(7);} I'+ Array(7’) <: Array(7)

Tk A{r): Treq,} — {a; : Array(7');}

(4.17)

With respect to SL2, FDO Type subtyping is already implicitly given in the Function Type
Requ. PITs Record Type to KIP Type (Subsumption) rules 4.13, and 4.17: two information
records R4 and Rp of an FDO A and B, respectively, have the same type T,.,, if they are
subsets of the same record that is mapped from the requirement PITs record (given by the
function mapReq(Ryeq))-

Polymorphism then follows directly: the same operation can safely be applied to all
FDOs that correspond to the derived type T4 that is effectively a supertype for one or
more KIP Types these FDOs instantiate, independent of other FDO record contents or the
explicit profile name. Different FDO instances may again produce different results for that
operation.
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4.4.2. Quantification of Quality Measures

In the following, we provide the quantification of the measures defined in Section 4.3.3 for
each association model (s. Section 4.3.2). Here, we concentrate only on the comparison
between the models rather than providing absolute numbers for implementation examples,
as these are not relevant in the frame of a comparative analysis on the conceptual level.
We assume a system where subtypes of types, i.e., KIP Types and PITs, can be used when
their supertypes are expected. This follows Liskov’s Substitution Principle (s. Section 2.1.2)
and the deduction of subtype hierarchies we assessed in Section 4.4.1. Since the PIT and
profile set elements p € P and t € 7 of the graph models correspond to these types, their
subtype hierarchies are implicitly captured in any connections of the set elements.

Definition 14 The following notation is introduced to evaluate the quantitative measures
based on the sets and their graph-based connections in Definition 9.

1. For any non-empty set F* C F, Op is the set of all operations that are associated with
at least one FDO f € F’. For the set of operations associated with a single element
f € F', we write Oy. For PT (i = 2) and a non-empty set of profiles P* C P, we write
the set of all operations that are associated with a single element p € P" as O,, and
the set of attributes in the record of p as A, C A,.

2. For any set O’ C O, F is the set of all FDOs that are associated with at least one
operation o € O’. For the set of FDOs associated with a single element 0 € O’, we
write F,.

3. For an FDO f € F’ and an operation o € O, let A;r C A; and A, C A3 be the sets of
all attributes in the records of f and o, respectively.

4. Finally, the following definition holds only if i = 2: for sets F’ and O’, we define
Pr: as the set of all profiles referenced by at least one FDO f € F’, Py as the set of
profiles associated with at least one operation o € O’, and Pr/¢r := Pp» N Por as the
set of profiles that occur in at least one FDO-operation association. For the set of all
profiles associated with a single element 0 € O’, we write P,.

Note that the total number of FDO-operation-associations is represented by >’ rcr [Of| =
Yoco | Fol irrespective of the association model.

The measures specified in Definition 10 have the following quantities under the conserva-
tive consideration that record elements must be traversed initially to find an entry:

Proposition 1. The total number of components J; is, respectively:

o = |For| + |Op| + 1,
Jy = |For| + |Op| + |Pror| + 2,
O3 = |For| + |Op| + |T].
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Proof. We count those components that are part of an association mechanism. For i = 1,
this is the set of FDOs, the set of operations and a single PIT (assuming that all FDOs
reference their operations via attributes that instantiate the same PIT). For i = 2, there are
two PITs involved in the association mechanism, i.e., one to reference an FDO profile in
all FDO information records and one to reference a list of operations in all profile records.
For i = 3, there are no restrictions on the set of FDO- and operation record attributes that
are involved in the dynamically checked association requirements. Hence, all PITs 7 are
potentially participating in the association mechanism. [

Proposition 2. Fori =3, letby,...,bp,,| € N* be the number of required attributes in the
FDOs fi,..., firy, and let dy, ..., do,,| € N* be the number of attribute requirements for
each operation oy, . . ., 0|0,,| that are part of the association mechanism. The total number of
instantiated attributes A; is then, respectively:

M=) 10y,

fGFO/
Lo=IFol+ ) 1A,
PEPpr oy
[For | ||
A3 = Z by + Z d,.
g9=1 h=1

Proof. Counting the number of attributes that are part of the association mechanism
means to count all edges between the nodes of FDOs and attributes that are part of at least
one FDO-operation association. For i = 1, each association corresponds to one attribute
such that the number of attributes equals the total number of associated operations. For
i = 2, each FDO contains exactly one attribute to be connected to a profile (totaling |Fo |
attributes), and each profile has a set of attributes that connect it to a set of operations
(totaling },ep,,,, |4p| attributes). For i = 3, the equation follows by the definition of by
and dj,. O]

Proposition 3. The upper bound on the time complexity ®; for the given f € Fo, corre-
sponding p € Ppor, and o € O is, respectively:

@, = O(|Az]),
Oy = O(|Azf| +10,)),
@3 = O(|Asf| + |Ao]).

Proof. Let f € For be any FDO and o € Op be any operation. For i = 1, the attributes that
contain the reference to o in the entire FDO information record must be searched, taking
time O(|A¢|). For i = 2, the profile p must be found in the FDO information record in
time O(|A;¢]). Since accessing the profile highly depends on the implementation but is
not directly relevant for the comparative analysis, we assume access in constant time O(1).
Finally, the list of operations needs to be searched for references to o, taking time O(|O,|).
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For i = 3, all attributes in the operation record must be found that specify the association
requirements for the attributes of the FDO information record, which is done in O(|A,]|),
adding to O(|Asf|). [

Proposition 4. The upper bound on the time complexity ¥; for the given o € Op is,
respectively:

v=0| > 1Ayl
fEFOr

B =0( > g+ Y 10,1],
feFo PEPE

P =0( > Assl+ 14 |-

fEFO/

Proof. For i = 1, each FDO information record in the FDO ecosystem must be searched
for its operations in time O(X rer,, |A1f|). For i = 2, a similar time is required to find all
profiles Pr.. We assume that each profile can be accessed in time O(1). The operation is
then searched in the operation list for each profile in time O(Xep,, |Op|). For i =3, first
all requirement attributes of the operation record must be found in time O(|A,|). Then,
all attributes in all FDO information records must be checked against these requirements,

taking time O (2 rer,, |As f])- [
Proposition 5. The upper bound on the time complexity ¢; for the given f € Fo and the
corresponding p € Pp o is, respectively:

¢1 = 0(|A1,f|),
@2 = O(|Azf| + |0p)),

Asgl+ )" 1A

OGOFr

@3 =0

Proof. For i = 1, it is required to read all attributes in the FDO information record. For
i = 2, the profile p is accessed within O(1), and reading the list of operations takes time
O(|Opl). For i = 3, each operation record of all operations is also verified against the
targeted FDO, which requires time O(X,co,, |4ol)- [

Proposition 6. The upper bound on the time complexity Y; for the given o € O and set
F’ C F is, respectively:

X1 = O(|F')),
Yo = O(|Po)),
Y3 =0.
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Proof. For i =1, relating a new operation to the set F’ requires adding one attribute to each
FDO information record, yielding O(|F’|) updates in total. For i = 2, the new operation
needs to be added to all profiles which are intended to be associated with it, in time |P,|.
For i = 3, no updates are necessary because the set F’ is implicitly defined by the attributes
in the operation record. O

Proposition 7. The upper bound on the time complexity =; for the given f € F and set
O’ C O is, respectively:

E; =0(|0)),
Hy =0,
Eg =0.

Proof. To associate a new FDO with a set of operations O’, |O’| new attributes need to be
added to the FDO information record for i = 1. In the case of i = 2, no updates need to
be performed because the new FDO is required to have a profile anyway, and the profile
implicitly defines the set O’. For i = 3, no updates need to be performed for the same
reason as detailed in the Proof of Proposition 6. []

Note that the sets F’ and O’ in the Proofs of Proposition 6 and 7, respectively, are defined by
the FDO creator/maintainer called the client in this context (for i = 1), or are imposed by
the model (for i = 2 and i = 3). This is the case because the three association mechanisms
follow different ideas: for i = 1, the client can decide on any association individually, so
it will define the set F’. For i = 2, F’ is partly determined by the model in advance given
that the associations between profiles and FDOs were already declared. However, F’ is
also affected by any modification of the profile, i.e., when a new operation is added. For
i = 3, the set F’ is fully determined by the model in advance, depending on the attributes
in the operation record that specify association requirements. Such considerations must
be taken into account when evaluating the quality measures in the following section.

4.4.3. Comparison of Measures

We compare the measures to evaluate the quantitative strengths and weaknesses of the
different association models with a rather large FDO ecosystem in mind. The overview of
all measures is provided in Table 4.1. Afterwards, the quality indicators are evaluated.

« Simplicity: If few components are involved, the models are easier to understand for
potential users. If in addition few attributes are involved, records (of FDOs, profiles,
and operations) can be kept comparatively short. Regarding components, we have
th < dpand 91 < &5 (since 7 > 2), while for J; and Js, the following cases are
possible:

<3 if|PF/O/| +2< |T|
Jh 1 = g3 if |PF/Or| +2= |T|
> 395 if |Ppo|+2>|T]
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Gran.
Measures | Simplicity Efficiency Flexibility | Versatility | & Requ.
Client
Knowldg.
. moderate to . high and
RT (i=1) high high low low high
PT (i=2) modgrate to low to moderate moderate low and
high moderate low
. low to : moderate | high and
AT(-3) low moderate high to high moderate
191 < 192,
191 < 193 and
typically
p 191 3 '9;r;1d Typically
. 1 3 < < . > .
Metric A > Az and 1 = ®s z 2 Il ~ zz ~ E}’ None None
overview | ;) in ViS WS ¥ [ Ei>Er=53
< <
most cases, LERNRCRNEL
depending
on profile
reuse

Table 4.1.: Overview of measures between RT, PT, and AT approaches and corresponding metrics.

In practice 9, < J5 is the most likely scenario, since less profiles are expected than
PITs that instantiate attributes for the specification of the association requirements
between FDOs and operations.

Given that 3} ¢ep,, [Of| > |For|, the relationship between 4, and A, depends on the
number of profiles used to instantiate FDOs and the profile’s record size, compared
to the record size of each FDO. The following cases are possible:

<Az if Xfep, (10f] = 1) < Zpeppy 14p]
A‘l = /12 lf ZfEFOr (|Of| - 1) = ZPEPF'O' |Ap|
> /12 if ZfEFO/(|Of| - 1) > ZpEPF/O/ |Ap|

In practice, the same profile is expected to be instantiated by multiple FDOs, and
many operations will be declared by the same profile for multiple FDOs instead of
being declared in their information records. Hence, A; > A, is most likely.

The size of A3 is at least twice the size of A; since for each operation at least one

attribute requirement is needed, such that ZLF:Ol" by + Zﬁ’;' dp = 2% pep,, |05l

Hence, A; < A3, i.e., the association requirements specifications involve more at-
tributes of FDOs and operations than the total number of associations.
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Assuming the previous conditions, it trivially follows that A; < A3 for most cases.

Overall, this makes RT and PT significantly simpler association models than AT.

- Efficiency: For efficiency measures, we have:

S ifO, > Of
2 ®, otherwise
<@y ifA, > Of
2 @3 otherwise

For @, and @5, the following cases are possible:

o | SO 4> 0,
? 2 @3 otherwise

Typically, one profile declares more operations in its record than a single FDO (in
i = 1) and has more attributes than a single operation record. Also, an FDO record
has more attributes than an operation record such that we estimate ®; < @3 < ©,.

For the same reason and the fact that all profiles must be searched, we also estimate
¥, < ¥; < ¥,. For ¢;, a similar estimate holds for ¢, and ¢,, but ¢5 scales with the
considerably larger number of attributes in all operations such that ¢; < ¢z < ¢s.

Overall, this shows that RT is generally the best approach in terms of efficiency.
PT is generally less efficient than AT in terms of measures ®; and ¥;. However,
@3 exposes the comparatively high cost of AT in specific scenarios: to identify the
operations associated with a given FDO, the attributes of every operation record

must be checked against the target FDO, which takes time O (ZonF, |A0|).

Flexibility: Assuming that the number of FDOs associated with the new operation is
larger than the number of profiles associated with this operation, it trivially follows
that Y; 2 Y, > Y3 = 0. Given that £; > Z, = 23 = 0, AT is the most flexible in terms
of required updates, followed by PT. In comparison, RT is relatively inflexible.

Granularity and Required Client Knowledge: For RT, any FDO can be associated
with any operation as long as it matches the operation signature. This is the most
granular approach since operations can be directly tailored to their FDOs. How-
ever, for each new FDO, the client that creates the information record must then
decide which operations to include. This requires domain knowledge of the FDO’s
content, the operation signature, and familiarity with the association mechanism.
Hence, higher granularity may come at the cost of careful case-by-case inspection.
In addition, typed attributes that declare operations are not yet included in the
recommended FDO kernel metadata, which may currently limit the feasibility of RT.

PT is the least granular approach, since each operation is associated with an entire
class of FDOs determined by their KIP. To reach granularity comparable to that of



4.5. Discussion

the other models, many different profiles must therefore be available. The advantage
is that the client only needs to choose an appropriate profile which is referenced in
the FDO information record by a dedicated PIT. The profile definition then specifies
the attributes that are required in the FDO information record. As a result, the client
does not need to explicitly consider which operations are associated.

In AT, associations are determined automatically: clients simply include all avail-
able information in the FDO information record, which may match the signature,
i.e., the association requirements, of an operation. If the operation signature was
earlier carefully and properly specified, the association requirements are likely met.
However, if a client needs an operation that is not automatically associated because
its requirements are not met, it must identify which additional attributes are missing
and add them retrospectively to the FDO information record. Therefore, AT is equally
granular compared to RT, but may require less client knowledge since operations
are ideally already defined such that association requirements match.

Versatility: In contrast to its high granularity, the overall versatility of RT is consid-
ered to be the lowest, as each FDO-operation association must be explicitly declared
to increase the possible processing options for an FDO.

PT has much greater versatility compared to RT because a profile is typically reused
several times to create a set of FDOs. All of these FDOs then automatically have the
possible processing options defined by the operations associated with that profile.

Compared to PT, the versatility of AT is potentially higher because PITs that refer
to an association requirement are typically reused across profiles and may occur in
multiple targeted FDOs. These FDOs then automatically have the possible processing
options defined by these operations. In this way, an operation can still be associated
with any FDO whose profile contains the required set of attributes, and the association
is not missed because it was not explicitly declared in the profile. In addition, an
operation associated via PT assumes the presence of mandatory PITs in the FDO
information records that adhere to the profile. Due to this limitation, it can be
expected that fewer operations are associated by PT compared to AT in general, and
thus also fewer processing options for an FDO.

Discussion

The definition and deduction of typing mechanisms, i.e., RT, PT and AT, provide well
formedness of the FDO Type within a type system for reliably associating operations
to FDOs. The type of the bit sequence, e.g., given as Media Type specification, thereby
remains a record attribute that can contribute to the overall FDO Type determination.
Together with their respective subtyping relations and polymorphism traits, they establish
a refinement structure in which more specific FDO Types guarantee at least the behavior
of more generic ones. This makes the characteristics of an FDO machine-actionable in
a systematic way. The type system provides a common language that allows different
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communities to derive associated operations. In this way, actions such as accessing, reading,
or transforming FDOs can be reliably requested by a client (a user or machine), regardless
of the specific FDO service. The technical compatibility of an operation’s technology is
thereby ensured by the operation signature. This enables its consistent interpretation and
execution on FDOs across different systems and platforms.

On this basis, association models can be derived as we did with the ER and graph models.
Such models may be implemented using various technologies, but are consistent and
compatible with respect to a coherent FDO type system. KIPs are obviously central in
this context, since they provide a minimal, standardized metadata structure for all FDOs.
Furthermore, all association models for FDO operations are expected to work with either a
profile, profile attributes (also operations that are specified in the record) or a combination
of both, so profiles maintain a basic level of compatibility. Hence, regardless of whether a
simple or complex association model is used, the kernel metadata ensures that at least a core
set of operations can be applied universally. In principle, these operations can be anything
from simple CRUD to complex traversal of FDO-FDO relationships and processing of their
corresponding bit sequences.

Our analysis underlines that each typing mechanism has distinct advantages and trade-offs
for FDO ecosystems regarding simplicity, efficiency, flexibility, versatility, and granularity
in conjunction with the required client knowledge. While RT offers simplicity and high
granularity, PT and AT provide enhanced flexibility, versatility, and few required client
knowledge. In practice, the storage capabilities of different services must also be taken into
account, e.g., the PID services that store FDO information records (most relevant for RT)
and the DTRs that store profiles (most relevant for PT). A growing number of attributes
that specify operations may scale differently in these systems. In the context of AT, these
attributes are distributed over the operation records, so the corresponding storage system
must scale for the number of individual records rather than the size of the records. So
far, there is no evidence that the three typing mechanisms are mutually exclusive, such
that an FDO may be associated with its operations through any combination of them.
This is indeed an important aspect in the context of FDO ecosystem interoperability: RT
addresses only the use cases that the FDO creator intends and is aware of, because they
must be explicitly declared before instantiation time. PT restricts the operations to those
that are associated with mandatory kernel information, possibly extended by individual
communities. AT overcomes these limitations by enabling the association of operations
that do not require to be explicitly declared and are not limited to kernel metadata. This
also indicates that interoperability between FDO ecosystems is easier to achieve with AT,
since FDOs and operations only depend on the harmonization of PITs and not extended
profiles. Considering the higher costs in AT with respect to simplicity and efficiency,
one could say that increasing FDO ecosystem interoperability comes with higher costs
in requesting available operations. How these aspects can be balanced with respect to
implementation strategies is the next challenge to consider. However, what matters the
most is that, with typing-based operation associations, clients can uniformly discover and
invoke behavior across different FDO services, and hence data spaces that contain the
corresponding digital resources.
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Machine-Actionable FAIR Digital
Objects

This chapter builds on the contents of the work published in the Data Intelligence Jour-
nal [15], the work published in the RIO Journal [14], and the work published in the
proceedings of the IEEE 2025 International Conference on Science (eScience) [16]. The
FAIR Digital Objects core data model and the typing mechanisms for associating opera-
tions are implemented using base service infrastructure components and advanced tooling
for the execution of operations. The main outcome is the FDO-Ops process model and
framework as a practical way to make FDOs machine-actionable, which enhances different
levels of interoperability (answering to sub-questions 5-8 in Section 1.2).

5.1. Introduction

As described in many works, interoperability is the main bottleneck for efficient infor-
mation exchange, also in the context of the FAIR principles [1, 56, 125, 175, 176]. Here,
the term interoperability is defined as “the ability of data or tools from non-cooperating
resources to integrate or work together with minimal effort” [1]. In addition to the condi-
tions for data resources to be findable and accessible, “data becomes interoperable when
it is machine-actionable” [175], and reusability of data can be understood as a result of
interoperable systems [177]. Machine-actionable decision making would indeed reduce
the barriers to efficiently preparing digital resources for a given task. For example, in
the context of intelligent building energy management, the work of [178] describes how
variations in building operating characteristics and data quality prevent fully-automated
data preprocessing for operational data, which could otherwise improve data analysis effi-
ciency. Preprocessing typically depends on data characteristics like the format, evaluation
of legal aspects such as the license, or more use-case specific information that is often
available in external metadata files.

Knowledge Organization Systems (KOSs) (s. Section 2.2.2) based on standardized metadata
schemas [179] provide a way to unify information management and access in repositories,
and Semantic Web (s. Section 2.2.3) methods enable web service specifications, e.g., for
Web APIs [180, 181]. They improve information assessment for humans, machine inter-
pretability, and some degree of machine-actionable processing. However, alignment to
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enable interoperability is difficult due to the lack of a universal solution, the diversity of
standards, and the evolving nature of technologies. Therefore, achieving interoperability,
e.g., at the technical, syntactic, and semantic levels, remains a challenging task, particularly
across domains. [182]

FDOs constitute an approach to a harmonized meta-level representation of various digital
resources and KOSs to abstract their technical, syntactic, and semantic complexity. Opera-
tions that are associated with an FDO by its type system can process its information and
potentially manipulate its content properly depending on the given context. This must
be supported by an FDO infrastructure, i.e., base services, communication protocols, and
advanced tooling [183]. Of particular relevance in this context are Data Type Registries
(DTRs), which contain the syntactic and semantic specifications of typed elements in
FDOs. However, for full machine-actionability and resulting interoperability, a robust
procedure is required not only to associate and request the operations but also to execute
the individual technologies used for their implementation, e.g., Web APIs.

We introduce FDO-Ops, a process model that provides a holistic solution for machine-
actionable FDOs. The outline is as follows:

« Development of an approach to categorize and represent FDO operations in com-
pliance with the modeling of typing mechanisms in advanced DTR systems in Sec-
tions 5.3.1 to 5.3.4.

« Introduction of the FDO-Ops process model for machine-actionable FDOs in Sec-
tion 5.3.5.

« Implementation of a framework based on the FDO-Ops model using FDO base service
infrastructure, the Digital Object Interface Protocol (DOIP) and advanced tooling
in Sections 5.4.1 to 5.4.4.

« Evaluation of advanced DTR system capabilities and the FDO-Ops framework based
on example data in Sections 5.4.5, 5.5.1 and 5.5.2.

« Evaluation of how different interoperability layers are enhanced with FDO-Ops
in Sections 5.5.3 and 5.5.4.

« Overall discussion in Section 5.6.

5.2. Related Work

5.2.1. Assessment of Interoperability

Various communities are using different interoperability frameworks and models to assess
several layers and levels of interoperability (s. Section 2.3.3). For example, the EOSC
Interoperability Framework (EOSC IF) [78] is used to assess the compliance of FDOs and
Linked Data (LD) with each of its layers in [151]. Their findings indicate that FDOs con-
ceptually align well with the EOSC IF in governance and technical use of PIDs, although
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technological maturity still imposes gaps. Another example from [184] describes how the
SLICES Research Infrastructure (SLICES-RI) can facilitate data reuse when aligned with
the interoperability framework layers of the EOSC IF. The reference architecture for het-
erogeneous Systems of Systems based on the interoperability trilogy of [79] is used by [56]
to motivate requirements around semantic interoperability and FAIR services. The Levels
of Conceptual Interoperability Model (LCIM) [82] is used as a framework for conceptual
modeling in the Modeling and Simulation discipline [185], the analysis of interoperability
between mobile apps cross-platforms [186], the domains of systems, cybernetics, and
informatics [187], in heterogeneous multi-agent systems [188], or to examine various
interoperability issues in the context of the Industrial Internet of Things [189].

5.2.2. Knowledge Organization Systems and Executable Specifications

Metadata management models and systems such as GEMMS [190] or goldMEDAL [191]
provide schema- and vocabulary-based representations to describe datasets and their
context. They support uniform description, semantics, and structure across heterogeneous
data platforms, including data lakes and data warehouses, often in conjunction with data
catalogs and metadata management services such as Amundsen [192, 193]. As described
in [194], metadata management models/systems are powerful but difficult to operational-
ize on an institutional scale because they tend to require administrative overhead and
substantial expertise in modeling and data base skills, ontologies, and query-rewriting
engines.

Research repositories typically operationalize metadata through established community
standards and exchange formats, for example, the DataCite Metadata Schema for dataset
description and DOI registration [195], Dublin Core [196], and dissemination profiles
such as DCAT [197] and Schema.org/JSON-LD [198, 199], as exemplified by the Zenodo
supported metadata formats in [200]. Whilst many repositories adopt accepted metadata
standards, heterogeneous resource types and communities frequently rely on specialized
schemas [201]. Interoperability can then be supported via (FAIR) schema cross-walks [202]
or model unification techniques (e.g., [203]), which typically require domain expertise and
are non-trivial due to contextual ambiguities [204].

Ontologies formally define entities, relations, and constraints, underpinning Knowledge
Graphs and Linked Data Platforms, and enable semantic interoperability across diverse
resources [205]. They are also used to describe the properties and capabilities of web
services in a machine-interpretable way, for example, in OWL-S [206] or WSMO [207].
However, their adoption is often constrained by complexity, the required granularity of
domain knowledge, and high maintenance costs [208].

Executable specifications built on KOSs support machine-actionable interactions with
data and (web) services. RDF-centric approaches such as LDScript [209], ActiveRDF [210],
RDF-based OAS [211], Hydra [212], the FAIR Data Point [213], or metadata application
profiles [214] specify access and operations using Linked Data (LD). They improve in-
tegration and mainly semantic interoperability within RDF-based systems but make it
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difficult to work with other data formats. JSON or YAML-based specifications such as the
OpenAPI Specification (OAS) [215], HATEOAS [216], or the Common Workflow Language
(CWL) [217] for command-line and workflow tools enhance interoperability through stan-
dardization, cross-platform portability, and multi-engine support. However, they depend
on individual carrier technologies or ad-hoc scripts to enable machine-actionable processes
on data resources.

In summary, existing KOSs and executable specifications support the implementation of
different (especially semantic and syntactic) interoperability levels, but remain technology
dependent, often domain-specific, and entail significant technical overhead, with a limited
scope regarding machine-actionability on data and their metadata.

5.2.3. Machine-actionable FAIR Digital Objects

Many works discuss applications for machine-actionable FDOs. For example, [165, 218, 219,
220, 221] describe perspectives for researchers to gain efficiency and stronger FAIRness
without adding administrative burden by using FDOs as part of the Canonical Workflow
Framework for Research (CWFR) initiative. The works of [128, 194] introduce and assess
an FDO-based data-lake architecture approach in which datasets, workflow manifests, and
containerized execution environments are treated as typed, persistently identified objects
for monitoring provenance information. Predefined functions (e.g., API actions) then
operate uniformly on these objects, providing a consistent user interface and abstracting
the full life cycle of a research experiment.

However, technical solutions are either realized by individual service-oriented FDO opera-
tions in specific setups or limited to basic Create, Read, Update, Delete (CRUD) functional-
ities of DOIP [96]. Currently, there is no comprehensive specification on how advanced
DOIP operations can be implemented in a technology-agnostic way and which use cases
they address. Furthermore, existing DTRs currently used for FDO typing comprise three in-
stances — the ePIC test DTR [222], the ePIC production DTR [153] and the EOSC DTR [223]
— which lack integration of systematic typing mechanisms to associate FDOs with their
operations in a standardized way. Hence, the machine-actionable capabilities of FDOs are
still limited to individual ecosystems, which impairs their interoperability in the larger
context of data spaces.

5.3. Methodology

5.3.1. Specifying Operations

In this section, we provide a precise specification of different FDO operation categories
and use case phases where these categories are typically applied.
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5.3.1.1. Operation Categories

Depending on their role, we classify FDO operations into three categories: Management-,
Information Record-, and Data Resource Operations, which are described in more detail in
the following subsections.

Management Operations: Act on behalf of a particular service that manages a set of
FDOs and are used to provide a basic infrastructure to maintain an FDO space, i.e., the
proposed meta-level in Chapter 3. Therefore, they enable the core functionalities for
FDOs, including basic CRUD operations and a mechanism to request operations from
other categories.

Information Record Operations: These operations use and process the metadata con-
tained in the information record of an FDO. They do not access the represented bit sequence
and do not modify the content of the information record. However, they may process
any set of key-value pairs in the record to gain insight into the characteristics of the
represented bit sequence.

Data Resource Operations: These operations act on the bit sequence of the data resource
that is represented by the FDO, also taking into account the metadata in the information
record, with data access information as a minimum. A copy of the bit sequence itself may
be manipulated by these operations, e.g., in the frame of a given application case.

5.3.1.2. Operation Phases

We propose applying these operation categories sequentially in three phases.

In phase I, there must be a way to initially search and filter for FDOs. In this phase, FDOs
are aggregated by the text-based content of their information records rather than their
typed elements (i.e., a Read-like operation). Conceptually, this phase involves only the
category of Management Operations.

In phase II, the FDOs retrieved in phase I are further processed. Operations that are
associated via the type system and requested by Management Operations are applied to the
information record content to process kernel metadata. In this phase, both Management
and Information Record Operations are involved.

Finally, in phase III, operations are also applied to the bit sequence of an FDO, comprising
the retrieval of the original data resource, a modified version of it, or any result that is
yielded from its processing. In this phase, all categories of Management, Information
Record, and Data Resource Operations are involved.

Although Management Operations must be implemented directly in a service that aims to
manage FDOs, Information Record and Data Resource Operations could, in principle, be
implemented anywhere and made available to the client through the management service
and FDO type system. The relations between these three phases and the three categories
of operation are summarized in Table 5.1.
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Table 5.1.: Overview of the three FDO operation phases and their relation to the three categories of operations.

Operation Management Operations Information Record | Data
categories use Operations Resource
in phases Operations
Phase I Retrieve FDOs, possibly based on the | Not used.

textual information record content.
Phase II Read, interpret, and act on information record metadata. |Not used.
Phase III Read, interpret, and act on information record and the digital resource.

5.3.2. Embedding Typing Mechanisms in DTR Model

We introduce a DTR model that realizes our proposed typing mechanisms (s. Section 4.3.1)
to determine the FDO Type, i.e., Profile-, Record-, and Attribute Typing (PT, RT, AT), in a
functional way. The foundation is the typing concept of Basic PITs, Composite PITs, and
KIP types (here referred to as KIPs) that are employed in conventional DTR systems, i.e.,
ePIC and EOSC. The model logic is depicted in a UML class diagram (s. Figure 5.1), which
visualizes an implementation-oriented representation of how the principles of subtyping
by inheritance, polymorphism, and a way to define modular operation signatures are
realized. When addressing the UML class instances, we write them in capital italics.

In this model, PITs (including Composite and Basic PITs) may inherit from at most one
parent type, and each value must satisfy all constraints in the inheritance chain, supporting
controlled specialization and reuse. Besides, they still capture the syntax of simple values
using JSON primitives (boolean, integer, number, string), enriched with constraints such as
regular expressions, value ranges, and enumerations of permitted or forbidden values.

KIPs support multiple inheritance, where OOP-known potential conflicts such as the dia-
mond problem [224] are easier to mitigate because all PITs, Typed Properties, and Operation
Signatures are defined independently of KIPs and are globally identified by PIDs. Typed Prop-
erties that are aggregated by a parent KIP may be overwritten if their cardinalityRange,
which expresses the property’s obligation and repeatability, is 0..1 or 0..*. KIPs can as-
sociate operations via a "declares" relationship with Operation Signatures according to
PT.

Typed Properties are modeled independently from KIPs by which they are aggregated but
keep their functionality of linking attributes in FDO information records to the type system.
Each Typed Property conforms to exactly one PIT, may define default values, and can be
specified independently from a KIP with individual cardinality ranges, covering optional
and mandatory single values. Typed Properties are also association points for Operation
Signatures, either via a "declares"” relationship according to RT or via an "executableOn"
relationship according to AT.

Operation Signatures define operations and are detailed by Operation Steps, which are
associated with reusable Technologies, and may call other operations that participate in
this step.
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KIP
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Figure 5.1.: Advanced DTR model with FDO typing mechanisms as UML class diagram.

Technologies define abstract input/output signatures for concrete technologies (such as a
Web API or a Python runtime) in the implementation of an operation.

Property Mappings connect the operation-step-dependent Technology input/output signa-
ture via Typed Properties with the corresponding attributes in an FDO information record.
This design allows Operation Signatures to be specified once and reused across different
FDOs that share compatible types.

Each typing mechanism is realized within this model and ensures that Operation Signatures
can be validated (for PT and RT before FDO instantiation time, and for AT during operation-
FDO encounter at runtime).

5.3.3. Representing Operations Using FDOs

Our introduced DTR model implements the general (sub)typing rules for registered PITs
and KIPs, whilst the concrete implementation of operations that correspond to instances
of the Operation Signature class are independently constituted. To represent operations
uniformly as abstract entities, we represent them as FDOs that we call Operation FDOs,
which are consequently applicable to Target FDOs. Operation FDOs represent an operation
as a resource in its own right, and thus may themselves act as Target FDOs for other
operations. This aligns with the idea of FDOs to abstract all kinds of (potentially executable)
digital resources, fits with the concept of extended operations in the DOA (s. Section 2.4.1),
and supports the holistic view of “everything is an FDO” [225, 130]. That given, the terms
“Target FDO” and “Operation FDO” are more context-dependent meta descriptions than
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fixed categories. Since Management Operations (s. Section 5.3.1) are crucial for interactions
with the FDO ecosystem, they are already required to create any Operation FDO. Hence,
we apply the notion of Operation FDOs only to the categories of Information Record
Operations and Data Resource Operations.

An Operation FDO has the same structure as a generic FDO, i.e., it has an identifiable and
typed information record that instantiates a KIP. In this case, the information record must
also include the technical details that correspond to an Operation Signature. Depending on
the typing mechanism, an Operation FDO is either declared and referenced by a KIP (in PT)
or by a Typed Property (in RT). In the case of AT, the Operation Signature requires specific
attributes to be present in the FDO information record of a Target FDO (s. executableOn
association in Section 5.3.2). Here, the Operation Signature can only ensure that Typed
Properties expected by the corresponding Operation FDO are present in a Target FDO,
but currently they cannot check for specific property values, nor can they express logical
connectives beyond conjunctions for input requirements.

In general, compliance with the Operation Signature must be checked for an individual
Target FDO by requesting the DTR. This is less of a problem in PT and RT, because the
signature is supposed to be statically checked before FDO instantiation time, but for AT, it
must be checked dynamically at runtime when an Operation FDO encounters a Target
FDO. Providing the conditions of the Operation Signature directly within the corresponding
Operation FDOs would circumvent this drawback and enhance the duck typing-like aspect
of AT. Consequently, the advantages of AT come to the fore, which is why we proceed in
the following with AT and a strategy to improve it.

5.3.3.1. Extended AT Associations

To reduce the need to repeat DTR requests when performing typechecking with AT, we
embed the association conditions directly into the information record of an Operation
FDO. Operation inference can then take place purely on the object, i.e., the PID service
record level (we assume Handle System records). In addition, this allows us to extend
the association conditions by logical statements that consider different key-value pair
constellations. Compared to PT and RT, this greatly increases the granularity and semantic
expressiveness of the conditions, allowing rules such as: “An FDO must have attribute x
with value y and attribute z, or it must have attribute..”. In the following, we provide a
general definition of these extended association conditions.

Definition 15 (Attribute-typed association predicate) Denote O as the set of all FDO
operations and F as the set of all FDOs. For each f € F, let Ry denote its information
record where each element (k,V;) € K X (P(V) \ {&}) is the key—value pair of a typed
attribute, with K being the set of all attribute keys and V; a list, i.e., an array, that is an
element of the power set (V) of first-level record attribute values (sets as elements of
power sets are convertible to array (list) format). The conformance between the attributes
of the record and the properties typed according to the model in Definition 5 is thereby
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ensured. Let Ry == {Ry | f € F} define the set of all information records. We define the
mapping function
Associated : O X Ry — {true, false},

as the predicate that decides whether an operation o € O is associated with an FDO f € F
based on the contents of typed attributes in Ry.

A Management Operation o € Oy C O is a special category and is, by default, associ-
ated with any f € F unless at least one negation condition N;(o) with i € N* applies
(s. Section 5.3.5):

VYo € Oy, Vf € F: —|[N1(o) VeV Nn(o)] = Associated(o, Ry) = true. (5.1)

|

The condition predicates N;(0) encode cases in which a Management Operation must not
be applicable to a given FDO.

For Information Record and Data Resource Operations Ogr C O, the association is gov-

erned by conditions for typed attributes interpreted as logical expressions.

Definition 16 (Logical Attribute Typing conditions) Let

Co ={{s11>--»S1x}r-- > {Sy1s-- > Syz} b

be a set of conditions for an operation o € Ogg, where each condition is a finite set of
key-value specifications:

sij € {(ko) | keKveVU{a}} (5.2)

with projections

mi(sij) =k, m3(sij) = 0.
Here, m(s; ;) denotes a typed attribute key and m,(s; ;) its required value (which is & if
only the presence of the attribute is required). For o € Ogg, the set C, is interpreted as
disjunctions (for each ¢ € C,) of conjunctions (s;; € ¢). An FDO f € F with an information
record Ry satisfies a condition ¢ € C,, written Ry I= ¢, iff:

VSi,j ecC: (3 (77.'1(81',]'),‘/[) € Rf A (77.'2(81',]') =gV 7'[2(51',]') € W)),

where the PIT of the key in the tuple (71 (s; ), Vr) € Ry may be any subtype of the required
PIT specified in the operation’s condition, which could alternatively also occur in a separate
disjunctive statement. The general requirement for o is then

Rf |=C0 & HCGCO:RJC |=C.

The association for Information record and Data resource Operations is given by
Yo € Ogg, Vf € F : (Associated (o, Rf) = true) = (Rf ECo). (5.3)
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Note that (5.3) also applies to Management Operations o € Oy whenever at least one N;(0)
holds, i.e., when their applicability is constrained by specific attribute patterns rather than
being unconditional. Associations can be asserted by Algorithm 2, for which a generic
minimal working example is given in Appendix Listing A.1. An Operation FDO has an
association conditions set C, within its information record denoted as set R, such that
(Typed attribute for conditions, C,) € R,.

Algorithm 2 The Associated function with logical statements for asserting the association
between an operation (possibly represented by an Operation FDO) and its Target FDO.
Input: 0 and Ry
Output: Boolean
if (0 € Oy) and (=[N1(0) V...V N,(0)]) then

| return TRUE

// Check if any condition c¢ of the requirements C, is fulfilled (disjunctive
term)
forc e C, do
result < TRUE
// Check if each condition in ¢ is fulfilled (conjunctive term)
// m(sij) and m(s;;) denote the key and value of s;; as defined
in Equation (5.2)
fors;; € cdo
if 3V, s.t. ((m1(sij), Vo) € Ry A (ma(sij) = DV ma(sij) € V;)) then
result < FALSE
Break

// Return as soon as one of the conditions in C, is evaluated to true
if result = TRUE then
L return result

return FALSE

5.3.3.2. Operation-Target FDO Graph

Although we can now assess the associations by the conditions array purely on the Handle
record level, retrieval is still time-consuming since the entire record of both, Target and
Operation FDO, must be checked.

To store their associations in a graph structure for efficient querying, we can represent
them as triples in a graph model. As described in Section 3.3.3.3, PID-triples can be
directly derived from those typed attributes in an FDO’s information record that reference
another FDO. In the following, we derive a similar constellation for Target-Operation FDO
relationships.

Definition 17 (AT-based PID graph formation.) Denote / as the set of all existing PIDs,
and let F C I be the set of PIDs that identify FDOs, O C F the set that identify Operation
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FDOs, and K C T the set of all PIDs of typed attributes. Let O C F x K x K x O be the set
of all existing PID-quadruples. Denote Gy as an undirected PID hypergraph, given by:

Gy = (Vu, Ep), (5:4)
with o o o
VH:FUKUO, EH:{{f’kfskOsa} | (f!kf’kOsé)eQ}:

where f is the PID of a Target FDO f € F, I;f is the PID of a typed attribute in the
information record of f, 6 the PID of an Operation FDO that represents an operation o € O,
and k, is a typed attribute in the information record of the Operation FDO that defines an
association condition.

Based on the association predicate, we define the set of Target-Operation triples
T = {(f hasOperation, 0), (0, isOperationFor, f) | f €F, 6€0, Associated (o, Rf) = true},
where

(f €F 6¢e0, Associated (o, Rf) = true) = 3 Igf, IEO : (f, Igf, IEO, 0) € Q.

The collapsing duplicates from different lzf, k, over quadruples that have the same f 0
induces a labeled FDO digraph Gp = (Vp, Ep) with

VDZFUO, Epb=7.

Figure 5.2 illustrates a minimal example for both graphs and the construction of Gp.
This enables for every associated pair (f, 0) the explicit relationships emerging from AT

hasOperation

Target FDO " Operation FDO. (5.5)

isOperationFor

5.3.3.3. Executing Operations

Operation FDOs connect the abstract DTR-level operation signatures to a particular ser-
vice or runtime of a corresponding technology. For these specifications, we introduce
the concept of an execution protocol, which provides a harmonized representation of the
technical execution details of different implementation technologies. Complementary to
the association conditions set C,, the protocol specifies which typed attributes in the Target
FDO information record provide input for the operation and which operation steps are
performed. Therefore, this protocol connects the workflow defined by instances of the Op-
eration Step, Property Mapping, and Technology classes (s. Figure 5.1), which are specified
for a given Operation Signature within the DTR, with the operation’s implementation.

81



5. The FDO-Ops Framework for Machine-Actionable FAIR Digital Objects

Gy €2
el e Nesg
Gp Construction of Gp from Gy
isOperationFor isOperationFor
hasOperation hasOperation

Figure 5.2.: Example of a PID hypergraph Gy with Vg = {f, l%f, I;O, 0, f’, l;},} and Eg = {e,ex} =
{Ff. ks ko 0}, {f, /2/;, ko, }}, from which a PID digraph Gp with Vp = {f, f’,5} and
Ep = {(f, hasOperation, 6), (6, isOperationFor, f) (f’, hasOperation, 6), (6, isOperationFor, f’)} is constructed.

Definition 18 (Execution protocol) Let F; C F be the set of all Target FDOs and F, C F
be the set of all Operation FDOs that have this role in the context of a relationship to a
Target FDO as defined in Equation (5.5). Let e, = (k., ;) € R, be the execution protocol
of an Operation FDO f, € F,, for which we require:

« k. € K is an execution_protocol_type, represented by the PID of a Composite PIT,

« V. € P(V)\{@} is asingle element list that contains the execution protocol parameter
object, denoted as the set P,.

Each protocol parameter p, € P, is a tuple
pe = (parameter_type, (parameter_key, parameter_value, merge_mul_entries)),

where:
« parameter_type is the PID of an object PIT describing this protocol parameter,
« parameter_key is a String used in the actual execution request,
« parameter_value specifies either

1. the PIT of a typed attribute in the Target FDO information record that provides
the value, or

2. a static (literal) value, or

82



5.3. Methodology

3. information to be supplied by a client at runtime, or
4. a nested execution protocol (sub-protocol),
where combinations are allowed.

« merge_mul_entries describes whether and how multiple values (for the same typed
attribute) are merged. It is given by

) (x,y) if parameter_value references a PIT,
merge_mul_entries = )
1%} otherwise,

where

(prefix, delimiter, suffix) if x = true,

€ {true, false}, =
x € {true, false}, y {@ if x = false.

If a = true, all values in the list of a typed attribute in the Target FDO are merged
into a single String using the specified (prefix, delimiter, suffix) pattern, and used
within a single request. Otherwise, each value is placed in a separate request.

In case the parameter_value within a protocol parameter p, specifies an attribute’s key
of a key-value pair (k,V;) € Ay, (s. also Definition 15) of a particular Target FDO f; € F,,
the value list V; is input for the operation’s execution . We capture this by the mapping
functions

referencedKey : P, — K, inputValue : P, — V.,

where Ky, C K is the set of keys, and V;, C P (V) \ {@} is the set of value lists occurring
as key-value pairs in A;, C Ry, yielding that:

3p. € P, A(k,Vy) € Ay, s.t. referencedKey(p,) = k A inputValue(p.) = V,. (5.6)

These mapping functions are used to fill all parameters of the execution protocol with
information from a Target FDO and to construct an execution map M according to Algo-
rithm 3 that can be consumed by a software component. A minimal generic example for
this mapping procedure is given in Appendix Listing A.2.

5.3.4. Cross-Walk Between DTR Model and Operation FDOs

To construct the information record content of an Operation FDO with respect to both,
the execution protocol and the extended association conditions in compliance to the
corresponding Operation Signature, we define the following cross-walk.
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Algorithm 3 Mapping of execution protocol parameters and Target FDO information to
an execution map.
Input: e, Rﬁ
Output: M
Initialize M with one empty request.
for each p, € P, do
if client input is provided for p, then
L mark parameter_value to be merged with client input

else if p, is a sub-execution protocol then
L recursively map sub-protocol and attach result to requests in M

else if p, fulfills condition (5.6) then
if ks (returned by referencedKey(p.)) has multiple values returned by
inputValue(p,) then
if x of merge_mul_entries is true then
L merge all values according to y of merge_mul_entries and add to requests
in M
else
add the first mapped value with corresponding parameter_key to all exist-
L ing requests in M and create one new request for each remaining value

else

add the single mapped value with corresponding parameter_key to all requests
in M

else
add the static parameter_value with corresponding parameter_key to all requests
in M

return M

Definition 19 (Class instances to information record mappings.) Denote the DTR model
class instance sets O, S, A, M, T for each operation o € O, where

O = Operation Signature, S = Operation Step, A = Typed Property,
M = Property Mapping , T = Technology.
UML arrow relationships are written as singletons {-}.

Recall the information record R, € K X P (V) \ {@}, consisting of key-value list pairs
for each typed attribute it contains, the set C, € R, of association conditions {s; ;} € C,,
and the set P, of protocol parameters in the execution protocol (ke, V.) =€, € R,, where
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Ve := {P.}. Let £ be the set of logical statements for the extended association conditions
that occur in the elements of C,. Define the cartesian products of cartesian product sets:

D = (T x {properties} X A) X (T X {returns} x A),
D; = ({9} @ (M X {input} X A)) X(M X {output} X A),

either or
D3 = (O x {executeOperation} X S) X ({@} & (S X {subSteps} X S)),
D4 = D3 X (S X {useTechnology} X D1) X (S X {inputMapping} x D)
X (S X {outputMapping} x D).

We then have the following partial mappings g1, g2, g5 that constitute the cross-walk:

AT requirement PITs and logical statements to extended association conditions
g1 : O x {executableOn} x A x ({@} ® &) — Cy, (o, executableOn,a,l) — {s;;}.

Technology parameters-dependent operation steps and typed property mappings
to execution protocol parameters

g2 : Dy — P,

(ds, (s, useTechnology, d1), (s, inputMapping, d), (s, outputMapping, d»))

— (parameter_type, (parameter_key, parameter_value, merge_mul_entries)).

Technology dependent operation signature and returned types to execution protocol
G302 ¢ ((O X {execution} x Dy X {returns} x A)) = R, C R,,

list of ret d
((o, execution, dy), returns, a) — {(ke, {P.(d4)}, (outputType, Vy(a) = ist of returne

—_— properties
Ve

In this way, an Operation FDO that is to be instantiated can be properly constructed in
compliance with— and validated according to its Operation Signature.

5.3.5. Process Model

With the mechanism for associating different categories of operations to FDOs by AT and
representing them as Operation FDOs, we yield the view on an FDO as a functional entity
with a set of rules and elementary actions. This is summarized in the FDO-Ops Process
Model that is shown in Figure 5.3 as a UML activity diagram.

Each activity in the diagram corresponds to a foundational operation on FDOs and is
therefore realized by a Management Operation by definition, although not all possible
Management Operations are depicted. Two activities, however, are not universally appli-
cable:
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Figure 5.3.: The FDO-Ops Process Model for a FAIR Digital Object.

« Get Entity Relationships, which presupposes that the FDO is related to other

FDOs via typed attributes, and

« Execute Execution Protocol on Target FDO, which presupposes the presence of
an execution protocol (i.e., that an FDO can work as an Operation FDO).

To align this with the general association rule for Management Operations in Equation (5.1),

we introduce two negation conditions:

« Ni(0): the operation requires that the FDO is related to another FDO via a typed

attribute,
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« N5(0): the operation requires the presence of an execution protocol.

These conditions ensure that such activities can be modeled as Management operations,
while preventing their application to FDOs that do not fulfill the required preconditions.

The Management Operations represented in the process model, together with an FDO
type system, form the backbone of an FDO-centric processing regime with the following
characteristics:

« the typed attributes in the information record are syntactically validated against the
content, ensuring the integrity of the FDO,

+ any FDO may serve as an Operation FDO or as a Target FDO depending on the context,
which abstracts the concrete behavior of operations and enables a technology- and
use-case-agnostic treatment of FDOs.

« core activities include:

1. retrieving non-FDO web entities (including bit sequences) referenced via typed
attributes,

2. retrieving associated operations via the AT mechanism (Get FDO Operations
through Types),

3. retrieving related FDO entities via typed relationships (Get Entity Relationships),
and

4. executing the execution protocol of an Operation FDO on a Target FDO (Execute
Execution Protocol on Target FDO).

While Get Entity Relationships could, in principle, also be modeled as an Operation
FDO and executed via the execution protocol mechanism, it is treated as a fundamental
service-level activity because FDO relationships are very common and must be supported
natively by FDO services.

5.4. Model Implementation

The implementation part can be divided into three aspects:

1) The advanced DTR model that unifies the modeling of typing mechanisms and operation
signatures is considered individually based on a prototype, since there is currently no
deployed DTR service with its functionalities that could be used in the existing FDO base
service infrastructure.

2) Since Operation FDOs also follow the FDO core data model defined in Section 3.3.3, they
do not require the advanced DTR model to be instantiated. We therefore use conventional
DTR systems for their instantiation. Nevertheless, we demonstrate how the logic of
an operation signature is modeled in the advanced DTR prototype and mapped to an
Operation FDO according to the defined cross-walk in Section 5.3.4.
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3) To demonstrate machine-actionability enabled by our methodology, the FDO-Ops
process model is implemented as a framework using a testbed FDO service architecture of
deployed services and additional components in conjunction with DOIP. This results in an
FDO-Ops framework, which is applied on real-world test data for several use cases.

5.4.1. Employment of Next-generation DTR Prototype

IDORIS (“Integrated Data Type and Operations Registry with Inheritance System”) [226]
was developed as a prototypical (micro)service implementation of the advanced DTR model
(s. Section 5.3.2, with individual modifications but preservation of the overall typing logic).
It uses a Neo4j' graph database such that instances of all model classes are represented
as nodes in a labeled-property graph and encodes relationships such as inheritance and
property usage as edges. The graph-based representation allows the registry to directly
realize type- and operation-centric queries, e.g.,:

« discovering all operation signatures applicable to a property or, transitively, to a type
(also considering inheritance),

« resolving and checking inheritance hierarchies,
« detecting cycles and structural inconsistencies in the type/operation signature graph.

These tasks are implemented by leveraging native graph traversal and graph algorithms
(e.g., path finding, cycle detection, relationship queries) within the database rather than in
application code, keeping the implementation close to the conceptual model.

We employ IDORIS to demonstrate that the proposed advanced DTR model can be real-
ized as a practical registry service, where a graph-based backend reflects the conceptual
structure of the model and a rule-based validation layer enforces its semantic constraints.

5.4.2. Digital Object Interface Protocol

To request all categories of FDO operations across different FDO services, a uniform
communication protocol is required. DOIP fulfills these requirements (s. Section 2.4.1).
Consequently, a DOIP-based FDO service is also suitable to infer the association between
FDOs and their operations and to map the execution protocol according to our model
specifications. To execute one of the Management or Information Record- and Data Re-
source Operations, the operation servicelD or Operation FDO PID is provided using the
“operationID" parameter. The servicelD or Target FDO PID to which operations are applied
is provided using the “targetID" parameter. The payload, which may contain either the
FDO’s information record or a set of query parameters for the operation, is provided in
JSON format using the “attributes.full=true" parameter.

1 https://neodj.com/
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5.4. Model Implementation

DOIP can be directly implemented on the basis of TCP/IP, or as DOIP/HTTP?, mak-
ing it compatible with widely used HTTP Remote Procedure Call (RPC)-style API clients.
In this way, all FDO operations can be requested uniformly using the basic HTTP POST
and GET operations. Different example requests are provided in Appendix Section A.3.3.

5.4.3. FDO-Ops Framework Architecture

The service architecture for an FDO-Ops framework testbed environment is illustrated
in Figure 5.4 and follows the concept of the envisioned high-level architecture in Figure 2.6.
It consists of a base service infrastructure (PID service, PIT service, and DTR), an adapter
called TPM Adapter, and an Executor, which are detailed in the following subsections. The
entire implementation is available on GitHub (s. Appendix Section A.3.1).

2]

«component»
:Handle Registry

1
PID CRUD
L
{l PIT validation {l
«component» «component»
:Typed PID Maker (TPM) :ePIC DTR
1
I PID management
L]
«component» {l
:TPM Adapter 2 ]
«component»
«delegate» :FDO-Graph DB
Graph query
‘ g]
«component»
:FDO Target-Operation
{1 Mapping Tool
$:| DOIP el L $:| FDO target- pping
Request operation mapping
«component» L G «component»
:Client L :DOIP Service
{1 «component» WebService
:Target-Operation Map request
execution map Executor
«delegate»| request —
L C «delegate»

Figure 5.4.: The FDO-Ops service architecture depicted as UML component diagram.

2 https://www.cordra.org/documentation/api/doip-api-for-http-clients.html
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5.4.3.1. Base-service Infrastructure Components

The base service infrastructure follows the one introduced in Section 3.3.4, consisting
of the Handle Registry, a Data Type Registry, and an instance of the TPM service [155].
Currently, the TPM supports only the ePIC and EOSC DTR?, but could also be configured
in perspective with a next-generation DTR such as IDORIS.

5.4.3.2. TPM Adapter

The TPM Adapter extends the interface of the TPM service by the following sub-components:
DOIP Service

A set of Management Operations for FDO retrieval and the activities depicted in Figure 5.3
can be requested using DOIP/HTTP and are handled by the DOIP Service sub-component.
The component supports full-text search for all ingested FDO information records by
Elasticsearch?, which is useful as an entry point in Phase I as detailed later.

FDO-Graph DB

We integrate a Neo4j graph database that ingests the labeled FDO digraph (s. Definition 17)
representing the triples as given in Equation (5.5) that is used by the "Get FDO Operations
through Types" activity. This graph database also stores explicit FDO-FDO relationships
constituted by PID-triples, which can be requested by the Get Related FDOs through PID
Information Types (PITs) activity. Since Neo4j enables querying of opposite directions,
storing only the relationship of two opposite edges is sufficient, e.g., the hasOperation
and hasMetadata labels, respectively. To deal with duplicates and conflicting PIT-based
edges in the Neo4j graph database, we integrate a set of conflict rules that are detailed in
Appendix Section A.3.4.

FDO Target-Operation Mapping Tool

This sub-component implements the logic of Algorithm 3 to map the given execution
protocol of an Operation FDO and the information record of an associated Target FDO to a
JSON-based execution map that can be further processed by the Executor. In order for this
setup to work, it is crucial that the TPM Adapter is configured with the PITs expected for
the requirements specification in each Operation FDO as well as the PITs for the execution
protocol types.

Executor

The Executor is a software sub-component that must be able to handle the output of the
FDO Target-Operation Mapping Tool, i.e., the ready-to-use execution map. To deal with
the specifications in a given execution map, the Executor must have an implementation
for each execution protocol type, e.g., for Web API operations. These protocol types

3 https://dtr-pit.pidconsortium.net/
4 https://www.elastic.co/
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are naturally limited due to their reuse for multiple operation implementations. On
this basis, the Executor deals with the different technologies specified by an Operation
FDO. Depending on the operation, the Executor technology module may also have to
install additional software, which is detailed in the execution map. The command for
the installation requirements is provided with a generic syntax “OS command" that the
Executor replaces depending on the given Operating System. In addition, the Executor
must be configured with the specific PITs of parameters in the execution protocol for the
technologies it supports.

5.4.4. FDO-Ops Framework Sequence

The sequence diagram in Figure 5.5 outlines the sequence of steps that are performed
with the FDO-Ops framework during the three phases listed in Table 5.1. For the sake

DOIP

Client Service

Mapper Executor

1: op.List_Ops, target.service

: 2: List_Service_Ops(self)
< ____________ 3:Map of service ops

Phase I ' '
1 4: op.Search_FDO_Records, target.service |
' 5: Search_FDO_Records(text)
I S 6:Listof FDOPIDs :
T 7: op.List_Ops, target.FDO :
: 9: List of supported : 8: List FDO_Ops(PID of FDO)
o] FDO Operation (P)IDs
10 (Only if applicable): l
op.Get_Related_FDOs, target.FDO
: 11: Get_Related_FDOs(PID of
: : FDO)
Phase II ' 12: List of related FDO PIDs
and Tl O S :
13: op.Operation FDO PID, ' 14: send_mapping_request
target. Target FDO PID {(Operation FDO record, Target FDO record) | 15( Ma}gp;ngl
VLJ €o; Rft)
P 16: Execution Map. | Jr—
' . ) _operation(
17: send_execution_request ! Execution

Ll (Execution Map) > ' Map)
... 20:DOPMTTPResponse  [] 19: Operation Result | ;

Figure 5.5.: UML sequence diagram of the FDO-Ops framework incorporating the DOIP request pattern.

of simplicity, the diagram does not show intermediate client actions between the steps
such as inspection and selection of the individual information records of Operation and
Target FDOs after step 9 and before use in step 10, if applicable, or step 13. The client
may be an interactive computational environment such as a Jupyter Notebook, as in our
demonstrative examples shown in the following section. The client is responsible for

91



5. The FDO-Ops Framework for Machine-Actionable FAIR Digital Objects

Search/query
Result

1

Serialized operation response

Discovery &

Selected Target
Retrieval

FDOs

User

FDO Information
records
Selected

Target FDOs

Operation
Association

Associated
Operation
FDOs

Mapping EP
using
Algorithm 2

Commands
execution

Execution
Protocol Map

Figure 5.6.: Data Flow Diagram using the FDO-Ops framework according to the process model.

providing use case-specific input in all three phases and for evaluating the responses
(such as the list of available Information Record and Data Resource Operations for a
given FDO). The framework then handles all machine-actionable processes which are
fully automated by means of the FDO-Ops process model. This automation abstracts the
technical details of individual requests from the client, which are issued using the uniform
DOIP/HTTP request pattern (s. Section 5.4.2), typically via the GET method. In case
additional parameters are required, the client issues a POST request along with a payload.
With this framework, the data and information flow according to the FDO-Ops process
model is orchestrated as illustrated in Figure 5.6. This depicts how the two algorithms
are subsequently executed after selection of a Target FDO in the discovery and retrieval
phase. The commands of any applied Operation FDO that is associated and mapped with
a Target FDO to the execution map can then be executed, and the serialized response is
returned as a result.

5.4.5. Example Data

This section specifies the implementation of Operation FDOs, as well as the considered
operations and data for testing the FDO-Ops framework.

5.4.5.1. Profile for Operation FDOs

To represent the operations involved in the use cases as Operation FDOs, we specify
the Operation Kernel Information Profile (KIP). This profile is derived from the Helmholtz
KIP [133] and contains additional PITs for the association conditions array and the execu-
tion protocols we define, i.e., protocols for Web APIs and scripts that are executable on
Unix-based systems with proper Executor software. All PITs that are properties of the
Operation KIP, namely Required Type (for conditions array), Required Client Input, Web
API Execution Protocol, Script Execution Protocol, Output Type, Operation Name, can be
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further inspected via the profile that is currently registered in a running instance of the
ePIC DTR °.

5.4.5.2. Data and Operations Description

The same example datasets from Section 3.3.5 are employed, i.e., Thermal Bridges on Build-
ing Rooftops (TBBR) [11] and the OntoMatch dataset [12]. We replicate their information
records using sandbox PIDs generated by the TPM to use them in our testbed setup.

For the TBBR dataset, which contains multiple resources, the corresponding FDO-FDO
relationships derived from PITs hasMetadata and isMetadataFor, are ingested into the Neo4j
graph database as illustrated in Figure 5.7. Note that the original Handle PIDs are illustrated
in this figure along with their file names for readability, reflecting the original FDO Graph,
whilst sandbox PIDs are used in the testbed.
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Figure 5.7.: The Neo4j graph of the TBBR dataset representing FDO-FDO relationships of FDO Graph.

In addition to the Management Operations that are already implemented as part of the
software architecture, the following operations are represented as Operation FDOs using

5 https://hdl.handle.net/21.711148/ea4€93d06al0el5d9cdf?locatt=view:ui
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the Operation KIP specified in Section 5.4.5.1 with the appropriate execution protocol: Get
related terms for retrieving SKOS-based vocabulary terms information, Convert Numpy
to PNG for converting a binary Numpy file into an image data format, and Validate SK0S
for validating a file against the SKOS format. In the following use case description, we
will refer to these operations by their assigned name reported in the information record.
An overview of the inferred hasOperation relationships between these Operation FDOs
and their Target FDOs, i.e., the earlier described datasets, is illustrated in Figure 5.8.
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Figure 5.8.: The Neo4j graph of the Operation FDOs (red) and Target FDOs (blue) relationships.
The JSON-information records to create the sandbox PIDs and those operations that are

implemented as Python scripts can be found on GitHub (s. Appendix Section A.3.1).

5.5. Evaluation and Results

5.5.1. IDORIS Graph Model

A remodeled extract of the IDORIS Neo4j graph is depicted in Figure 5.9. The original
Neo4j graph is depicted in Appendix Figures A.5 and A.6. On this basis, we elaborate on
the capabilities of IDORIS for implementing the advanced DTR model.
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Figure 5.9.: Remodeled extract from IDORIS’ Neo4j graph depicting inheritance hierarchies for KIPs and
PITs, and the Operation Signature for Get Related Terms within a prototypical advanced DTR system. The
nodes color code and edge annotations corresponds to the DTR model in Section 5.3.2. Annotated lines
represent graph edges, and dashed lines visualize query induced graph traversals.

Resolving and checking inheritance hierarchies Consider the subtyping by inheri-
tance scenarios for the "HMC KIP" and the "topic" property:

« The "Schema-based MD KIP" inherits from the "HMC KIP", for which the condition
"allowAdditionalProperties"is true. The new KIP automatically receives all Typed
Properties of its supertype and introduces a new Typed Property "hasSchema". These
relationships and others are traversed and resolved in the graph upon request using
Cypher queries which can use different edge directions, as indicated by the dashed
gray lines.

« The "topicURL" PIT inherits from the "URL" PIT and applies a regular expression
pattern:

~http(s)?: (\\/\\/)vocabularies.unesco.org/thesaurus/

which restricts the allowed "URL" PIT instance to the UNESCO Thesaurus base-path
syntax, ensuring that topics adhere to a controlled vocabulary. The corresponding
traversal is indicated by the dashed magenta lines.

Operation signature discovery

Consider the "Get Related Terms" Operation Signature, which is by AT "executableOn" the
Typed Property "topic" that conforms to the "topicURL" PIT, as indicated by the dashed
cyan lines. To obtain the entire data flow of this Operation Signature, consider the cycle
detection indicated by the dashed red line. The graph is traversed via the executable "topic"
Property, which is mapped to the "Main Operation Step" parameter "httpBody" and then
passed to the "Web API" technology interface. In parallel, the cycle with the dashed blue
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lines retraces the input mappings of the "Main Operation Step" that also join the "Web API"
node. The "Web APT’s" "response” is then mapped to the OutputMappings of the "Main
Operation Step", which are also the return values of the entire Operation Signature, closing
the blue- and red dashed cycle lines, respectively.

Cross-walk to Operation FDOs The Operation Signature depicted in the graph Figure 5.9
can be mapped to the corresponding Operation FDO that is instantiated with the Operation
KIP (s. Section 5.4.5.1) using the cross-walk according to Definition 19. As a result, the
association between this Operation FDO and its Target FDOs is backed by the DTR internal
graph logic, ensuring governed type safety. Effectively, this is the step from the DTR-
internal representation of the operation signature to the object level depicted by the FDO
graph in Figure 5.8. The entire cross-walk procedure is provided in Appendix Section A.3.6
and the resulting JSON record of the Get Related Terms Operation FDO is provided in
Appendix Listing A.3.

5.5.2. Applied Use Cases for FDO-Ops Framework

We consider different use cases to demonstrate how FDO-Ops can facilitate interoperable
processes for the two example datasets using the software architecture (Section 5.4.3) and
the framework sequence (Section 5.4.4). The selected use cases focus on the early stages of
a research activity and target users mainly in the academic context who want to discover,
evaluate, and aggregate data resources for further applications, e.g., Machine Learning
tasks. To keep the use cases generic, consistent with what we addressed in Section 5.1, we
deliberately do not further specify these potential research activities.

Each use case is related to one of the operation phases and framework steps as depicted
in Figure 5.5, and begins with a brief description of the problem, followed by the identifi-
cation of relevant components, i.e., the involved FDOs and operations. To demonstrate the
domain-agnostic approach of FDO-Ops, we always apply them to both example datasets.
In subsequent listings, we provide the technical details that are used to assess the associa-
tion of the given operation, the input by the client, if any, the execution map in case an
Operation FDO is involved, and the operation output type. For the PITs that specify the
execution protocol parameters, we provide the human-readable name instead of the PID
for the parameter PIT which is used in the actual records, except for those PITs that are
used as a parameter value. On this basis, we demonstrate how these operations enable
machine-actionable processes to facilitate the tasks described in the use cases. A Jupyter
Notebook of the complete and reproducible results of these operations for each use case is
available in the GitHub repository (s. Appendix Section A.3.1).

Phase I - Initial Discovery. A common problem in research is discovering and retrieving
suitable digital resources, often by searching in different locations. Typically, users already
have an idea of the characteristics and technical requirements that these resources must
meet, such as a specific format or license. Full-text search of FDO information records
using Elasticsearch serves as an entry point to retrieve the PIDs of potentially relevant
FDOs. The client acting on behalf of the user explores this capability through the List_Ops
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operation (Figure 5.5, steps 1-3) to list all available service operations. It then initiates a
query for FDOs based on specific search terms, e.g., “rdf+xml” and “npy-image” for the
Media Type or “CC-BY” for the license condition, by applying the Search_FDO_Records
operation (Figure 5.5, steps 4-6) with the respective keywords (s. Listing 5.1). This yields
the PIDs of both example datasets, i.e., those for the FDOs representing the TBBR images
and the OntoMatch dataset (s. Section A.2.1), which can then be further processed.

Listing 5.1: Search_FDO_Records Operation Overview.

Implementation: Management Operation in TPM Adapter
Input provided by DOIP/HTTP Request Parameters:

search terms "rdf+xml", "npy-image" and "CC-BY" in Elasticsearch syntax
OQutput Type: Handle-PID-list

As demonstrated for these examples, other FDOs from different locations that represent
similar data can also be retrieved. At the end of this phase, the client has then yielded a
selection of FDOs that are further analyzed.

Phase II - Metadata Assessment. Clients typically want to investigate the relevance of
the data represented by the retrieved FDOs for their specific research task prior to retriev-
ing the actual bit sequence. Therefore, the client requests additional operations based on
the association assessment using the List_ops operation on a Target FDO (Figure 5.5, steps
7-9) as outlined in Listing 5.2.

Listing 5.2: List_ops Operation Overview.

Implementation technology: Management Operation in TPM Adapter
Input provided by DOIP/HTTP Request: PID of FDO
Output type: Handle-PID- or Service-ID-list

This yields a list of PIDs for Operation FDOs or IDs of service operations that are associated
with the requested FDO. As a first action, the client may get all FDOs related to those
retrieved in Phase I that support the Get_Related_FDOs Management Operation (Figure 5.5,
steps 10-12) based on the specific association requirements as outlined in Listing 5.3. In the
case of the TBBR dataset, this retrieves the related annotation and experimental metadata
FDOs, while the OntoMatch dataset does not have a directly related FDO and is therefore
not applicable to this operation.

Listing 5.3: Get_Related_FDOs Operation Overview.

Implementation technology: Management Operation in TPM Adapter
PITs for association requirement:

hasMetadata (21.T11148/d0773859091aeb451528)

OR isMetadataFor (21.T11148/4fe7cde52629b61e3b82)
Output type: Handle-PID-list

The client could then decide to repeat the procedure of requesting additional opera-
tions using List_ops for those related FDOs it just retrieved, or to apply other opera-
tions to the initially retrieved FDOs. Regardless of that, to get a better understanding
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of their semantic meaning, the client can apply the Get_Related_Terms Operation FDO
(Figure 5.5, steps 13-20) also retrieved in steps 7-9, and inspect the topic used to categorize
the data. This operation is implemented as a Web API and associated with the topic
PIT (21.T11148/b415e16fbe4ca40f2270), present in all FDOs of both datasets, which takes
as value a reference to a concept entry of the UNESCO Thesaurus®. In order to do so,
the client must provide a SPARQL request as specified in the Required Client Input’,
indicating where the value of the execution protocol parameter, i.e., httpBody, that maps
to the topic PIT, has to be inserted, e.g.,:

PREFIX skos: <http://www.w3.0rg/2004/02/skos/core#>
SELECT ?preflLabel
WHERE {

httpBody skos:prefLabel ?preflLabel

The SPARQL request is then mapped along with the value of the topic PIT from the
Target FDO’s information record and the execution protocol parameters (s. Listing 5.4) to
an execution map that is processed by the Executor. Note that each execution protocol
parameter corresponds to the structure in Definition 18.

Listing 5.4: Get_Related_Terms Operation Overview.

Implementation technology: Web API

Required Client Input: parameter_type: httpBody PIT,
description: Provide a SPARQL query using the skos:
http://www.w3.0rg/2004/02/skos/core# prefix and the
value of the parameter_type.

Input provided by DOIP/HTTP Request: SPARQL query

Execution protocol (Web API execution protocol parameters):
http method: ['-G', '../vocabularies-unesco-org/sparql']
http header: ['-H',6 '"Accept: application/sparql-results+json"']
http body: ['--data-urlencode','{21.T711148/b415el16fhe4cad0f2270)",
'‘[true,"[None,' ',None]"]'8]

PIT for association conditions:
topic (21.T11148/b415el16fbedcad0f2270)

Output type: application/rdf+xml,
http://www.w3.0rg/2004/02/skos/core#

The client can then inspect the related concepts of the topic, i.e., "Remote Sensing" and
"Artificial Intelligence" for the TBBR FDOs, and "Ontology" for the OntoMatch dataset
FDO. Likewise, other SPARQL requests for this operation and other operations that process

https://vocabularies.unesco.org

https://vocabularies.unesco.org/sparql

merge_mul_entries condition and the data structure for constructing mapped entries of
21.T11148/b415e16fbedcad0£2270 that are merged using a (prefix, delimiter, suffix) pattern

([None, ’,None]) formatting the request as {mapped PIT content 1) {mapped PIT content 2) ...
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the contents of FDO information records can be applied. At the end of this phase, the
client has evaluated the kernel information of the retrieved FDOs to assess the relevance
of the underlying data resources for the given task.

Phase III - Data Retrieval and Processing. Finally, the client retrieves and processes
the represented bit sequence of those FDOs identified as being of relevance, as assessed
in phase II. In principle, a Management Operation can retrieve the bit sequence directly
via its referencing PIT, as defined by the Get Web Entity through PITs activity in the
FDO-Ops process model. (s. Figure 5.3). However, the operations available through the
FDO-Ops framework may process the bit sequence prior to its retrieval to support the
specific task intended by the user in a machine-actionable way. This may be, for example,
the extraction and conversion of data into the required format or the validation of file
formats. For demonstration, we designed two possible operations that can be applied to
our two example datasets, respectively. In the context of the framework sequence, the
operations were already retrieved in Phase II using the List_ops Management Operation in
steps 7-9.

An operation associated with the drone image data from the TBBR dataset example is the

conversion of the numpy file format to the png image format, i.e., the Convert_Numpy_to_PNG
Operation FDO (s. Figure 5.5, steps 13-20). The actual conversion function is implemented

as a Python script that is published on GitHub (s. Appendix Section A.3.1). The script

accepts multiple file inputs as specified in the association requirements and returns the

converted images.

Likewise, an operation associated with the controlled vocabulary of the OntoMatch dataset
can be applied to validate that the corresponding files are well-formatted SKOS RDF/XML,
i.e., by the Validate_SKOS_RDF Operation FDO. The validation function is also implemented
as a Python script and is published in the same GitHub repository.

For both examples, the steps of getting the input files from an associated Target FDO,
extracting them, retrieving the Python script itself, and applying it to the files are crucial
sub_operations that are modeled at the level of the Operation FDO, thus wrapping the
actual main_operation. The sequence of these sub_operations is then handled by the
Executor such that nested operations are executed first.

Listing 5.5 outlines the Convert_Numpy_to_PNG operation. It follows the same overall
structure as Validate_SKOS_RDF, but differs in execution protocol details, association re-
quirements, and outputs. An overview of the Validate_SKOS_RDF operation is provided in
Appendix Listing A .4.

Similarly, other available operations could be executed on the images or related data (e.g.,
the metadata and annotation files). At the end of this phase, the client has the original
or properly (pre)processed version of the data resources represented by the previously
analyzed FDOs. Depending on the research task, the client can now begin the actual
analysis or data reuse procedure, applying any additional task-specific processing beyond
what the FDO-Ops framework covers.
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Listing 5.5: Convert_Numpy_to_PNG Operation overview.

Implementation technology: Python Script
Execution protocols:
main_operation (Script execution protocol parameters):
installations (1): ['0OS command', 'python3, pip3']
installations (2): ['pip install', 'numpy,pillow']
script method: ['python3',sub_operationl]
script argument: ['--files_dir',sub_operation2]

sub_operation 1 (Web API execution protocol parameters):
method: ['GET','../URL_to_script_file']

sub_operation 2 (Web API execution protocol parameters):
method: ['GET','21.T11148/b8457812905b83046284', 'false']

PIT for association conditions:

digitalObjectType (21.T11148/1c699a5d1b4ad3ba4956)

with value constellations : application/x-npy-image

OR [application/zstd AND application/x-npy-imagel

AND digitalObjectLocation (21.T11148/b8457812905b83046284)

Output type (for Convert Numpy to PNG): image/png

5.5.3. Quantification of Impact by FDO-Ops

We quantify the impact of interoperability across the three operation phases by comparing
an FDO-Ops client to a baseline client that works directly with heterogeneous KOSs
and system-specific interfaces. For FDO-Ops we assume an FDO space reachable via an
FDO-DOIP service over DOIP or DOIP/HTTP.

Definition 20 (Metrics for impact assessment.) Let 1 be the number of distinct interfaces
across data, metadata, operation, and programming services. Denote 6(a) as the number
of synonymous terms used for the kernel metadata attribute a across the ecosystem. Let
B(s) be the number of bytes (volume) transferred for a bit sequence s, and f($) the number
of bytes for a manipulated bit sequence §, with S(s) > B(S). Let Vr denote the set of nodes
(vertices) in a graph database that correspond to all ingested FDOs, and Vy € Vr denote
the set of those vertices that correspond to all ingested Operation FDOs. Denote k as the
upper bound on the time complexity for an algorithm to list all operations associated with
a given digital resource. Let ¢/ denote the upper bound on the time complexity for an
algorithm to list all digital resources associated with a given operation. |

Impacts by phase.

« Phase I — Metadata attribute querying: FDO-Ops enforces unambiguous typing
for each kernel attribute, so a single DOIP query suffices: 8(a) = 1 Va. Non-FDO
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paths introduce divergent terms per standard or system, so 6(a) grows with their
heterogeneity.

Result: normalized syntactic access and discovery for syntactic interoperability.

Phases LII&III — Interfaces: FDO-Ops uses a uniform protocol and service API that
abstract underlying APIs of the corresponding digital resources, so 1 = 1. Non-FDO
paths add interfaces per KOS or repository, so 1 grows with ecosystem diversity.

Result: improved technical interoperability.

Phases II&III — Operation and data listing: Performing the association assess-
ment between an Operation FDO and a Target FDO based on Algorithm 2 has the
time complexity T(C,), which is:

T(C) =0 (Z |c|),

ceC,
since the main loop iterates over all conditions ¢ € C,, and for each condition it
iterates over all of its entries. It is thereby assumed that the number of negation
condition checks n does not grow faster than the total number of entries inspected
in the main loop. This quantity for the association assessment adds to x and .

After initial assessment and ingestion into the Neo4j FDO Graph, this can be ne-
glected, and each retrieval effort using the indexed labels is as follows:

T(|Vr, deg(vf)) = O(log(| Vr |) + degree of edges for targeted node of € V),
T(|Vol, deg(v,)) = O(log(] Vo |) + degree of edges for targeted node v, € V).

In our setup, the assessment will typically be performed at FDO instantiation time,
and the retrieval of these associations can be performed entirely using the graph
database. k then refers to the time complexity T |V, deg(vf)) for the List_Ops
operation, and ¢ likewise to the time complexity T(|Vo|, deg(v,)) of a symmetric
operation, which traverses the same edges in the graph and is requested via the same
DOIP/HTTP interface. In heterogeneous KOSs, k, i refer to algorithms whose time
complexity depends on the number of schema inspections, terminology alignments,
discovery steps (catalogs, portals), and requests to databases.

Result: a fixed and potentially reduced time of listing available operations, lowering
the client’s discovery effort.

Phase III — Volume transfer: FDOs support either full transfer f(s) or reduced
transfer () via standardized Digital Resource Operations (e.g., image conversion),
often yielding order-of-magnitude byte savings, caching options and compute-power
outsourcing for the client. In turn, the FDO-Ops service must temporarily store and
process the full number of bytes. Non-FDO-Ops connected repository data storage
systems typically return only full payloads of digital resources.

Result: higher efficiency for a client when handling different data types.
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5.5.4. Enhancement of Interoperability Levels by FDO-Ops

To evaluate how FDO-Ops enhances different levels of interoperability, we use the four-
layer interoperability model of the EOSC IF along with the first four levels (up to level
3) of the LCIM that can be directly mapped to each other and the three types of the
interoperability trilogy (s. Section 2.3.3). It is then assessed how these layers/levels are met
assuming the FDO-Ops model is implemented and used by clients that want to interact
with different participating systems. We argue that digital resources that are represented
as FDOs become interoperable by the means of the FDO-Ops mechanisms and can be
reused in an automated way. Note that some of the considered interoperability level en-
hancements are supported by the evaluation of the quantification of impact (s. Section 5.5.3).

Technical Interoperability (Level 1 in LCIM): Digital resources located in different stor-
age systems remain unmodified and are represented by uniformly structured, abstract, and
machine-interpretable objects, i.e., FDOs, that are available through an FDO infrastructure.
This infrastructure is the basis for the FDO-Ops framework that clients can use to process
FDOs. Involved systems can communicate with each other using a uniform structure and
communication protocol, i.e., DOIP or DOIP/HTTP. The FDO type system introduces rules
against which can be programmed, enabling specific activities that an FDO can perform. In
this way, FDOs can be processed by the machine-actionable interactions between Target
FDOs, Operation FDOs, FDO services and tools that utilize known execution protocols.
Hence, the represented digital resources are technically interoperable.

Syntactic and Semantic Interoperability (Levels 2 and 3 in LCIM): FDOs provide
a minimum metadata model with core metadata elements of hierarchically structured
PITs, aggregated in a KIP. This modular metadata structure allows extensions without
breaking core interoperability. PITs enforce syntactic rules for metadata key-value pairs
and offer semantic specification via links to other FDOs or web entities such as defini-
tions, ontologies, schemas, and semantic artifact repositories. By utilizing associated
operations, semantic contents of related web entities, e.g., vocabularies, can be processed
and interpreted. Therefore, syntactic interoperability is inherently provided by the FDO
structure and communication pattern, along with semantic interoperability of kernel meta-
data. Semantics of digital resources represented by FDOs are interoperable through the
machine-actionable capabilities of FDO-Ops. An example for this is the use of RDF-based
vocabularies in conjunction with a SPARQL-API we have demonstrated in Section 5.5.2.

Legal Interoperability: A machine-actionable license format is mandatory in each FDO
complying with the RDA Kernel Information Recommendations (s. Section 2.4.3.3), possibly
linked to centralized knowledge sources for verification. KIP and PIT extensions support
granular metadata (e.g., timestamps, license expiration) to manage copyright and version
control. Operation FDOs can enable legal frameworks and access control policies.
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Organizational Interoperability: Organizations share a high-level FDO service infras-
tructure while managing their digital resources independently. FDO services enable the
provision of a clear and standardized PID policy using Handle PIDs and PITs. A consensus
on the core machine-interpretable metadata that is leveraged by operations ensures inter-
operability within the shared FDO space. By using a controlled FDO service infrastructure
as provided for FDO-Ops, organizations can ensure that only authorized entities are per-
mitted to publish, modify, or access digital resources.

Data Interoperability: FDO-Ops fulfills the data interoperability layer insofar as it stan-
dardizes the way heterogeneous (meta)data are wrapped, identified, and typed. Every
resource is exposed as an FDO with a PID and typed metadata, so different systems can
recognize the same structural pattern and evaluate the same declared types. This enables
automated discovery and use of data across systems even when the underlying payloads
differ. What it does not fully provide is portability of the actual domain data formats, i.e.,
FDO-Ops standardizes the descriptive envelope and access, not the internal domain schema.

Service Interoperability: FDO-Ops fulfills the service interoperability layer by providing
a standardized way to describe and invoke services, independent of their concrete API or
runtime. Operations are themselves FDOs that declare which FDOs they act on and how
to bind input parameters from the target’s typed attributes. Because invocation follows a
single pattern, a client that understands FDOs can use services from other parties without
adapting to their individual APIs. This meets the layer’s requirement to use one another’s
services despite disparate service models.

System Interoperability FDO-Ops fulfills the system interoperability layer on the infras-
tructural side by relying on a shared FDO-, Handle-, type infrastructure through which
systems can publish, discover, and retrieve both data and executable software. Any inde-
pendent system that is aware of this technology stack can locate the same objects and the
same executable capabilities. These can be invoked through the agreed interface, which
enables collaborative use of technologies across system boundaries. However, clients must
be familiar with using a provided search engine, such as Elasticsearch. Organizational
arrangements (governance, vocabulary coordination) remain external, so fulfillment is the
strongest in the technical discovery and distribution aspects.

5.6. Discussion

5.6.1. Model and Implementation Design Decisions
Our categorization approach for FDO operations in conjunction with the operation phases

provides a baseline for clients to decide on use case-specific interactions with an FDO
space. Having operation categories helps to differentiate between generic functionalities
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that are necessary for managing an FDO space, and advanced functionalities applied in the
frame of specific tasks. These generic and advanced functionalities are, in turn, performed
in three phases depending on the use case. Therefore, core interactions in an FDO space
can be handled with a minimal set of Management Operations and a uniform protocol
(e.g., DOIP). More specialized operations, including those that work on metadata (Phases I
and II) or on the bit sequence (Phase III), can then be added incrementally. This avoids
the common pitfall of putting all metadata and all potential functions into a single FDO.
Instead, individual FDOs remain small, abstract, persistent descriptions of digital resources,
while operations are attached only where applicable. This is in line with the idea that
machine-actionable data should not require users or clients to know the internal structure
or organizational scheme of a given repository or KOS.

The advanced DTR model is a bundled and implementation-oriented representation of
the FDO type system that was developed in the earlier chapters. It introduces a scheme
for the realization of different typing mechanisms on top of the foundational types that
are used in conventional DTRs, along with detailed modeling for operation signatures.
Whilst already specifying technology dependencies, the operation signature can then be
implemented in various ways. The idea is to keep the implementation level detached from
the typing level within the DTR. Representing implementations of operation signatures
also as (Operation) FDOs is a strong abstraction step and aligns with the holistic view of
the FDO concept to represent digital resources of all types. This leverages the FDO core
model technology-agnosticism and allows wrapping existing web-based functions without
changing them. The cross-walk to and from the corresponding Operation Signature in
the advanced DTR model backs type safety of- and compliance with the involved PITs
and KIPs. Whilst Operation FDOs used in PT and RT require static typechecking with
their operation signatures, AT works independently due to its duck typing traits and
enables introduction of extended association criteria by logical statements. However, to
ensure type safety, modifications in the FDO information records, condition arrays, or
type registry specifications must be reported and typechecking must be performed again.
The choice of using inheritance for the declaration of subtypes is a common approach in
the OOP context but analogously raises concerns with respect to the Liskov Substitution
Principle. An inheriting PIT or KIP must therefore preserve the syntactic constraints
(e.g., allowed value space, cardinality, structure) and semantic constraints (i.e., meaning
and intended interpretation) of its parent in a genuine “is-a” relationship. An operation
signature can then be safely associated via these inheritance chains. However, to remove
remaining caveats, especially around behavioral and semantic compatibility and edge
cases, a more thorough analysis is necessary that goes beyond the scope of this thesis.

The proposed validation algorithm for the conditions array naturally aligns with the
structure of an FDO’s information record that is registered at the Handle Registry. This
provides a mechanism for defining very coarse and generic up to highly granular and
specific association conditions. To shift the cost from repeated algorithm performance
to a write-time enrichment step, the association between an Operation and Target FDO
is modeled as a PID digraph and stored in a Neo4j graph database. Neo4j’s support of
property-level constraints and large-scale node/edge counts for reading [227] shows that
the approach is technically feasible for large FDO spaces, at least under vertical scaling
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assumptions. It can also enforce conflict rules at write time based on native property-
level constraints on nodes and relationships, i.e., uniqueness, existence, type, and keys.
However, what remains open in any case is the behavior in a fully federated, multi-
provider environment where access constraints, security policies, and trust requirements
may differ.

The execution protocol aligns with the conditions array and provides a convenient way
to specify a recursive wrapper for any operation technology resource. These “active”
resources can themselves be the target of other operations. This aligns the model with
DOIP-based services and shows that FDO-Ops can be integrated into existing PID-based
infrastructures without redesigning them. Providing the technical details of the operation
directly on the information record level makes its execution straightforward, persistently
available, and favorable with respect to costs, but requires high precision by the execution
protocol specification and the Executor interpretation. Limitations exist with respect
to large monolithic applications that will not always be reasonably wrappable. The
model works best with modular APIs, scripts, or microservices. This is an acceptable
constraint because it aligns with current trends towards smaller, composable services and
modules. In more advanced use cases where this may not be feasible due to operation
complexity, execution protocols may be purely used to activate the technical details of
external specifications (e.g., Hydra, CWL) for an implemented operation by a supportive
component. However, this comes with additional overhead and capabilities for the mapping
procedure and the Executor.

Regarding the software architecture required for FDO-Ops, the testbed confirms that a
PIT/TPM-like service in conjunction with federated adapters that infer and store associa-
tions between FDOs and their operations is a feasible approach. Co-locating an Executor
with this adapter minimizes client complexity that only issues DOIP requests, while the
server side handles validation, protocol mapping, and execution. This shifts complexity to
the infrastructure, which is appropriate for shared FDO spaces. In production settings,
however, governance and security become central: which Operation FDOs are allowed
to run, under which protocol types, and on which targets? We argue that agreeing on
protocol types is easier than agreeing on all possible KOSs and domain technologies. This
identifies a concrete standardization requirement of protocol-type specifications for FDO
execution.

5.6.2. Evaluation and Results Findings

The prototype of the advanced DTR model demonstrates new perspectives for development
of next-generation DTRs that implement an FDO type system as part of an FDO infras-
tructure. In future setups, a deployed next-gen DTR service may provide the traceable
specifications for subtyping and operation signatures that can be mapped to Operation
FDOs, which are either created by the same DTR service, or a conventional DTR. This
yields an FDO space where well-typed FDOs and associated operation signatures can be
validated by the type system provided, whilst an FDO Graph serves as the bridge between
this type system and the FDO-Ops framework.

105



5. The FDO-Ops Framework for Machine-Actionable FAIR Digital Objects

The performed use cases with example data and operations point out that the model is
domain-agnostic, but also that the actual richness of the environment depends on the
community, i.e., only data and operations that communities model and publish as Target
and Operation FDOs will be available. At the current maturity level, this yields good
support for generic tasks such as selection, aggregation, basic validation, and format-related
checks. More advanced, domain-specific processing will only emerge when communities
provide the corresponding digital resources and proper execution protocols. This clearly
separates what the model enables (uniform discovery, validation, invocation) from what
the ecosystem must supply (high-value, domain-specific operations). Perspectively, the
model could serve as an execution substrate for more intelligent services, but these are
not inherent to FDO-Ops and require further work. This could be, for example, operation
orchestration, workflow chaining, or Al-based recommendation of suitable operation
sequences by Large Language Models as initially shown in [228].

Integration of KOS and related procedures, like cross-walks or schema dereferencing, into
FDO-Ops is a central aspect. Their technical details for handling their interoperability
mechanisms are abstracted from the user/client through a uniform protocol, making them
truly reusable. We therefore argue that a machine-actionable environment according
to FDO-Ops decreases the hurdles of leveraging KOSs, because they ease application of
required procedures and assembling of individual data units when required. However,
semantic issues inherent to KOSs (e.g., information loss in crosswalks or ambiguous
mappings) cannot be resolved by FDO-Ops, since FDOs can only operate on what is already
present in the digital resources they represent. This is a realistic boundary condition.

The FDO-Ops model mainly enhances technical and syntactic interoperability, whilst
legal and organizational interoperability depend on domain communities. The technical-
centric benefits are also underlined when considering the data-, service- and system
interoperability layers, where standardization alone removes many barriers. Semantic
interoperability is only available if semantic descriptions are linked to kernel attribute
types or if semantic resources are themselves represented as FDOs, equipped with suitable
operations, and related to other FDOs. This leads to the reasonable conclusion that
interoperability and machine-actionability are mutually reinforcing rather than strictly
hierarchical. Defining levels of machine-actionability, analogous to interoperability levels,
is a logical next step and would help quantify progress in FDO-based infrastructures.
From our perspective and in line with the LCIM, semantic interoperability is a necessary
enabler for more advanced, possibly intelligent, machine-driven decision making that
requires technical and syntactic interoperability. FDO-Ops is intended to ensure precisely
those preceding interoperability levels and should therefore be understood primarily as a
carrier-technology: it opens the way for automation and cross-system usage, but it still
depends on domain communities to provide the semantic, legal and organizational layers
needed to reach full interoperability.
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6.1. Summary

The dissertation addressed the need for a systematic, machine-actionable approach of
information processing that shifts data reuse preparation work from users to digital
clients.

The idea of approaching this by coordinating behavior through explicit and enforceable
typing was already grounded in the concept of Digital Objects and clearly connects to
the paradigm of OOP. Our proposed FDO core data model introduced in Chapter 3 builds
on these concepts to position FDOs in the larger context of FAIR data spaces and assigns
them the unambiguous role of machine-actionable entities as part of a meta-level. The
resulting paradigm is simple, yet effective: leave the individual FAIRification approaches
to the communities and make their characteristics uniformly available by an abstract
representation (the FDO) of the FAIRified digital resources. As we have shown in a FAIR
criteria assessment, proof of concept, and comparison to other FDO developments, the
model indeed realizes strong agnosticism towards the technologies and schemes of the
corresponding digital resources. As a result, FAIRification efforts can ultimately converge
at the level of typed, connected, and interoperable object representations rather than at
the level of repository-specific interfaces and the organization of evolving communities.

For the provision of operations through an FDO type system, the mechanisms that are
also used in OOP type systems can be applied on top of PID Information Types as we
deduced in Section 4.4.1, i.e., for Record-, Profile-, and Attribute Typing. We proved that
the FDO Type can be defined by a rule-based typing scheme on the basis of subtyping and
polymorphism, enabling a systematic and interoperable scheme for associating operations
to FDOs. As in OOP, type systems are mainly meant to ensure that objects are reliably
assigned the right operations, but in the FDO context, they also need to account for perfor-
mance, especially in large-scale FDO spaces. We have shown how to get from abstract type
system mechanisms to quantifiable association models using the FDO core data model
specification for Entity-Relationship (ER) and graph representations. Quantitative and
qualitative indicators as we assessed them are a solid foundation for balancing different
costs like graph storage, graph traversal, extent of required client information, and FDO
component reuse options, also concerning the capabilities of different infrastructure matu-
rity levels. We find that existing base service infrastructure services, in particular Data
Type Registries (DTRs), already provide a foundation for our proposed FDO typing mecha-
nisms and corresponding operation management, but still lack required functionalities for
yielding a machine-actionable setup.
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This was the motivation for the FDO-Ops model and framework that we introduced
in Chapter 5, along with an advanced DTR model that realizes our typing scheme in
line with our FDO core data model. The DTR model is a blueprint for how associating
operations to FDOs based on different typing mechanisms can be enforced based on typed
FDO components. Compliant to this, FDO-Ops introduces a specific implementation
approach with a focus on Attribute Typing (AT) and categorization of operations for
better coordination of object behavior. Following the idea of Duck Typing, AT is the most
practical typing mechanism, as it dynamically checks type compliance and can therefore
be also enforced outside of DTR systems. Nevertheless, the corresponding operation
signatures are subject to DTR specification and are mapped to a concrete implementation
represented by Operation FDOs, which realizes a holistic approach. Another important
aspect we realized is the pre-computation and storage of AT-checked relationships in an
FDO graph to shift costs from repeated dynamic typechecking to graph storage requests.
The resulting possibility of interacting with an FDO space through identifier schemes on
behalf of the Digital Object Interface Protocol (i.e., DOIP/HTTP) is the ultimate brick for
an interoperable system. The conjunction with Knowledge Organization Systems and
technologies used for FAIRification is evident: FDOs are a generic carrier technology
that leverages existing technologies and schemes, which is in line with what we defined
in the FDO core data model. FDO-Ops is a realization for that paradigm that outlines
how machines can make structured incremental decisions (e.g., filtering, validating, and
converting) without requiring users to fully comprehend repository- and domain-specific
tooling. Representing operations and execution details as identifiable first-class objects
reduces the effort to invoke the “right” function on the “right” object in a heterogeneous
environment.

The richness of a resulting FDO space finally depends on communities publishing (Opera-
tion) FDOs, maintaining them, and specifying reliable execution protocols. More advanced
data processing capabilities require sustained community efforts that go beyond the scope
of this dissertation. Hence, our FDO-Ops testbed examples demonstrate technical and
domain-independent feasibility under controlled assumptions, but open questions remain
(e.g., security and performance aspects) for transferability to fully federated, large-scale,
and multi-community environments.

6.2. Future Work

The degree of rigor introduced throughout this work makes precise assumptions on the
technical and syntactic traits of FDOs and the required infrastructure, which is in line
with earlier efforts that have been elaborated by works on Digital Objects. Future works
should focus on model semantics for a modular design, i.e., how it can be ensured that
individual digital resources are represented as FDOs and linked to related resources (also
FDOs), enabling their joint use through appropriate operations. This also relates to the
capabilities of FDO type systems, for which our formalization provides a foundation. Future
works should address further aspects of type theory applied in the FDO context such as
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other forms of polymorphism beyond subtyping, or rules for safe type substitutability
when using inheritance. In the future, even more thorough type-checking and validation
toolchains could then emerge.

We supported our claims by proof of concept implementations with two data sets of distinct
research domains throughout the work, but more sophisticated evaluation methods and
broader implementation examples would add robustness in future setups. For example,
scalability studies for big data cases, considering benchmarks and error rates that cover
heterogeneous repositories, multiple domains, and diverse operation technologies. Other
usability studies could introduce refined metrics to quantify machine-actionability and its
relationship to interoperability levels.

Since many practical tasks require chaining multiple operations, future work on top of
FDO-Ops should explore composition semantics for Operation FDOs with respect to
typed inputs/outputs, or preconditions/postconditions. Also relevant are orchestration
mechanisms or recommendation approaches for operation sequences (including heuristic
or learning-based methods) while preserving type safety and the challenge of leverag-
ing semantics in general by integrating Knowledge Organization Systems. One aspect
thereby is to define feasible conventions for representing common technologies that make
use of Semantic Web methods (e.g., REST/HTTP, SPARQL endpoints, workflow runners)
as execution protocol types. Certainly, latest advancements in Large Language Model
breakthroughs enable new possibilities for speeding up semantic interpretation and or-
chestration tasks, but are still prone to reproducibility and reliability issues. With respect
to security, future works should also engage in defining and assessing policy-bounded
executions (e.g., authorization, Access Control Lists for Operation FDOs and protocol

types).

Overall, whilst the dissertation suggests and demonstrates a way of how FDOs work for
different domains, an ecosystem must supply the infrastructure and curated resources
that make them usable in practice. This would support machine-actionable data not only
for more efficient, but also for reliable research. In an era where Artificial Intelligence
both consumes and produces ever-larger data volumes, FDOs could provide the rule-based,
persistent, and manageable foundation needed to keep trustworthy curated data reusable
in the long term.
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A. Appendix

A.1. Background Chapter Appendix

Table A.1.: Overview of FAIR principles criteria as outlined in [1].

The FAIR Guiding Principles

To be Findable:

To be Accessible:

To be Interopera-
ble:

To be Reusable:

F1. (meta)data are assigned a globally unique and persistent identifier
F2. data are described with rich metadata (defined by R1 below)

F3. metadata clearly and explicitly include the identifier of the data it
describes

F4. (meta)data are registered or indexed in a searchable resource

Al. (meta)data are retrievable by their identifier using a standardized
communications protocol

A1.1 the protocol is open, free, and universally implementable

A1.2 the protocol allows for an authentication and authorization proce-
dure, where necessary

A2. metadata are accessible, even when the data are no longer available

I1. (meta)data use a formal, accessible, shared, and broadly applicable
language for knowledge representation

I2. (meta)data use vocabularies that follow FAIR principles

I3. (meta)data include qualified references to other (meta)data

R1. meta(data) are richly described with a plurality of accurate and rele-
vant attributes

R1.1. (meta)data are released with a clear and accessible data usage li-
cense

R1.2. (meta)data are associated with detailed provenance

R1.3. (meta)data meet domain-relevant community standards
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A. Appendix

Table A.2.: Overview of (modified) FATR4RS Principles criteria as outlines in [57].

The FAIR4RS Principles

To be Findable:

To be Interopera-

ble:

F1.1 Components of the software representing levels of granularity are
assigned distinct identifiers.
F1.2 Different versions of the software are assigned distinct identifiers.

I1. Software reads, writes and exchanges data in a way that meets
domain-relevant community standards.
12. Software includes qualified references to other objects.

Table A.3.: Overview of updated FAIR principles criteria as outlines in [56]

The Updated FAIR Guiding Principles after Vogt et al.

To be Accessible:

To be Interoperable:

To be Reusable:

A1.3 the protocol is compliant with existing data protection regulations
(e.g., General Data Protection Regulation, GDPR)

I12.1 vocabularies used in (meta)data ideally include multilingual labels
and specify all relevant synonyms for their terms

I12.2 terms with the same intensional meaning and/or the same ex-
tension are ideally mapped across all relevant vocabularies through
intensional or extensional entity mappings

12.3 terms provide human-readable specifications of their intensional
meaning and, where applicable, human-readable recognition criteria
for correctly applying them

I4 (meta)data schemata are used that support propositional interoper-
ability

4.1 ideally, the same (meta)data schema is used for the same type of
statement or collection of statement types, and the schema is refer-
enced with its identifier in the statement’s metadata

I14.2 ideally, (meta)data schemata for the same type of statement are
aligned and mapped across all relevant schemata (i.e., schema cross-
walks)

I4.3 (meta)data use a formalism to clearly distinguish between lexical,
assertonal, contingent, prototypical, and universal statements

4.4 (meta)data specify the logical framework that has been used for
their modeling (e.g., Description Logics using OWL or First Order
Logic using Common Logic Interchange Framework)

R1.4 metadata indicate the certainty level of the truthfulness of the
semantic content of their corresponding data
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A.2. Chapter 3 Appendix

A.2. Chapter 3 Appendix

A.2.1. FDO Graph for Example Data

Association of nodes in FDO Graph with corresponding Handle PIDs, resolvable via
https://hdl.handle.net/:

f1 =21.11152/6€a60288-d895-414e-80c0-26c9fdd662b2
f2 =21.11152/58d43ddc-5e29-4980-8675-ae579b50ale2
f3=21.11152/6858a0b5-cc60-40e9-afef-8c2dd8b35e8e
fa=21.11152/e670f510-7€00-4d3a-9b90-3bac7a7c069e
fs =21.11152/3ab9f444-05f6-445e-a691-62fae4021bea
fo =21.11152/365fd8cf-8e86-41b8-9d0e-b816fdd01d29
f7 =21.11152/041a6111-644a-4617-afb3-3c421a88e8e3
fs =21.11152/f48bf4e7-3879-4216-864-452060b8658
fo =21.11152/7b58b3b5-75eb-4417-ac4d-abe025e159f6
fio =21.11152/ba370aa3-6422-428c-9ff7-c2ef429df603
fi1 =21.11152/09cb76fc-b8cb-4116-a22a-68c5bdfa77bo
fiz =21.11152/24a55398-b96b-43dd-b0fb-cd8ce302c7ce
fi3 =21.11152/721234ac-4b5a-4d02-9944-82a08ef2db35
fia =21.11152/ebaeb5bc-0514-47c9-bcd2-98f0253843d8
fis =21.11152/9854677c-77c5-4a0b-916b-57dd9ec20198
fie =21.11152/cfd0fcOe-f5ea-464e-a57f-28e882924860
fi7 =21.11152/976Fcf28-f924-4a21-b53d-5d054ad8198d
fis =21.11152/37833c54-1d36-42e4-858d-831447122863
flo =21.11152/a3f19b32-4550-40bb-9f69-b8ffd4f6d0ea

FDO Graph with all PID triples in 7:

F={fufo b fu 5. for fo foo fou fro, fins fizs i3 fras s fros fir, fush

K ={a,b | a = hasMetadataPIT, b = isMetadataForPIT},

T ={(h.b. f5). (f.b.f). (fi.b. ). (fi.b.fo). (fi.b.fo).

(fab. o). (b ). (Foubofo), (o b f5), (foub o), (foub. ). (fou . f5) (fro. By fin),
(fio: b. fi2). (fio. b, fis). (fio.b. fia). (fio.b. fis). (o b. fis). (fuo:b. fir). s (fio. b, fis).
(finb. f3), (fis b f5), (fia b fo). (fisb. f3) (fie: b fo), (fii b, fo)

(fraf). (Fafi) (Faf), (fuah). (fuafio) (fuaf). (fah). (fafis),
(oaf). (faf), (foafi. (foaf) (fuah) (Frafis) (Ffrafo), (fafo),
(fsoa. fis): (fooa. o). (fir. @ fro): (fiz. @ fio). (fis.a fio). (fiar . fio), (fis. @ fo),
(fis-a. o), (fir.a fio). (fis. @ fio)}
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https://hdl.handle.net/21.11152/3ab9f444-05f6-445e-a691-62fae4021bea
https://hdl.handle.net/21.11152/365fd8cf-8e86-41b8-9d0e-b816fdd01d29
https://hdl.handle.net/21.11152/041a6111-644a-4617-afb3-3c421a88e8e3
https://hdl.handle.net/21.11152/f48bf4e7-3879-4216-8f64-45a060b8f658
https://hdl.handle.net/21.11152/7b58b3b5-75eb-4417-ac4d-abe025e159f6
https://hdl.handle.net/21.11152/ba370aa3-6422-428c-9ff7-c2ef429df603
https://hdl.handle.net/21.11152/09cb76fc-b8cb-4116-a22a-68c5bdfa77b0
https://hdl.handle.net/21.11152/24a55398-b96b-43dd-b0fb-cd8ce302c7ce
https://hdl.handle.net/21.11152/721234ac-4b5a-4d02-9944-82a08ef2db35
https://hdl.handle.net/21.11152/ebaeb5bc-0514-47c9-bcd2-98f0253843d8
https://hdl.handle.net/21.11152/9854677c-77c5-4a0b-916b-57dd9ec20198
https://hdl.handle.net/21.11152/cfd0fc0e-f5ea-464e-a57f-28e882924860
https://hdl.handle.net/21.11152/976fcf28-f924-4a21-b53d-5d054ad8198d
https://hdl.handle.net/21.11152/37833c54-1d36-42e4-858d-831447122863
https://hdl.handle.net/21.11152/a3f19b32-4550-40bb-9f69-b8ffd4f6d0ea?noredirect

A.
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A.

2.2. Original Handle Record of Example Data FDO

Handle.Net®
Handle Values for: 21.1 '60-40e9-afef-
Index Type Timestamp Data
1 21.T11148/076759916209¢5d62bd5 2022-08-25 09:43:43Z 21.T11148/b9b76{887845¢32d29f7
2 21.T11148/397d831aa3a9d18eb52¢ 2022-08-25 09:43:43Z 2022-08-19T00:00:00+00:00
3 21.T11148/82¢2503¢49209e987740 2022-08-25 09:43:43Z { "mdSsum": "716acce83a51ad2fc958ab3ce0026f71" }
4 21.T11148/aafd5fb4c7222e2d950a 2022-08-25 09:43:43Z 2022-05-30T00:00:00+00:00
5 21.T11148/h8457812905b83046284 2022-08-25 09:43:43Z " 17768/files/Flugl 100 tar.zst
6 21.T11148/c692273deb2772da307f 2022-08-25 09:43:43Z 1.0.0
7 21.T11148/1¢699a5d1b4ad3bad956 2022-08-25 09:43:43Z 21.11152/1faf85ec-c661-4c0d-a47c-8b07c9e3835¢
8 21.T11148/2f314c8fe5fb6a0063a8 2022-08-25 09:43:43Z i 0/
9 21.T11148/d0773859091aebd51528 2022-08-25 09:43:43Z 21.11152/6ea60288-d895-414e-80c0-26¢9fdd662b2
10 21.T11148/d0773859091aebd51528 2022-08-25 09:43:43Z 21.11152/09cb76fc-b8cb-4116-a22a-68c5bdfa77b0
11 21.T11148/d0773859091aebd51528 2022-08-25 09:43:43Z 21.11152/7b58b3b5-75eb-4417-ac4d-abe025e 159f6
12 21.T11148/b415e16fbedcad0f2270 2022-08-25 09:43:43Z http:// ies.unesco. 1557
13 21.T11148/1a73af972e00182733b 2022-08-25 09:43:43Z hitps://orcid.org/0000-0002-9082-9095
14 21.T11148/1a73af9¢72e00182733b 2022-08-25 09:43:43Z hitps://orcid.org/0000-0002-8517-2359
15 21.T11148/1a73af9e72e00182733b 2022-08-25 09:43:43Z https://orcid.org/0000-0002-9822-244X
16  21.T11148/1a73af9e72e00182733b 2022-08-25 09:43:43Z https://orcid.org/0000-0002-2233-1041
17 21.T11148/1a73af9e72e00182733b 2022-08-25 09:43:43Z https://orcid.org/0000-0001-9930-5354
18  21.T11148/1a73af9¢72e00182733b 2022-08-25 09:43:43Z https://orcid.org/0000-0002-8059-4149
100 HS_ADMIN 2022-08-25 09:43:43Z 2:1’::1‘]::2(1]1 1152/USERO1; index=300; [create hdl delete hdl create derived prefix delete derived prefix read val,modify val del val,add val,modify admin,del admin,add

Figure A.1.: The original Handle Record of FDO f; in Section 3.4.2.2.

A.2.3. Original Handle Records Used in the Comparative Analysis

Handle.Net®

Handle Values for: 21.T11998/0000-001A-3905-1

Index Type Timestamp Data
1 URL 2021-04-14 14:02:37Z https://linkedsystems.uk/system/instance/TOOL0022 2490/current/
2 21.T11148/8eb858ee0bl12e8ed63a5 2021-04-15 16:41:02Z {"identifierValue":"http://hdl.handle.net/21.T11998/0000-001A-3905-1","identifierType":"Handle"}
3 21.T11148/9a15a4735d4bda329d80 2021-04-14 14:02:37Z https://li .uk/system/i [TOOL0022 2490/current/
4 21.T11148/709a23220f2c3d64d1el 2021-04-14 14:02:37Z Sea-Bird SBE 37-IM MicroCAT C-T Sensor
"owner": {"ownerName":"National Oceanography Centre","ownerContact":"louise.darroch@bod "
s 21.T11148/deaecdbc0f1 di68ab2a7  2021-04-14 14:11:282 [(("owncrlder{uiﬁcr\’aluc":“hnp://vocab.ncrc.ac[.;uk}’co)]'lcction/B75/cuncnt/0RGOOOO9/',"owncr[dcmiﬁchypc":”URL"}))]
[{"manufacturer":{"manufacturerName":"Sea-Bird Scientific"," Identifier":
6 21.T11148/1f3e82ddf0697a497432 2021-04-14 14:05:56Z {" ifierValue": "http://vocab.nerc.ac llection/L35/current/ MAN0O13/","manufacturerldentifierType":"U
RL"}}}]
[{"modelName":"Sea-Bird SBE 37 MicroCat IM-CT with optional pressure (submersible) CTD sensor
7 21.T11148/c1a0ec5ad347427f25d6 2021-04-14 14:02:37Z series","modelldentifier":
{"modelIdentifierValue":"http://vocab.nerc.ac.uk/collection/L22/current/ TOOL0022/","modelIdentifierType":"URL"} }]
LTINS 148 20210414 1402377 PR S condchty nd enpesre sorde i oo presarsserdesed e deploymen on oo
9 21.T11148/f76ad9d0324302fc47dd 2021-04-14 14:02:37Z ["http://vocab.nerc.ac.uk/collection/LO5/current/134/" " http://vocab.nerc.ac.uk/collection/LOS/current/350/"]
" A d":"http://vocab.nerc.ac.uk/collection/P01/current/ CNDCPRO1/"}},
" d":"http://vocab.nerc.ac lection/PO1/current/PSALPRO1/"} },
10 21.T11148/72928h84e060d491eed1 2021-04-14 14:05:56Z E ’":"httg:llvnl‘ﬂh Hore a6 uk, " ’POl/cuncntfl'EMPPRol/")))),
" :"http://vocab.nerc.ac ion/PO1/current/PREXMCAT/"}}]
11 21.T11148/22¢62082a4d2d92e2602 2021-04-14 14:05:56Z [{"date":{"dateValue":"1999-11-01","dateType":"Commissioned"} }]
12 21.T11148/eb3c713572f681e6cdc3 2021-04-14 14:05:56Z [{"alter 1 ifier":{ "alter ifierValue":"2490","alter ifierType":"serialNumber"} }]
[{"relatedIdentifier":
13 21.T11148/178fb558abc755¢ca7046 2021-04-14 14:05:56Z {"relatedIdentifierValue":"https://www.bodc.ac.uk/data/d /nodb/pdf/37imbrochurejul08.pdf","relatedId Type":
"URL","relationType":"IsDescribedBy "}}]
14 0.TYPE/0.PROFILE 2023-03-09 11:34:47Z hdl:21.T11148/17ce618137¢697852¢a6
100 HS ADMIN 2021-04-14 14:02:37Z handle=21.T11998/USER22; index=300; [create hdl,delete hdl read val,modify val.del val,add val.modify admin,del
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admin,add admin]

Figure A.2.: The original PIDINST Handle Record.
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Handle.Net®

Handle Values for: 21.11113/0000-000B-CA4C-D

Index Type

1 CREATOR

2 ADM_MD

3 FILESIZE

4 RESPONSIBLE
5 CHECKSUM
6 BAG

7 PUBDATE

8 PROV_MD

9 URL

10 DATA

11  LANDING
12 SOURCE

13 INDEX

14 METADATA
15 TECH_MD
16 DOI

17 INST

18  PUBLISHED
100 HS ADMIN

Timestamp

2017-12-07 20:59:10Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:19Z
2017-12-07 20:59:40Z
2017-12-07 20:59:10Z

Data

PID Service pid-webapp-4.22.0.201711102014

https://repository.de dariah.eu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/adm
4802

BeataMache@dariah.cu

md5:d53305¢fd84972afec2393bc9328c8bS5
https://cdstar.de.dariah.cu/public/EAEAQ-E069-7925-F28 A-0

2017-12-07 21:59:18 +0100

https://repository.de dariah.eu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/prov
https://repository.de dariah.eu/1.0/dhcrud/21.11113/0000-000B-CA4C-D
https://repository.de dariah.cu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/data
https://repository.de dariah.cu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/landing
.dariah.cu/dariah/EAEAQ-FA65-59AB-6BD6-0
https://repository.de dariah.eu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/index
https://repository.de dariah.eu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/metadata
https://repository.de.dariah.eu/1.0/dhcrud/21.11113/0000-000B-CA4C-D/tech
http://dx doi.org/10.20375/0000-000B-CA4C-D

2000

true

handle=21.11113/USER02; index=1; [create hdldelete hdl read val, modify val,del val,add val,modify admin,del admin,add admin]

Figure A.3.: The original DARIAH Handle Record.

Handle.Net®
Handle Values for: 10.3535/G0G-G7D-N5]J
Index Type

O %N U AW N

Ssgaesesz

203

A.3.

fdoProfile
fdoRecordLicenseld

fdoRecordLicenseName

digitalObjectType
digitalObjectName
pid

pidIssuer
pidIssuerName
pidRecordIssueDate

pidRecordIssueNumber

pidStatus
issuedForAgent

issuedForAgentName

referentName
specimenHost
specimenHostName

otherSpecimenIds

topicOrigin
topicDomain
topicDiscipline
topicCategory
livingOrPreserved

materialSampleType

markedAsType
catalogNumber

HS ADMIN

10320/loc

Timestamp

Data

2024-12-03 16:54:23Z https://doi.org/21.T11148/d8de08 19¢ 144e4096645

2024-12-03 16:54:23Z CCO 1.0 Universal

2024-12-03 16:54:23Z https://doi.org/21.T11148/d8de0819¢ 1444096645
2024-12-03 16:54:23Z DigitalSpecimen
2024-12-03 16:54:23Z https://doi.org/10.3535/G0G-GTD-N5J

2024-12-03 16:54:23Z https://ror.

04wxnsj8 1

2024-12-03 16:54:23Z DataCite
2024-12-03 16:54:23Z 2024-12-03T16:54:23.000Z

2025-07-02 11:38:14Z 2

2025-07-02 11:38:14Z ACTIVE
2024-12-03 16:54:23Z https://ror.org/04wxnsj81

2024-12-03 16:54:23Z Distributed System of Scientific Collections

2025-07-02 11:38:14Z Chrysilla lauta Thorell, 1887

2025-07-02 11:38:14Z https://ror.org/02aswte26

2025-07-02 11:38:14Z Manchester University
normalisedPrimarySpecimenObjectld 2025-07-02 11:38:14Z CM 15726:MANUAL_SOURCE_SYSTEM

[{"identifierValue":"CM 15726","identifierType": "physical specimen identifier","resolvable":false} { "identifierValue":"CM

2025-07-02 11:38:14Z 15726","identifierType":"Locally unique identifier","resolvable":false} { "identifierValue":"MMUE

G7572.5441" "identifierType":"Locally unique identifier","resolvable":false}]

2025-07-02 11:38:14Z Natural
2025-07-02 11:38:14Z Life
2025-07-02 11:38:14Z Zoology
2025-07-02 11:38:14Z
2025-07-02 11:38:14Z Preserved

2025-07-02 11:38:14Z

2025-07-02 11:38:14Z false
2025-07-02 11:38:14Z

2024-12-03 16:54:23Z

2025-07-02 11:38:14Z <location href="https:

handle=0.NA/10.3535; index=200; [create hdl .delete hdl read val, modify val .del val,add val,modify admin,del admin,add

admin]

<locations><location href="https://disscover.dissco.eu/ds/10.3535/GOG-G7D-N5J" id="0" view="HTML" weight="1"/>
pi.dissco. igital i v1/10.3535/GOG-G7D-N5J" id="1" view="JSON" weight="0"/>

</locations>

Figure A.4.: The original DES Handle Record.

Chapter 5 Appendix

A.3.1. Testbed Code and Records Availability

The entire repository with the FDO-Ops testbed implementation, the example FDO infor-
mation records, and a ready-to-use Jupyter Notebook to test the framework according to
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our described examples is available on: https://github.com/kit-data-manager/DOIP-C
lient-and-TPM-Adapter-Service-for-FDOs.

A.3.2. Algorithm Examples

Listing A.1 provides a minimal generic example for Algorithm 2.

Listing A.1: Mapping of condition object C, to record set Ry.

Co={
"conditionl": [["recordPIT1", "valuel"], "recordPIT2"],
"condition2": [["recordPIT1l", "value2"], "recordPIT2"]

}
Rf={
"recordPIT1": ["valuel"],
"recordPIT2": ["value3"]
}

ReturnValue = true

Listing A.2 provides a minimal generic example for Algorithm 3.

Listing A.2: Mapping of execution-protocol e, and FDO record Ry, to an execution map M.

e = {
"execution_protocol_type": [
["protocol_parameter_PIT1", "[keyl, {
[sub_protocol_parameter_PIT1l, [key2, target_record_PIT1,
[true, {prefix:'[', delimiter:',', suffix:']'}]
11
L
["protocol_parameter_PIT2", "[key3, target_record_PIT2, false]"],
["protocol_parameter_PIT3", "[key4, value3]"]
]

}
th={
"record_PIT1": ["valuel", "value2"],
"record_PIT2": ["value4", "value5"],
}
client_input = {
"protocol_parameter_PIT3": "value3 additionalInput"
}
M= {

"request_index1": {
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"execution_protocol_type": [
["protocol_parameter_PIT1", "[keyl: {
request_indexl: {
sub_execution_protocol_type: {
[sub_protocol_parameter_PIT1l, [key2: [valuel, value2]lll],
}
}
e,
["protocol_parameter_PIT2", "[key3: value4]"],
["protocol_parameter_PIT3", "[key4: value3 additionalInput]"]
]
b
"request_index2": {
"execution_protocol_type": [
["protocol_parameter_PIT1", "[keyl: {
request_indexl: {
sub_execution_protocol_type: {
[sub_protocol_parameter_PIT1l, [key2: [valuel, value2]lll],
}
}
L
["protocol_parameter_PIT2", "[key3: value5]"],
["protocol_parameter_PIT3", "[key4: value3 additionalInput]"]
]
}
}

A.3.3. DOIP/HTTP Requests

A DOIP/HTTP-based Management Operation using the convention prefix 0.DOIP for
operations and status codes (e.g., 0.DOIP/Op.GET_FDO) on an FDO (e.g., exemplaryPrefix/123)
is:

GET /doip?operationId=0.DOIP/Op.GET_FDO
&targetId=exemplaryPrefix/123
Content-Type: application/json;charset=utf-8

and likewise, for any Information Record- or Data Resource Operation represented as
Operation FDO (e.g., exemplaryPrefix/456):

GET /doip?operationId=exemplaryPrefix/456
&targetId=exemplaryPrefix/123
Content-Type: application/json;charset=utf-8

In case additional parameters must be forwarded, the HTTP POST request is used along
with the payload:
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POST /doip?operationId=exemplaryPrefix/456
&targetId=exemplaryPrefix/123&attributes. full=true
Content-Type: application/json;charset=utf-8

{"exampleParameter": "exampleValue"}

A.3.4. Conflict Rulesin the FDO-Graph

We define conflict rules through a combination of native Neo4j constraints and the sys-
tematic use of the MERGE operation. We also enforce application-specific contradictions at
write time using APOC (Awesome Procedures on Cypher) library triggers. This centralizes
rule logic on the server, ensures client-agnostic enforcement, and removes duplication in
the application layer. The rules are in particular:

« Node Key Constraint: Each label, (e.g., FDO), requires a unique and non-null prop-
erty pid. This prevents duplicate identifiers.

« Type Constraint: The property pid must always be of type STRING.

« MERGE Semantics: Relationships are created using MERGE, which guarantees idem-
potent creation. If the relationship already exists, no duplicate is added.

« Contradiction rule: Forbid same-direction pairs: if HAS_METADATA(a,b) exists,
IS_METADATA_FOR(a,b) is invalid and vice versa. Likewise,
if HAS_OPERATION(x,y) exists, IS_OPERATION_FOR(x,y) is invalid and vice versa.

The following lists the corresponding Cypher graph query language and rules syntax:
« Node Key Constraint Example:

CREATE CONSTRAINT fdo_pid_key
FOR (n:FDO) REQUIRE n.pid IS NODE KEY;

« Type Constraint Example:

CREATE CONSTRAINT fdo_pid_type
FOR (n:FDO) REQUIRE n.pid IS :: STRING;

« MERGE Semantics Example:
CREATE (a:FDO {pid:'A'})
CREATE (b:Operation_FDO {pid:'B'});

// relationship (idempotent) with no duplicate created
MERGE (a)-[:HAS_OPERATION]->(b);
MERGE (a)-[:HAS_OPERATION]->(b);
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« APOC triggers for contradiction rule:

/* Forbid both HAS_METADATA and IS_METADATA_FOR between
same pair x/
CALL apoc.trigger.add('no_conflicting_metadata_edges', "
MATCH (a:orig_FDO)-[:HAS_METADATA]->(b:orig_FDO)
MATCH (a)-[:IS_METADATA_FOR]->(b)
WITH count(x) AS c
CALL apoc.util.validate(c>0, 'HAS_METADATA and
IS_METADATA_FOR cannot coexist',[])
YIELD value RETURN value
", {phase:'before'});

A.3.5. IDORIS’ Neo4j Graph

Figures A.5 and A.6 depict IDORI’s Neo4j graph db with nodes and edges for the entire
HMC KIP with attributes, an exemplary inheriting KIP "Schema-based MD KIP", and the
example operation signature for "Get Related Terms".
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ObjectString

digitalObjectLo...

Schema -based
MD KIP

hasMetadata

isMetadataFor

dateModified

Kernellnformati...

HMC KIP '

underEmbargo...

Figure A.5.: Original Neo4j graph in IDORIS, with edge annotations and node color code conforming to the
advanced DTR UML model (s. Section 5.3.2). KIP and Attribute related parts are zoomed.
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application/
rdf+xml

response

EXeg,
Ut
so"e'atfo,,

ind
'\r\‘i"““\a‘]p

|~ input

Web API

httpBody

httpHeader

httpMethod

Figure A.6.: Original Neo4j graph in IDORIS, with edge annotations and node color code conforming to the
advanced DTR UML model (s. Section 5.3.2). Operation signature related parts are zoomed.
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A.3.6. Cross-walk Example for Get Related Terms Operation

O :={o}, 0 = GetRelatedTerms Operation,
S :={s}, s = MainOperationStep,
T :={t}, t = WebAPI.

A= {atopio GhttpBody> @httpMethods @httpHeaders Aresponses Ardf+xmls Askos b

Aropic = topic, anttpBody = HTTP Body, httpMethod = HTTP method,

nttpHeader = httpHeader, Aresponse — F€SPONSE, Ardf+xml = application/rdf+xml,
Asios = SKOS file.

M := {mtopic—>bodys MconstMethods MconstAccepts Mresponse—rdf+xmls mresponse—>skos},
Miopic—body = from topic — httpBody mapping,

MeonstMethod = constant HTTP GET method mapping,

MeonstAccept — constant HTTP Accept field mapping,

Myesponse—rdf+xml = response — application/rdf+xml mapping,

Myesponse—skos — response — SKOS file mapping.

Rgrr = Operation FDO record for Get Related Terms,
k,erapr = Execution Protocol Type for Web APIs,

Pgrr = Protocol parameter object for Get Related Terms operation.

dl,l = (ta PropertieS, ahtthody); (t, returns, aresponse)) € Dy,
d1,2 = (t, PFOPertieS, ahttpMethod), (t: returns, aresponse)) € Dy,
di3 = ((t, properties, apttpHeader) (2, returns, aresponse)) € Dj.

o

(

(

(

21 = ((Miopicobody, INPUL, Atopic), (Miopic—sbody> OUtPUL, GhttpBody)) € Do,

dog = (Q, (MconstMethods output, ahttpMethod)) € Dy,

da3 = (D, (MconstAccept: OUtpUL, GhttpHeader)) € Do,

d24 = ((Mresponse—rdfexmls iINPUL, Gresponse)> (Mresponse—rdfsxml, OUtPUL, drdfixml)) € Dy,
(

d2,5 = (mresponse—>skos; inPUt, aresponse)a (mresponse—>skos, output, askos)) € D,.

ds := ((o, executeOperation, s), &) € Ds.

dy = (ds, (s, useTechnology, d1 1), (s, inputMapping, d2 1), (s, outputMapping, d24)) € Dy,
dy = (ds, (s, useTechnology, d1 1), (s, inputMapping, dz1), (s, outputMapping, ds5)) € Dy,
dy3 == (ds, (s, useTechnology, d1 ), (s, inputMapping, dz), (s, outputMapping, d4)) € Dy,
dyq = (ds, (s, useTechnology, di 2), (s, inputMapping, dz ), (s, outputMapping, ds5)) € Dy,
dys5 = (ds, (s, useTechnology, di3), (s, inputMapping, dz3), (s, outputMapping, d24)) € Dy,
dy = (ds, (s, useTechnology, d; 3), (s, inputMapping, d23), (s, outputMapping, ds5)) € Ds.
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g1 (o, executableOn, aiopic, D) = {(aopic; D)} € Co.

g2(ds1)
— (httpBody, (-data-urlencode, (21.T11148/b415e16fbe4cad0f2270),

[true, [None,’ ’,Nonell)) € Pggr,

92(ds2)

— (httpBody, (-data-urlencode, (21.T11148/b415e16fbe4cad0f2270),

[true, [None,’ ’,None] ])) € Pgrr,

g2(dy3) (httpMethod, (-G, ../vocabularies-unesco-org/sparql, @) € Pgrr,

g2(dyga) — (httpMethod, (-G, ../vocabularies-unesco-org/sparql, @) € Pgrr,

g2(dys) — (httpHeader, (-H, "Accept: application/sparql-results+json", &) € Pggr,
g2(dge) — (httpHeader, (-H, "Accept: application/sparql-results+json", @) € Pgrr.

g302((0, execution, dy 1), returns, drdesxmi))

> {(kwebapr {PGrr(ds1)}), (outputType, [ardfixml, Gskos])} S RGrrTs
g302( (0, execution, dyg), returns, drdesxmi))

> {(kwebapr {PGrr(das)}), (outputType, [ardfixml, Gskos])} S RGrrs
g302((0, execution, dy 1), returns, askos))

> {(kwebapr {Pcrr(da1)}), (outputType, [ardfixml Gskos])} S RGrTs
g302((0, execution, dy), returns, asios))

> { (kwebaPr, {PGRT (das)}), (outputType, [ardfexmls dskos])} S RGRT-
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A. Appendix

A.3.7. Sandbox Information Record of Operation FDO "Get Related Terms"

Listing A.3: Operation FDO Information Record for "Get Related Terms."

{
"entries": {
"21.T11148/aafd5fb4c7222e2d950a": [
{

"key": "21.T11148/aafd5fb4c7222e2d950a",

"name": "dateCreated",

"value": "2025-04-09T00:00:00+00:00"

}
1,
"21.T11148/1c699a5d1b4ad3bad956": [
{

"key": "21.T11148/1c699a5d1b4ad3bad956",

"name": "digitalObjectType",

"value": "21.T11148/86c11d9215ebc2d2c8ff"

}
1,
"21.T711148/2f314c8fe5fb6ad063a8": [
{

"key": "21.T11148/2f314c8fe5fb6ab063a8",

"name": "licenseURL",

"value": "https://opensource.org/license/mit"

}
1.
"21.T11148/076759916209e5d62bd5": [

"key": "21.T11148/076759916209e5d62bd5",

"name": "kernelInformationProfile",

"value": "21.T11148/ead4e93d06alOel5d9cdf"

}
1,
"21.T11148/90ee0a5e9d4f8a668868": [
{

"key": "21.T11148/90ee0a5e9d4f8a668868",

"name": "operationName",

"value": "get related terms"

}
1.
"21.T11148/2694e4a7a5a00d44e62b": [
{

"key": "21.T11148/2694e4a7a5a00d44e62b",

"name": "requiredType", "value": "{'21.T11148/2976172668c68034d96c': [{'key': '21.T11148/a976172668c68034d96c', 'name': 'requiredKey', 'value':
'21.T11148/b415e16fbe4cad0f2270'}], '21.T11148/decel13486d8c5ebcf8d': [{'key': '21.T11148/decel13486d8c5ebcf8d', 'name': 'requiredvalue',
‘value': 'NoType'}]}"

"21.T11148/f5c452794e258e83edad": [
{

"key": "21.T11148/f5c452794e258e83edad",

"name": "outputType",

"value": "application/rdf+xml"

+
{

"key": "21.T11148/f5c452794e258e83e4ad",

"name": "outputType",

"value": "http://www.w3.0rg/2004/02/skos/core#"

}
1.
"21.T11148/al1fe3f60497302ae8b04": [
{

"key": "21.T11148/alfe3f60497302ae8b04",

"name": "webAPIExecutionProtocol",

"value": "{'21.T11148/791a2295375e3cd9dfee': [{'key': '21.T11148/791a2295375e3cd9dfee', 'name': 'httpMethod', ‘'value': ['-G', 'https://
vocabularies.unesco.org/sparql', 'false']l}], '21.T11148/e92d9f23abd63ebea855': [{'key': '21.T11148/e92d9f23abd63ebea855', 'name': '
httpHeader', 'value': ['-H', '\"Accept: application/sparql-results+json\"', 'false'l}], '21.T11148/0c055f37730ce8b376e5"': [{'key': '21.
T11148/0c055f37730ce8b376e5', 'name': 'httpBody', 'value': ['--data-urlencode', '<21.T11148/b415el6fbed4cad0f2270>', ['true',[None, ' ',
None J11}1}"

}
]
+
"pid": "sandboxed/4c9353ef-5065-4f46-a839-014el1ffd4171"
1
}
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A.3. Chapter 5 Appendix

A.3.8. Applied Use Case Examples Listings

Listing A.4: Validate_SKOS_RDF Operation overview.

Implementation technology: Python Script
Execution protocols:
main_operation (Script execution protocol parameters):
installations (1): ['0OS command', 'python3, pip3']
installations (2): ['pip install', 'skosify']
script method: ['python3',sub_operationl]
script argument: ['--files_dir',sub_operation2]

sub_operation 1 (Web API execution protocol parameters):
method: ['GET','../URL_to_script_file']

sub_operation 2 (Web API execution protocol parameters):
method: ['GET','21.T11148/b8457812905b83046284', 'false']

PIT for association conditions:

digitalObjectType (21.T11148/1c699a5d1b4ad3bad956)

with value constellations: application/rdf+xml

OR [application/zip AND application/rdf+xml]

AND digitalObjectLocation (21.T11148/b8457812905b83046284)

Output type (for Validate SKOS RDF): string, boolean
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A. Appendix

A.4. Proof Trees

The following proof trees are derived on the basis of the syntax defined in Definitions 3
and 11 to 13. Each premise of a branch starts with no further assumptions from which the
well formed typing context is concluded, or a premise already derived in an earlier proof
tree.

A.4.1. Basic Type System

Array PIT Type formation

'ro
FrFo 'z
Tko I'+ Nat I'+Ref(7)
I'+ Nat [+ Nat — Ref(7) Tro Tro
I'+ Nat x (Nat — Ref(2)) TrNat  Tre
I'+ Array(r) I'+-m:Nat F'ro:r

T v array(m,v) : Array(r)

Array Cardinality=1 PIT Type formation

I'ro
I'm:Nat TFo
I' + Fin(m) Trr Tro
I'r Fm(l) Tk REf(T) T'm: Nat ﬁ
[ + Fin(1) X Ref (1) I' + Fin(m) TFr
I+ Arraycgra.(7) [+ Fin(1) Fro:r
T+ array(1,0) : Arraycarq1(7)
Array PIT KIP Type formation
Tro Tro
T'ko I'tn F'ko L'tz
Tro I'Nat T+ Ref(ry) Tro I'Nat T FrRef(r,)
I'+ Nat I'+ Nat — Ref(r;) I'+ Nat [+ Nat — Ref(1,)
I'+ Nat X (Nat — Ref (1)) ['+ Nat X (Nat — Ref(ty,))
I'+ Array(r) I'+ Array(z,)

I'F{a; : Array(r1)1...a, : Array(z,)n}
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A.4. Proof Trees

Array Cardinality=1 PIT KIP Type formation

TrFo o
I'-m: Nat ko I'-m: Nat TrFo
I + Fin(m) IF'rn I + Fin(m) Tk,
I+ Fin(1) I'+ Ref(ry) I' + Fin(1) [+ Ref(z,)
I'+ Fin(1) X Ref (1) I'+ Fin(1) X Ref(7,)
I'+ Arraycara.1(71) I+ Arraycarg.1(h)

'k {al : ArrayCard.l(Tl)l ...qp: ArrayCard.l(Tn)}n

Array and Array Cardinality=1 PIT Mixture KIP Type formation

ko ko
Tro I+n  Trm:Nat  Tro
TEo I'+ Nat I'+ Ref(ry) I + Fin(m) 'k,
I'+ Nat I'+ Nat — Ref(r;) I+ Fin(1) I'+ Ref(z,)
I'+ Nat X (Nat — Ref (1)) I' + Fin(1) X Ref(z,)
['+ Array(r) I'+ Arraycarai(Tn)

'+ {a;: Array(ny)1...a, : Arraycerd 1 (th)n}
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Array PIT Record Value formation

[+ array(m,vy) : Array(ry)

I+ {a; = array(my,v1)1,

[+ array(m,vy) : Array(t,)

'+ {a;: Array(ry)1...a, : Array(t,)n}
oy ay = array(my, o)} : {ag : Array(ty)y, ..., ay : Array(t,),}
Array Cardinality=1 PIT Record Value formation

I'+array(1,v1) : Arraycerd.(71)

I +array(1,0,) : Arraycara.(tn)
I'+{a; =array(1,01)y,..

I'+ {al : ArrayCard.l(Tl)l ... qp ArrayCard.l(Tn)n}
san = array(1,o,)n} : {a1 : Arraycera1(t1)1, - - - an 2 Arraycara. 1 (Tn)n}
Array and Array Cardinality=1 PIT Mixture Record Value formation

T+ array(1,vy) : Array(r;) T +array(1,v,) : Arraycard. ()

I'+ {al : Array(fl)l ... qp ArrayCard.l(Tn)n}
I'+ {ay = array(my,01)1,...,a, = array(L,o,),} : {a1 : Array(ty)y, ..., an : Arraycera (tn)n}

xipuaddy v




Lyl

Array and Array Cardinality=1 PIT Mixture KIP Type uniform write as Array PIT KIP Type

I'+ {ay = array(my,v1)1,...,a, = array(lL,o,),} : {a; : Array(ty)y,. .., an : Arraycera. (th)n}

I't{ay=[0],...,an=[0]n} : {a1: &,...,an: &}

A.4.2. Record Typing

FDO Type by Record formation

'ro F'ro
'R F'r{a:&,...,an: &} I'+{a; =[v]1,...,an = [0]a} I'F T
IF'tR:{ay:&,....,an: &} I'r{a; =[v]1,....an =[]0} : Trec
T+R: e
Array PIT Record Subtype by PIT Subtypes formation
Trr TFr7 I'+ Array(r) I'+ Array(7’)
Frro <t | [+ & Tr{ay:&,...,an: &} I'r{ai:&,....an: &}
¢ <& I'k{aj:¢&} Fl-{aj:f}}

'k {aj : é’/;} <: {aj : gj}

FDO by Record Type Subtype Formation

$921], Joo1d 'V
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T'r{a; =[v],....an=[0]n} TH{ar:&,...,an:&}  Tr{a=[0]1,...,an = [0];}
T'FRy FI'TrecA

F}—{al
I'+Rp
I FRA : TrecA

én.na bl z2n
FFTI‘ECB

I'tRp

: TrecB
I'F Tecy <t Trecy

r }_ RB, RA : TreCA

XIPUQ ddv 'V
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A.4.3. Profile Typing

Array and Array Cardinality=1 PIT Mixture KIP Type with Profile PIT uniform write

I'+{a; = array(my,01)1,...,ap = array(1,0p)1 ..., an = array(1,0,),} : {a1 : Array(ry), ..

- Ap ArrayCard.l(Tp)p, ceesGp P Arraycerd.1 (Tn)n}

I'r{a;=[o]1,....ap = [0]p,...,an = [0]n} i {a1: &1, iap 2 & a

Record select Profile PIT formation

T'rFo T'rFo

nzfn}

T'FRy:{as:&,...,a,: &} I'r{ay =[o]1,....ap = [0]p,....an = [0]n} : {a1: &1, ..

.,angp,..

an &y}

F'rRa:{ar:&,....ap: 8, ... a0 &n}

FDO Type by Profile formation

$991], Jooid 'Y



0ST

ko
T Fm:Nat Tro
' + Fin(m) I+,
I'+ Fin(1) I'+ Ref (7))

I'+ Fin(1) X Ref(7,)
I'r ArrayCard.l(Tp)

TI'ro
I'F Torof I'+&p TFo
L& — Thror '+ res

Record select Profile (2) PIT formation

Frres: & — Thnor
['+res(Ra.ap) : Tpror

'ro 'ro
TrRp:{ay:&,...,an: &} F't{ar=[o]i,..coap =[0]ps..van=[0]n} i {ar 1 &1 vap : & an 2 )
l"I—RB:{al:§1,...,ap:§;),...,an:§n}

FDO Type by Profile (2) formation

xpuaddy v
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ro
I'-m: Nat 1“|—<>,
I+ Fin(m) 'k,
I'+ Fin(1) '+ Ref(7,)
'+ Fin(1) X Ref (7))

L'k ArrayCard.l (T;))

'ro
[+ Thror v g, I'ro
FI—§}7—>Tj;mf I'kres
I“I—res:fl’,—>Témf [+ Rp.ap:
I'+res(Rp.ap) : T;mf
FDO Type by Profile Subtype formation
'ro ko
L'k Tyrop I“ijgrof F+& <&
I+ Témf <t Tyrof [ +res(Ra.ap) : Tprof I'+res(Rp.ap) : TI;mf

'+ res(Ra.ap), res(Rp.ap) : Tprof
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<A.4.4. Attribute Typing

Record Requirement PITs to KIP Type formation

T'ro I'ro

[ F Treq, [ F Treg,

T'ro I'ro

3Treqn} IF'r{ay:&,...,a,: &}

I"_Treql F"Treqn F"{rl 5Treq1,---srn
T rA{ri: Treqrs - o5 Tn * Tregy ) CHA{r: Treqr- oo Tn Treg, — {a1: &0 a0 &}
Tt Tregn ) ['+mapReq : {r1: Treg---»Tn * Treg,} — a1 : &, ..., an 2 &}

Cr{ri=on,...,r=0a} {11 Tregps - - -

I' - mapReq({r1 =v1,...,rn =0v,}) : {a1: &, ..

&y}

I'+ mapReq(Rreq) : {ay: &1, . .., a0 &}

Record Requirement PITs to KIP Subtype formation

'ro T'rFo
T F Treq, Tk Treq,
TH{r: Tregs - >Tn : Tregn ) Tr{a;:&,...,an: &)
Trz Iro THA{r:Tregr--ostn Treqny — {a1: &1, 0, 1 &n} T s
rre <t I+ Array(r) I+ Array(z)’ T HArjtreq,t — {a; 1 &} T'F Treq T+ Treq,
I+ Array(t’) <: Array(r) L {r;: r,eqj} — {a; :Array(r})j} T+ {ri: Trequs - Tn t Tregy}
L'k {rj: Treqj} — {aj : Array(z;);} Tr{ri=01,...,7n =0n} : {r1  Tregs---»Tn * Treg, )

[+ mapReq : {rj : Treq; } — {a; : Array(z));} Cr{rj=0;}:{rj: treq;}

I' - mapReq({rj = v;}) : {a; : Array(z;);}

I' + mapReq(Rreq) : {a; : Array(r;);}
I' + mapReq(Rreq) : {a1 : Array(ti)y, ..., a, : Array(tp)n}
I' - mapReq(Rreq) : {a1: &, .., an : &}

xpuaddy v




Record Requirement PITs to KIP Subtype formation (for Cardinality=1 Array Types)

T'ro I'kFo
T F Treq, T F Treq,
TH{r:Tregse>Tn t Tregn) Fr{a;:&,...,an: &)
Trr Tr7 F"{rl:Treqlwu,rnzfreqn}_){al:§1V«~>an:§n} Tro Tro
Trr <1 T+ Arraycard.(7) T+ Arraycgra1(t)’ L FArj: treq, } — {aj: &5} T+ Treq, Tk Treq,
L'k ArrayCard.l(T,) <t ArrayCard.l(T) L'k {rj : Treqj} - {aj :ArrayCard.l(T]")j} I'+{r: Treqys-++sTn Treqn}
L FArj: treq;} — {aj : Arraycaraa(7j);} Tr{ri=o0,..,rn=0n} :{r1: Tregs-- > Tn * Tregn )

I' + mapReq : {r; : ‘[reqj} — {aj : Arraycara1(7;);}

Cr{rj =0} {rj: treq;}

I + mapReq({r; = v;}) : {a; : Arraycara1(7j);}
T + mapReq(Rreq) = {a; : Arraycara.1(7));}
T + mapReq(Rreq) : {a1 : Arraycara (1)1, - - > an 2 Arraycara1(tn)n}
I+ mapReq(Rreq) : {a1 : &1, ..., an : &y}

FDO Type by Required PITs Record Type

rl-{alirf1,---,az:§z}

I-"'TReq Tl—{alz’g’l,...,azzfz} Fl-{al:fl,...

san &} withz > n

T+R:{ay:&,...,a,: &} T + mapReq(Req) : {a1 : &,...,a, : &} '+ {a; =[v]4,...

yan = [0]n} : TReq Tr{ay:&,...,a.: 86 < {ay: &,..

San &}

T+ R: Treq

€ql

$991], Jooid 'Y
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