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Abstract
Socio-technical systems are becoming increasingly interconnected, heterogeneous, and dynamic while continuously evolv-
ing through new technologies, infrastructures, policies, resources, and operational practices. At the same time, critical 
infrastructure operators, businesses, and public authorities face growing challenges arising from climate change, cyber 
threats, geopolitical instability, supply-chain disruptions, and evolving regulatory frameworks. Supporting resilience and 
sustainability under these conditions requires analytical capabilities that extend beyond static digital twins, application-
specific simulation models, and fixed system representations. This paper presents FRAMESS (Framework for Systemic 
Risk Analysis and Exploring Sustainable Solutions), a semantic and extensible framework for resilience analytics, sustain-
ability assessment, and AI-assisted decision support in growing and changing socio-technical systems. FRAMESS enables 
the continuous development, integration, simulation, and evaluation of evolving system models despite distributed model-
ling expertise, changing system architectures, emerging hazards, and large combinatorial design spaces. The framework 
combines semantic system modelling, flexible system models (FSMs), multi-agent simulation, scenario and disruption 
management, integrated assessment methods, and AI-assisted exploration within a unified analytical environment. A cen-
tral contribution is the semantic representation of agents, resources, dependencies, subprocesses, hazards, and adaptation 
measures, enabling interdisciplinary model integration while preserving extensibility, interoperability, and analytical con-
sistency. The framework further supports resilience quantification and benchmarking by enabling systematic comparison 
of alternative system configurations under multiple hazard conditions. The capabilities of FRAMESS are demonstrated 
through a resilience-oriented planning application for allocating strategic reserves in a food supply chain under climate 
change-induced drought scenarios. The demonstrator illustrates how the framework supports resilience assessment, evalua-
tion of adaptation strategies, and AI-assisted exploration of alternative system configurations. The paper argues that future 
resilience management requires semantic and extensible analytical environments that integrate evolving digital twins, resil-
ience analytics, and AI-assisted exploration to support resilient and sustainable transformation pathways under uncertainty.
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1  Introduction

Societies increasingly depend on complex socio-technical 
systems that provide essential services such as energy sup-
ply, transportation, healthcare, communication, logistics, 
and emergency response. Over recent decades, these sys-
tems have undergone profound transformations driven by 
digitalization, infrastructure modernization, decarboniza-
tion, demographic change, and increasing societal inter-
connectedness (Geels 2002; Bar-Yam 2003; Meadows and 
Wright 2011; Helbing 2013; Ottenburger et al. 2024). As a 
result, socio-technical systems are becoming not only more 
interconnected and heterogeneous but also are continuously 
evolving through the introduction of new technologies, 
infrastructures, organizational structures, resources, and 
policies.

The growing complexity of socio-technical systems has 
been accompanied by an equally important increase in the 
complexity of the challenges they face. Climate change 
intensifies extreme weather events such as floods, heat 
waves, droughts, and wildfires (Rockström et al. 2009; Stef-
fen et al. 2015; Pescaroli and Alexander 2018; Calvin et al. 
2023), while cyber-attacks, geopolitical conflicts, pandem-
ics, supply-chain disruptions, and resource shortages create 
additional sources of uncertainty and vulnerability (Holling 
1973; Helbing 2013; Gill and Malamud 2016). Many con-
temporary risks emerge from interactions between hazards 
and interconnected systems, producing cascading and sys-
temic effects that can propagate across sectors, organiza-
tions, and geographical scales (Holling 1973; Linkov et al. 
2014; Woods 2015; Gill and Malamud 2016; Linkov and 
Trump 2019). Consequently, resilience and sustainability 
have become increasingly important in infrastructure plan-
ning, risk management, and public policy.

Many established modeling approaches were originally 
developed to understand expected system behavior, opti-
mize operational performance, or investigate long-term sys-
tem evolution (Hettinger et al. 2015; Elsawah et al. 2017). 
However, resilience planning frequently requires a different 
perspective. The primary objective is not to predict average 
system states, but to investigate the consequences of severe 
stress scenarios, identify vulnerabilities, evaluate adaptation 
measures, and compare alternative future system configura-
tions. Consequently, analytical environments for resilience 
management must support targeted disruption analysis, sys-
tematic stress testing, and the exploration of transformation 
pathways under uncertainty.

Increasingly, resilience is no longer understood solely 
as a risk-management function but as an organizational 
capability that enables preparedness, adaptation, and con-
tinuity under uncertainty. In highly interconnected systems, 
preparedness extends beyond individual organizations and 

depends on the readiness of broader ecosystems consist-
ing of infrastructure operators, suppliers, public authorities, 
and communities. Consequently, resilience management is 
increasingly shifting from isolated risk mitigation toward 
coordinated ecosystem-level preparedness and adaptation.

These developments are also reflected in emerging regu-
latory frameworks. Within Europe, the Critical Entities 
Resilience (CER) Directive and the NIS2 Directive require 
operators of critical infrastructures and essential services 
to systematically assess vulnerabilities, dependencies, dis-
ruption scenarios, and resilience-enhancing measures (EU 
2022a, b). Similar requirements arise from climate adap-
tation strategies, sustainability reporting frameworks, and 
disaster risk reduction policies. Decision-makers are there-
fore expected to justify investments, adaptation measures, 
and preparedness strategies using transparent and evidence-
based analyses.

Beyond resilience assessment itself, increasing attention 
is being devoted to resilience quantification, benchmarking, 
and operational decision support. Comparing alternative 
system configurations and adaptation strategies under uncer-
tainty remains a major challenge in resilience analytics.

Simulation-based methods have become indispensable 
tools for supporting such analyses. Digital twins, agent-
based models, system dynamics approaches, and hybrid 
simulation frameworks enable the investigation of complex 
interactions, the assessment of disruption scenarios, and the 
evaluation of interventions before implementation in real-
world systems (Bonabeau 2002; Macal and North 2010; 
Grieves and Vickers 2017; Kritzinger et al. 2018; Railsback 
and Grimm 2019; Jones et al. 2020). Recent advances in 
optimization, machine learning, reinforcement learning, 
and generative artificial intelligence (AI) further expand the 
possibilities for analyzing complex systems and exploring 
alternative solutions (Silver et al. 2018; Russell and Norvig 
2021; Mirhoseini et al. 2021).

Recent advances demonstrate that AI systems can not 
only optimize predefined solutions but increasingly support 
the discovery of novel designs in domains ranging from 
semiconductor engineering to materials science (Mirho-
seini et al. 2021; Merchant et al. 2023; Batatia et al. 2025). 
Together, these developments provide unprecedented 
opportunities for resilience assessment, sustainability plan-
ning, and decision support. However, despite substantial 
methodological progress, a fundamental challenge remains 
insufficiently addressed. Contemporary resilience and sus-
tainability problems rarely concern a single static system 
configuration. Instead, decision-makers are increasingly 
interested in evaluating alternative future system configu-
rations, adaptation measures, resource allocation strate-
gies, and transformation pathways. Examples include the 
placement of emergency resource depots, the deployment 
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of renewable energy technologies, the redesign of transpor-
tation infrastructures, the allocation of emergency response 
capacities, or the implementation of climate adaptation mea-
sures. Consequently, the analytical challenge is no longer 
limited to simulating an existing system. Rather, it involves 
the continuous development, integration, maintenance, and 
evaluation of growing and changing socio-technical system 
models capable of representing multiple possible futures.

Addressing this challenge is complicated by several fac-
tors. First, socio-technical systems continuously evolve 
through the integration of new infrastructures, technologies, 
resources, policies, and operational procedures. Second, 
modeling expertise is typically distributed across multiple 
disciplines and organizations, creating challenges for model 
integration and long-term maintainability. Third, resilience 
and sustainability assessments often require the evaluation 
of large numbers of alternative system configurations under 
multiple hazard scenarios, resulting in combinatorial design 
spaces that are difficult to explore systematically. Finally, 
emerging generative AI-based methods require structured 
and semantically consistent representations of system 
components, dependencies, resources, hazards, and adap-
tation measures to effectively support robust analysis and 
decision-making.

Existing modelling frameworks predominantly address 
individual aspects of resilience planning. Digital twins 
provide detailed representations of specific systems, agent-
based models capture decentralized interactions, optimiza-
tion methods support system design, and decision-support 
frameworks facilitate the evaluation of alternative strategies 
(Macal and North 2010; Linkov and Trump 2019; Fuller et 
al. 2020). Nevertheless, many existing approaches remain 
application-specific and are difficult to extend when new 
infrastructures, technologies, hazards, adaptation measures, 
or assessment criteria must be incorporated. Existing digital 
twins are frequently developed for specific systems and use 
cases, making long-term extensibility and interoperability 
challenging. Consequently, extending existing models often 
requires substantial redevelopment efforts, limiting scalabil-
ity, interoperability, and long-term usability.

This paper argues that future resilience and sustainability 
management requires a shift from application-specific sim-
ulation environments towards extensible analytical frame-
works that support the lifecycle of evolving socio-technical 
system models. Such frameworks must facilitate the seman-
tic integration of heterogeneous models and knowledge 
sources, support the evaluation of alternative system con-
figurations under multiple hazard conditions, and provide a 
foundation for emerging AI-assisted analytical workflows. 
In particular, semantically consistent representations are 
becoming increasingly important because they provide the 
structured knowledge required by optimization algorithms, 

reinforcement learning approaches, and generative AI sys-
tems to explore large configuration spaces and identify 
robust solutions.

To address these challenges, this paper presents 
FRAMESS (Framework for Systemic Risk Analysis and 
Exploring Sustainable Solutions), a semantic and exten-
sible framework for resilience analytics, sustainability 
assessment, and decision support in growing and changing 
socio-technical systems. FRAMESS is designed to support 
the continuous development, integration, simulation, and 
evaluation of evolving system models through a unified 
representation of agents, resources, dependencies, hazards, 
adaptation measures, and assessment criteria. The frame-
work combines semantic system modeling, Flexible Sys-
tem Models (FSMs), multi-agent simulation, scenario and 
disruption management, integrated assessment methods, 
and AI-assisted exploration within a common analytical 
environment.

The main contributions of this paper are fourfold. 
First, we introduce a conceptual foundation for represent-
ing growing and changing socio-technical system models 
through semantic integration of heterogeneous system com-
ponents and modeling approaches. Second, we present an 
extensible framework architecture that supports continuous 
model evolution while maintaining consistency, interopera-
bility, and long-term maintainability. Third, we demonstrate 
how resilience analytics, sustainability assessment, simula-
tion-based analysis, and AI-assisted exploration can be inte-
grated within a unified decision-support workflow. Finally, 
we illustrate the applicability of the framework through a 
resilience-oriented planning problem for allocating strate-
gic reserves in a food supply chain under climate change-
induced drought scenarios and discuss the implications for 
future resilience management, sustainability planning, and 
AI-enabled analytical system science.

2  State of the art and research gap

2.1  Digital twins and simulation-based assessment

Digital twins have become a central paradigm for repre-
senting, analyzing, and managing complex engineered and 
socio-technical systems. Initially developed in manufactur-
ing and product lifecycle management, digital twins have 
evolved into sophisticated environments for monitoring, 
forecasting, planning, and decision support across domains 
such as critical infrastructures, energy systems, transporta-
tion networks, supply chains, and smart cities (Batty 2018; 
Fuller et al. 2020; Jones et al. 2020).

Many classical simulation approaches have traditionally 
been developed to analyze system behavior under expected 
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operating conditions or predefined scenarios. In contrast, 
resilience-oriented applications emphasize the deliberate 
investigation of disruptive events, extreme scenarios, and 
low-probability high-impact situations. The analytical focus 
therefore shifts from prediction towards stress testing, vul-
nerability analysis, preparedness, and adaptation planning 
(Woods 2015; Linkov and Trump 2019).

In parallel, simulation-based assessment has emerged as 
an indispensable methodology for understanding complex 
systems characterized by heterogeneous actors, nonlinear 
interactions, feedback loops, and dynamic dependencies. 
Agent-based modeling (ABM), system dynamics, discrete-
event simulation, and hybrid modeling approaches are 
widely used to investigate disruption propagation, recov-
ery processes, resource allocation, and policy interventions 
(Bonabeau 2002; Macal and North 2010; Railsback and 
Grimm 2019).

Several mature simulation environments support such 
analyses. AnyLogic combines agent-based, discrete-event, 
and system-dynamics modeling within a unified framework 
and has become widely adopted in logistics, transportation, 
healthcare, and infrastructure planning (Borshchev 2013). 
GAMA provides advanced support for spatially explicit 
large-scale agent-based simulations (Taillandier et al. 
2019), while NetLogo (Wilensky and Rand 2015), Repast 
(North et al. 2006), and MASON (Luke et al. 2005) are fre-
quently used in scientific research due to their flexibility and 
scalability.

These platforms offer substantial modelling and exten-
sion capabilities. The integration task addressed here is to 
maintain consistent representations of entities, resources, 
scenarios, planning interventions and KPIs across an evolv-
ing assessment workflow. The extent to which this is already 
supported depends on the platform and application.

2.2  Multi-hazard resilience and sustainability 
assessment

The increasing frequency, intensity, and interconnectedness 
of disruptive events have stimulated extensive research on 
resilience assessment across infrastructure systems, cities, 
supply chains, and critical services (Holling 1973; Linkov 
and Trump 2019). Early resilience studies frequently focused 
on single hazards and isolated sectors. However, contem-
porary socio-technical systems are increasingly exposed to 
interacting and cascading risks that propagate across organi-
zational, technological, and geographical boundaries.

Climate change intensifies floods, droughts, heat waves, 
wildfires, and compound extreme events (Rockström et al. 
2009; Steffen et al. 2015; Calvin et al. 2023). Simultane-
ously, cyber-attacks, geopolitical instability, pandemics, 
and supply-chain disruptions create additional systemic 

vulnerabilities (Helbing 2013). Contemporary resilience 
research therefore increasingly emphasizes multi-hazard 
and systemic perspectives that account for interactions 
between hazards and infrastructures (Gill and Malamud 
2016; Pescaroli and Alexander 2018).

In parallel, sustainability has become an increasingly 
important consideration in resilience planning. Adaptation 
measures may improve robustness against disruptions while 
generating environmental, economic, or social trade-offs. 
Consequently, integrated assessment approaches that jointly 
evaluate resilience, sustainability, costs, environmental 
impacts, and societal outcomes have gained increasing 
attention (Linkov and Trump 2019; Ottenburger et al. 2024).

Existing resilience frameworks frequently emphasize 
resilience metrics or resilience assessment methods but 
often provide limited support for benchmarking alternative 
system configurations and adaptation strategies. Multi-Cri-
teria Decision Analysis (MCDA) (Cinelli et al. 2020) has 
emerged as one of the most widely used methodologies for 
supporting such assessments by enabling transparent com-
parison of alternative strategies across multiple performance 
dimensions. However, many existing resilience assessment 
frameworks remain disconnected from dynamic simulation 
environments and often rely on static representations of sys-
tem architectures, predefined hazard portfolios, or limited 
adaptation options (Fuller et al. 2020; Jones et al. 2020). 
As a result, resilience assessment, sustainability evaluation, 
and system planning are frequently performed as separate 
activities rather than integrated analytical processes.

2.3  AI-supported decision support and system 
design

The increasing complexity of socio-technical systems has 
stimulated growing interest in artificial intelligence (AI) as 
a means of supporting decision-making under uncertainty. 
Traditional optimization approaches frequently struggle 
with the combinatorial complexity associated with infra-
structure planning, resource allocation, logistics design, 
adaptation planning, and resilience enhancement. Conse-
quently, machine learning, reinforcement learning, evolu-
tionary algorithms, and more recently generative AI have 
emerged as promising approaches for exploring large design 
spaces and identifying robust solutions (Sutton and Barto 
2014; Silver et al. 2018).

In parallel, industrial digital twin platforms have signifi-
cantly advanced the integration of real-time data streams, 
monitoring capabilities, predictive analytics, and opera-
tional decision support (Batty 2018; Fuller et al. 2020). 
Examples include Siemens Xcelerator and Siemens Digital 
Twin technologies (Siemens 2026), Microsoft Azure Digital 
Twins (Microsoft 2026), and NVIDIA Omniverse (NVIDIA 
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2026). These platforms provide powerful capabilities for 
representing existing systems, integrating heterogeneous 
data sources, and supporting operational optimization 
throughout the system lifecycle. However, their primary 
focus lies in monitoring, operational analytics, engineering 
design, and lifecycle management rather than resilience-
oriented exploration of alternative future system configu-
rations, sustainability assessment, or systematic adaptation 
planning under uncertainty.

Enterprise platforms have similarly evolved toward 
increasingly sophisticated decision-support capabilities. 
Systems such as SAP HANA (Färber et al. 2012), SAP 
Business Technology Platform (SAP 2026a), and SAP Inte-
grated Business Planning support enterprise-wide data inte-
gration (SAP 2026b), supply-chain management, logistics 
planning, and resource optimization. These platforms pro-
vide valuable capabilities for managing organizational pro-
cesses and resources across complex enterprises and critical 
infrastructures. However, they generally focus on opera-
tional planning and business process management rather 
than simulation-based resilience assessment, multi-hazard 
analysis, and exploration of alternative socio-technical sys-
tem configurations.

Recent advances in large language models (LLMs) and 
agentic AI systems further expand the opportunities for 
decision support. Such approaches can assist in knowl-
edge extraction, scenario generation, hazard identification, 
uncertainty analysis, and interaction with domain experts. 
Combined with optimization algorithms and reinforcement 
learning methods, they offer the potential to support sys-
tematic exploration of alternative system designs, adapta-
tion strategies, and resource allocation decisions.

Despite these developments, existing approaches remain 
largely fragmented. Simulation frameworks provide 
detailed system representations but typically lack integrated 
resilience and sustainability assessment capabilities. Indus-
trial digital twins support monitoring and operational ana-
lytics but rarely address adaptation planning under multiple 
hazards. Enterprise platforms manage resources and orga-
nizational processes but generally do not incorporate sim-
ulation-based resilience analytics. AI methods frequently 
operate on problem-specific representations and are often 
disconnected from broader system modelling and assess-
ment workflows.

Consequently, comparatively little attention has been 
devoted to analytical environments that simultaneously 
support (i) continuously evolving socio-technical system 
representations, (ii) simulation-based resilience and sustain-
ability assessment, (iii) multi-hazard analysis, (iv) explo-
ration of alternative future system configurations, and (v) 
AI-assisted decision support. This fragmentation becomes 
increasingly problematic as infrastructure systems, supply 

chains, and critical services face accelerating technological 
change, growing interdependencies, and rising uncertainty. 
Addressing these challenges requires integrated frameworks 
capable of connecting semantic system representations, 
simulation, resilience assessment, sustainability evalua-
tion, and AI-assisted exploration within a unified analytical 
environment.

2.4  Research gap

The literature reviewed in Sects.  2.1–2.3 demonstrates 
substantial progress in simulation-based system analysis, 
resilience assessment, sustainability evaluation, and AI-sup-
ported decision support. Digital twins provide increasingly 
detailed virtual representations of physical systems (Fuller et 
al. 2020; Jones et al. 2020), agent-based models support the 
analysis of decentralized interactions and emergent system 
behavior (Macal and North 2010), optimization approaches 
enable systematic design and resource allocation (Boyd and 
Vandenberghe 2004), while resilience assessment and deci-
sion-support frameworks support the evaluation of alterna-
tive strategies under multiple criteria (Hosseini et al. 2016; 
Linkov and Trump 2019). However, these methodological 
streams have largely evolved independently and typically 
address different aspects of resilience planning rather than 
providing an integrated analytical environment.

At the same time, socio-technical systems are becoming 
increasingly dynamic. New infrastructures, technologies, 
resources, organizational structures, regulations, and adap-
tation measures are continuously introduced throughout 
the system lifecycle. Consequently, system models require 
continuous extension, integration, and reassessment rather 
than one-time development. Addressing resilience in such 
systems further requires coordination among infrastruc-
ture operators, supply-chain actors, public authorities, and 
communities, while considering multiple hazards, hetero-
geneous data sources, and evolving stakeholder objectives 
(Linkov and Trump 2019; Ottenburger et al. 2024).

The resulting analytical challenge therefore extends 
beyond simulation itself. Resilience planning requires ana-
lytical environments that support not only system analysis 
but also the continuous evolution of models, systematic 
exploration of alternative future system configurations, 
and transparent comparison of adaptation strategies under 
uncertainty. In addition, resilience management increas-
ingly relies on resilience benchmarking, i.e., the systematic 
comparison of planning alternatives across multiple hazard 
conditions and performance criteria in order to support evi-
dence-based decision-making (Hosseini et al. 2016; Linkov 
and Trump 2019).

A corresponding gap therefore exists for analytical envi-
ronments that simultaneously
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Table 1  Interpretative synthesis of analytical approaches and their integration into a resilience-planning workflow
Analytical approach Principal analytical contribution Integration task relevant to FRAMESS
Stochastic modelling (Banks et al. 
2014)

Represents variability and supports analysis 
conditional on stochastic assumptions

Specify the uncertainty basis and connect outputs to 
comparable plans, scenarios and KPIs

Optimization (Boyd and Vandenber-
ghe 2004)

Searches for solutions under explicit objec-
tives and constraints

Connect decision variables and feasibility constraints to 
executable system modifications and simulation outcomes

System dynamics (Elsawah et al. 
2017)

Represents feedbacks, stocks, flows and 
temporal system behavior

Align aggregate dynamics with the entities, resources and 
interventions required by the application

Agent-based modelling (Macal and 
North 2010)

Represents heterogeneous entities, local 
interactions and emergent outcomes

Maintain compatible entity definitions, process ordering 
and assessment conventions across model extensions

Digital twins (Fuller et al. 2020; 
Jones et al. 2020)

Connects digital system representations 
with application-specific data and analytical 
services

Preserve consistent versions of reference and hypotheti-
cal configurations for scenario-based planning alternative 
comparisons

	● Support continuously evolving socio-technical system 
models;

	● Enable semantic integration of heterogeneous models 
and knowledge sources;

	● Combine simulation-based resilience and sustainability 
assessment;

	● Support systematic multi-hazard analysis and adapta-
tion planning;

	● Enable AI-assisted exploration of large configuration 
spaces;

	● Support resilience benchmarking across alternative 
planning strategies; and

	● Provide consistent decision support throughout the life-
cycle of evolving systems.

Table 1 provides an author-interpreted synthesis of the meth-
odological perspectives discussed above, based on the cited 
literature. It is not a systematic review, a software bench-
mark or a ranking of intrinsic capabilities. The approaches 
overlap and can be combined; the table identifies their prin-
cipal analytical contributions and the application-specific 
integration tasks relevant to the FRAMESS workflow.

3  Conceptual foundations of FRAMESS

Modern socio-technical systems continuously evolve 
through the integration of new infrastructures, technolo-
gies, resources, actors, policies, and environmental condi-
tions. Simultaneously, resilience and sustainability planning 
increasingly require the evaluation of alternative future sys-
tem configurations under uncertain and interacting hazards. 
Traditional digital twins and simulation models are often 
developed for predefined system architectures and applica-
tion domains, limiting their ability to support long-term sys-
tem transformation and resilience-oriented planning.

FRAMESS addresses these challenges through four 
interconnected conceptual foundations. First, the framework 
introduces the concept of FSMs. Unlike conventional digi-
tal twins, FSMs are not restricted to representing existing 

physical systems but also support alternative future con-
figurations, transformation pathways, and evolving socio-
technical systems. Second, a semantic abstraction layer 
provides a shared, typed domain model for integrating het-
erogeneous infrastructures, resources and processes. Third, 
hazards and adaptation measures are represented through a 
unified modification concept that enables systematic explo-
ration of alternative future system configurations. Finally, 
an integrated assessment layer connects simulation outputs 
with resilience, sustainability, and decision-support objec-
tives. Together, these foundations establish the conceptual 
basis for a generic analytical framework capable of support-
ing resilience management and sustainable transformation 
in continuously evolving socio-technical systems.

3.1  Growing socio-technical system models

Modern critical infrastructures, supply chains, urban sys-
tems and emergency-management structures are not static 
systems. They evolve through technological upgrades, 
policy changes, organizational restructuring, demographic 
shifts, changing demand patterns and newly emerging 
hazards. This implies that resilience assessment cannot be 
based on a single fixed representation of a system. Instead, 
it requires models that can grow with the system under con-
sideration and that can represent both the current system 
state and plausible future configurations.

FRAMESS is built on the concept of growing socio-
technical system models. A system model is not treated as a 
one-time digital replica, but as an evolving representation of 
agents, infrastructures, resources, dependencies, processes 
and decision rules. Such a model can be extended when 
new assets are installed, new resources become relevant, 
new dependencies are identified or new adaptation options 
are introduced. This is essential for systems such as energy 
infrastructures, transport networks, hospitals, supply chains 
or city districts, where resilience-relevant changes often 
emerge gradually and where future system configurations 
may differ substantially from the current one.
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Fig. 1  From static digital twins to growing flexible system models: scenario-based resilience assessment for different possible system configurations

 

The conceptual foundation of FRAMESS is the FSM. 
While conventional digital twins primarily represent exist-
ing physical systems, an FSM represents existing, planned, 
and hypothetical socio-technical systems within a common 
semantic modelling environment. FSMs support the contin-
uous evolution of models by incorporating new infrastruc-
tures, resources, agents, dependencies, operational rules, 
and adaptation measures without restructuring the underly-
ing model. Digital twins can therefore be regarded as a par-
ticular application of the broader FSM concept whenever a 
model is synchronized with a physical system. In this sense, 
a digital twin is not only a virtual representation of an exist-
ing system, but a configurable and extensible modeling envi-
ronment that can represent alternative system states. These 
alternatives may include additional infrastructure, modified 
networks, changed resource flows, new operational rules, 
policy constraints or different levels of redundancy (Fig. 1).

A growing socio-technical model must satisfy three 
requirements. First, it must preserve a coherent representa-
tion of the system while new components are added. Second, 
it must allow different system configurations to be compared 
under consistent assumptions. Third, it must distinguish 
between structural system evolution, external disturbances 
and deliberate adaptation measures. FRAMESS addresses 
this distinction through a process-driven modeling logic. A 
default environment defines the reference configuration of 
the system, including agents, resources, networks, environ-
mental conditions and baseline parameters. Scenarios then 
represent disruptive changes to this reference configuration, 
whereas plans represent resilience-enhancing modifica-
tions such as additional assets, altered network structures, 
changed capacities or modified operational rules. By sepa-
rating these layers, FRAMESS enables consistent compari-
son between the current system, disrupted system states and 
alternative future configurations.

This distinction is important because resilience analy-
sis is inherently comparative. A model only becomes deci-
sion-relevant when it can answer questions such as: What 

happens if the current system is exposed to a specific haz-
ard? How would the outcome change if additional storage, 
redundancy, routing capacity or local energy generation 
were introduced? Which system configuration performs best 
across a class of plausible hazard scenarios? FRAMESS 
therefore treats system growth and change not as an imple-
mentation detail, but as a central modeling principle.

3.2  Semantic integration of agents, resources and 
dependencies

The flexibility of FRAMESS depends on a semantic model-
ing layer that defines what kinds of entities can exist in a 
model, how they are described, how they interact and how 
their states can change. In complex socio-technical systems, 
resilience-relevant behavior does not emerge from isolated 
components, but from the interaction of actors, infrastruc-
tures, resources, processes and dependencies. A warehouse, 
hospital, substation, supplier, vehicle fleet or distribution 
center is therefore not only a spatial object. It is an entity 
with attributes, resource demands, capacities, operational 
rules, dependencies and possible failure modes.

In this paper, semantic modelling refers to an explicit, 
typed domain model of agents, resources, attributes, depen-
dencies and subprocesses, whose operational meaning is 
realized through database structures and executable simu-
lation logic. The implementation presented here does not 
establish an OWL/RDF ontology, description-logic reason-
ing or standards-based semantic interoperability. Interop-
erability therefore refers to integration through shared 
FRAMESS representations and interfaces; external models 
require explicit mappings of concepts, units and behavior.

FRAMESS uses agents as the basic modelling entities for 
representing such socio-technical components. Agents may 
represent physical assets, organizational actors, infrastruc-
ture nodes, logistics units, service providers or decision-
relevant system components. Each agent is characterized 
by attributes that describe its state and capabilities, such as 
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Fig. 2  Subprocesses structuring agent behavior, with the agent govern-
ing resource distribution and triggering execution. The resource reg-
istry maintains the agent’s resources, updated at each simulation step

 

location, capacity, available resources, operational status, 
demand, cost, criticality or emissions. Some of these attri-
butes are static, while others change during simulation.

Resources form a second semantic layer, describing what 
flows through the system or what is required for functions 
to be maintained. They represent physical, informational, 
energy-related, human, or organizational entities, such 
as electricity, water, fuel, goods, medical capacity, trans-
port capacity, information, or personnel, that agents can 
consume, produce, store, transform, request, or transport. 
Dependencies between agents are therefore formulated 
through resource requirements and exchanges rather than 
through application-specific interfaces, providing a formal 
way to represent functional dependencies between hetero-
geneous entities and supporting consistent representation 
and long-term model evolution.

Agent behavior in FRAMESS is represented by opera-
tional subprocesses, establishing a clear separation of 
responsibilities between control (agent) and execution (sub-
process). A subprocess consumes specific input resources 
and generates output resources or services. Hereby, the 
agent governs the distribution of resources among the sub-
processes and triggers their execution (Fig. 2). Subprocesses 
describe the functions that agents perform such as gener-
ating demand, updating inventories, allocating resources, 
preparing and executing transport, calculating emissions, 
updating assessment indicators, or managing energy con-
version, storage, and medical treatment processes. They are 
described and stored in the database allowing their configu-
ration values to be adjusted without modifying the simula-
tion code.

The explicit representation of subprocesses provides 
several advantages for resilience analysis. Resource short-
ages can be analyzed systematically by identifying which 
subprocesses depend on unavailable resources and which 
services are consequently affected. Furthermore, agents can 
be assigned new responsibilities by introducing additional 

subprocesses. This supports the analysis of transforma-
tion processes, technological change, and organizational 
adaptation.

Decision-making is organized in two stages. Subpro-
cesses continuously evaluate their operational conditions 
and report their current state to the owning agent. The 
agent subsequently determines whether external support 
is required and whether notifications or adaptation mea-
sures must be generated. A notification in FRAMESS is a 
mechanism through which agents communicate events or 
needs within the system, triggered by an initiating agent and 
optionally constrained by time. A measure in FRAMESS 
defines the structure for an agent’s response to a notification, 
taking a sender and a receiver as parameters. The two-stage 
decision-making improves maintainability and enables flex-
ible reassignment of responsibilities during system evolu-
tion (Fig. 3).

Dependencies constitute the third semantic layer. They 
specify the conditions under which agents can perform their 
functions. These dependencies may be physical, such as a 
transport route or energy connection; functional, such as 
the dependence of a hospital on electricity and staff; spa-
tial, such as exposure to a flooded area; or procedural, such 
as the sequence of ordering, transport, storage and delivery 
in a supply chain. By representing dependencies explicitly, 
FRAMESS can analyze not only direct failures, but also 
indirect and cascading effects across interconnected system 
components.

The semantic integration of agents, as semantic object 
classes, see Table 2, resources and dependencies is opera-
tionalized through subprocesses and interaction structures. 
The interaction matrix then specifies how these subpro-
cesses are arranged across agent types and simulation steps. 
It defines which agent types act at which stage of the simu-
lation, which resources they exchange, which dependencies 
they rely on and how their actions contribute to system-level 
outcomes (Fig. 4).

This distinction is important because semantic integra-
tion is not merely a matter of naming entities consistently. It 
is the basis for executable and extensible modelling. When 
a new component is introduced into FRAMESS, it must be 
semantically defined as an agent with attributes, resource 
relations, dependencies and subprocesses. Only then can 
it become part of scenario analysis, plan comparison, 
resource-flow simulation and resilience assessment. In this 
sense, the semantic layer provides the conceptual backbone 
for FSMs: it ensures that new system elements are not iso-
lated objects, but integrated parts of a coherent simulation 
and assessment environment.

The resulting model is both semantically structured and 
behaviorally executable. Agents provide the system entities, 
resources describe functional flows, dependencies define 
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Fig. 3  Two-stage decision process 
within an agent: the subprocess 
evaluates feasibility and reports 
its state, upon which the agent 
determines whether to trigger an 
internal action or notify the system 
environment

 

conditions for performance, subprocesses describe agent 
behavior, and the interaction matrix organizes these ele-
ments into a simulation logic. This enables FRAMESS to 
represent heterogeneous socio-technical systems in a way 
that remains extensible as the system grows and comparable 
across scenarios, planning alternatives and simulation runs.

3.3  Hazards, adaptation measures and alternative 
system configurations

Resilience assessment requires a structured distinction 
between hazards, disruptive scenarios, adaptation measures 
in the sense of system modifications or alternative system 
configurations. FRAMESS formalizes this distinction by 
separating the reference environment, scenario definitions, 
planning alternatives and simulation-based assessment.

Notifications and measures constitute the operational 
communication mechanism between agents. Notifications 
describe demands, offers, warnings, or requests for assis-
tance. Measures represent the corresponding responses and 
may involve resource transfers, transportation activities, 
state changes by attribute modifications, or organizational 
actions.

This mechanism enables adaptive behavior under disrup-
tion conditions. Resource shortages, infrastructure failures, 
or changing demands can trigger notifications that initiate 
corresponding adaptation measures and resilience-enhanc-
ing actions.

The reference environment represents the baseline con-
figuration of the system. It contains agents, resources, 

networks, environmental conditions, default parameters and 
the behavioral logic required for simulation. Scenarios then 
represent specifically defined disruptive changes to this ref-
erence configuration. They may affect agent attributes, net-
work availability, resource levels, environmental boundary 
conditions, spatial accessibility, operational rules or demand 
patterns. Examples include disabled infrastructure compo-
nents, reduced supply capacity, unavailable transport routes, 
heat stress, flooding, cyber-induced outages, resource short-
ages or temporarily inaccessible regions.

Hazards are organized through hazard classes. A haz-
ard class is a structured scenario space rather than a single 
specific event type. It groups scenarios that correspond to a 
coherent disturbance mechanism, such as drought, flooding, 
heat, cyber disruption, transport interruption, power outage 
or compound hazards. Specific scenarios within a hazard 
class can be generated or selected by varying hazard-rele-
vant parameters, such as severity, duration, spatial extent, 
timing, affected components, resource impacts, demand 
shifts or recovery assumptions.

Specific scenarios may also be assigned weights. These 
weights express the relative frequency or decision relevance 
of the scenarios within the hazard class. Depending on the 
available evidence, such weights may be based on statistical 
information, expert judgement, stress-test priorities or plan-
ning relevance. The important point is that FRAMESS does 
not need to treat scenarios as an unstructured list. Instead, 
a hazard class can be represented as a set of specifically 
parametrized and weighted scenarios, see Table 3.
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Table 2  Semantic object classes in FRAMESS
Semantic 
object class

Meaning in 
FRAMESS

Example Role in resil-
ience assessment

Agent type Generic class 
of system 
entities

Hospital, sup-
plier, warehouse, 
substation, 
vehicle fleet

Defines pos-
sible attributes, 
behaviors and 
interactions

Agent 
instance

Concrete 
entity in the 
model

A specific hos-
pital, warehouse 
or supplier at a 
given location

Represents the 
actual system 
component 
affected by sce-
narios or plan-
ning alternatives

Attribute Property 
describing an 
agent or sys-
tem element

Capacity, inven-
tory, operational 
status, demand, 
criticality

Allows state 
changes, vulner-
ability represen-
tation and KPI 
calculation

Resource Functional 
quantity 
or service 
required or 
provided by 
agents

Electricity, fuel, 
apples, medical 
capacity, trans-
port capacity

Represents 
flows, shortages, 
dependencies 
and service 
continuity

Subprocess Function 
executed by 
an agent dur-
ing simulation

Update inven-
tory, allocate 
resources, 
calculate route, 
transfer freight

Makes agent 
behavior explicit 
and executable

Dependency Condition 
linking 
agents, 
resources, 
networks or 
processes

Road access, 
power supply, 
supplier rela-
tion, cooling 
requirement

Enables analysis 
of indirect 
effects and cas-
cading failures

Network 
element

Graph-based 
representation 
of infra-
structure or 
dependency 
structures

Node, edge, 
transport seg-
ment, energy 
line

Supports rout-
ing, accessibil-
ity, flow and 
topological 
vulnerability 
analysis

Interaction 
matrix

Structured 
mapping of 
agent types 
to process 
steps and 
interactions

Supplier–dis-
tributor–logis-
tics–warehouse 
process sequence

Bridges 
semantic model 
and simulation 
execution

Notification or 
measure

Commu-
nication or 
response trig-
gered by an 
agent state

Demand request, 
transport mea-
sure, attribute-
changing action

Supports adap-
tive reactions 
and dynamic 
mitigation 
processes

KPI 
contribution

Agent- or 
system-level 
assessment 
output

Supply level, 
unmet demand, 
CO₂ emissions, 
cost, recovery 
time

Links simula-
tion dynamics 
to resilience and 
sustainability 
assessment

Adaptation measures in the sense of system modifica-
tions or alternative system configurations, by contrast, are 
deliberate modifications introduced to improve system 
performance under adverse conditions. They may include 

additional infrastructure, redundancy, decentralization, stor-
age, backup systems, alternative routes, microgrids, new 
operational rules, demand-side measures, policy changes or 
reconfigured resource flows. In FRAMESS, such measures 
are represented as planning alternatives. A planning alterna-
tive modifies the reference configuration by adding agents, 
changing attributes, altering network structures, introducing 
new capacities or changing operational logic, see Table 3.

This distinction between scenarios and plans is essen-
tial. Scenarios describe disruptive conditions under which 
the system is assessed; plans describe resilience-enhanc-
ing configurations that are tested against these conditions. 
FRAMESS can therefore compare the current system and 
alternative configurations within the same hazard class 
(Fig. 5). This supports questions such as: Which planning 
alternative performs best under a specific scenario? Which 
planning alternative performs best across the hazard class as 
a whole? Which planning alternative avoids unacceptable 
losses even under rare but severe scenarios? Which plan-
ning alternative provides a good balance between resilience, 
cost and sustainability?

Alternative system configurations are therefore not exter-
nal to the model. They are part of the assessment logic. 
FRAMESS can compare multiple FSM configurations under 
a weighted set of scenarios belonging to a hazard class. This 
allows resilience-enhancing measures to be evaluated not 
only against isolated stress cases, but also against a struc-
tured representation of broader hazard conditions.

3.4  Resilience and sustainability assessment

FRAMESS links simulation-based system modelling to 
quantitative assessment. The aim is not only to simulate 
disruption dynamics, but to evaluate how well different 
system configurations perform under adverse conditions. 
This requires indicators that capture resilience-relevant 
outcomes, sustainability effects and, where necessary, eco-
nomic and operational trade-offs.

Resilience assessment in FRAMESS focuses on the 
ability of a system to maintain, adapt and recover critical 
functions under disruptive conditions. Following (Holling 
1973; Woods 2015; Hosseini et al. 2016; Linkov and Trump 
2019), resilience is understood as the ability of a system to 
prepare for, absorb, adapt to, recover from, and potentially 
transform following disruptions. This requires identifying 
which functions are critical, how failures propagate through 
agents, resources and dependencies, and how alternative 
system configurations influence performance during and 
after a disturbance. In practical terms, resilience is assessed 
through key performance indicators that describe the behav-
ior of the simulated system in the context of a scenario-plan-
ning combination.
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Fig. 4  Semantic integration of agents, subprocesses, resources, and dependencies via an interaction matrix: a bridge to executable simulation logic

 

Table 3  Conceptual elements for scenario-based resilience analysis
Change type FRAMESS concept Typical object affected Example Assessment role
Reference 
configuration

Baseline environment Agents’ states, resources, net-
works, parameters

Current supply chain or infrastruc-
ture system

Provides the compari-
son basis

Hazard class Parametrized scenario 
space

Disturbance mechanism and 
scenario parameters

Drought, flood, cyber disruption, 
power outage

Defines the family of 
scenarios to be assessed

Specific Scenario 
instance

Disruptive change to the 
reference environment

Agent states, networks, 
resources, areas, demand

Severe drought affecting supplier 
output

Produces scenario-
specific system stress

Scenario weight Relative frequency or 
relevance

Scenario instance Weight assigned to each drought 
realization

Enables weighted haz-
ard-class aggregation

Planning 
alternative

Resilience-enhancing 
system modification

New assets, capacities, net-
works, rules

Additional warehouse, backup gen-
erator, network reconfiguration

Defines the intervention 
to be tested

Runtime measure Dynamic response during 
simulation

Agent actions, resource flows, 
routing, attribute changes

Emergency transport, demand 
reallocation

Represents adaptive 
behavior under stress

Simulation 
output

Scenario–planning result KPI values, time series, maps, 
agent states

Supply level, cost, emissions, 
recovery time

Basis for comparison 
and decision support

These indicators may include supply level, unmet 
demand, recovery time, service continuity, affected popu-
lation, cost, CO2 emissions, resource consumption, equity 
indicators, criticality-weighted losses, route availability, 
infrastructure downtime or robustness of network connec-
tivity. The KPI set is specific to the hazard class and should 
be derived from the function of the system, the decision 
context and the resilience objectives, see Table 4.

The selected indicators support not only resilience 
assessment but also resilience benchmarking by enabling 
systematic comparison of alternative planning strategies 
and system configurations across multiple scenarios and 
hazard classes.

Assessment can be performed at two complementary lev-
els. The first level is scenario-specific assessment. Here, a 
planning alternative is evaluated in the context of a single 

scenario instance. This allows detailed analysis of temporal 
dynamics, spatial impacts, cascading effects and KPI trajec-
tories for the given plan. The second level is assessment in 
the context of a hazard class. Here, KPI values from mul-
tiple scenarios belonging to the same hazard class are aggre-
gated as weighted sum using the scenario weights.

Let 𝐻𝐻 denote a hazard class represented by the scenario 
set 𝑆𝑆𝑗𝑗 = {𝑠𝑠𝑖, … , 𝑠𝑠𝑛𝑛𝐻𝐻}, and let 𝑃𝑃 denote a planning alterna-
tive. For indicator 𝑗𝑗, 𝐾𝐾𝑗𝑗(𝑠𝑠𝑖𝑖, 𝑃𝑃) is the scenario-specific KPI 
obtained by simulating 𝑃𝑃 under 𝑠𝑠𝑖𝑖. Its weighted hazard-class 
aggregate is

𝐾𝐾𝑗𝑗𝑗𝑗𝑗 (𝑃𝑃) ∶=
𝑛𝑛𝐻𝐻
∑
𝑖𝑖𝑖𝑖

𝜔𝜔𝑖𝑖𝑖𝑖𝑖𝐾𝐾𝑗𝑗 (𝑠𝑠𝑖𝑖, 𝑃𝑃) , 𝑤𝑤𝑖𝑖𝑖𝑖𝑖 ≥ 0,
𝑛𝑛𝐻𝐻
∑
𝑖𝑖𝑖𝑖

𝜔𝜔𝑖𝑖𝑖𝑖𝑖 = 1� (1)
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Fig. 5  Hazard-class-based evaluation of plans using weighted specific 
scenarios and KPI aggregation

 

Table 4  Example of indicative KPIs for FRAMESS assessment
Possible KPIs Example indicators Assessment level Possible direction 

of preference
Functional 
resilience

Supply level, service continuity, fulfilled demand Scenario-specific and 
hazard-class-specific

Higher is better

Disruption impact Unmet demand, number of affected entities, failed components Scenario-specific and 
hazard-class-specific

Lower is better

Recovery Recovery time, time below service threshold, restoration rate Mostly scenario-specific, aggre-
gable across hazard class

Lower recovery 
time is better

Robustness Worst-case performance, threshold violations, variance across 
scenarios

Hazard-class-specific Lower variability 
and fewer viola-
tions are better

Sustainability CO₂ emissions, resource use, land use, environmental burden Scenario-specific and 
hazard-class-specific

Usually lower is 
better

Economic 
performance

Investment cost, operational cost, carbon cost, avoided losses Planning-level and 
hazard-class-specific

Context-depen-
dent

Equity and social 
impact

Distribution of service losses, criticality-weighted impacts, vul-
nerable groups affected

Scenario-specific and 
hazard-class-specific

More equitable 
and lower critical 
losses are better

Operational 
feasibility

Implementation time, required resources, logistical complexity Plan specific Higher feasibility 
is better

The same scenario weights and KPI definitions are used 
for all planning alternatives in a comparison. The aggre-
gate retains the unit of the underlying KPI. It represents an 
expected value only when the weights have a justified prob-
abilistic interpretation for the represented scenario set. Oth-
erwise, it is a weighted assessment score conditional on the 
selected scenarios and their assigned relevance. Scenario 
weights must be distinguished from preference weights used 
to combine different KPIs in a reward or MCDA function.

This weighted aggregation does not remove the need to 
inspect individual scenarios. A plan may perform well on 
average across a hazard class but fail under an unlikely, 
yet high-impacting scenario. Therefore, FRAMESS assess-
ment should combine weighted aggregate performance with 
robustness checks, worst-case analysis, threshold violations 
and sensitivity analysis with respect to scenario weights. 
More sophisticated aggregation methods are known from 
MCDA that allow veto thresholds for each KPI.

Sustainability enters the assessment in two ways. First, 
adaptation measures may have sustainability impacts, for 
example through emissions, land use, resource use, costs 
or social distributional effects. Second, sustainability goals 
may constrain or guide resilience measures.

The assessment should not be reduced to a single uni-
versal resilience score. Instead, FRAMESS supports multi-
dimensional evaluation because decision-makers may 
assign different preferences to service continuity, robust-
ness, emissions, costs, equity or feasibility. Multi-criteria 
assessment can then be used to compare planning alterna-
tives transparently. This is particularly important when dif-
ferent KPIs point in different directions.
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Fig. 6  FRAMESS hybrid architecture displayed in a modular way. The 
complete information is stored in a database organized in contextual 
schemata displayed in the lower right block. On the lower left general-
purpose services are displayed that are project agnostic and depend on 
persistent data storage. The center is formed by the core module that 

controls simulation and evaluation. The GUI provides human interac-
tion for parametrizing and retrieving the results. Finally, the integration 
block provides high-level project specific interfaces and embeddings 
of applications that provide or consume data to and from FRAMESS

 

Table 5  Core FRAMESS database schemes and modelling role
Database 
scheme

Role in FRAMESS Typical contents

Agents Persistent representa-
tion of system entities

Agent types, agent 
instances, attributes, 
subprocesses

Resources Representation of 
resource types and 
resource states

Energy, goods, capaci-
ties, material flows, 
inventories

Networks Graph-based 
infrastructure 
representation

Nodes, edges, segment 
types, transport and 
resource networks

Planning Storage of resilience-
enhancing system 
modifications

Added assets, modi-
fied parameters, new 
infrastructure, changed 
capacities

Scenarios Storage of disruptive 
changes to the refer-
ence environment

Hazards, failures, unavail-
able regions, damaged 
assets, disrupted links

Simulation Storage of simulation 
outputs and assess-
ment values

Time series, KPI values, 
scenario-planning results, 
aggregated indicators

Weather Environmental 
boundary conditions

Temperature, radiation, 
precipitation, weather 
time series

Environment Representation of 
exogenous boundary 
conditions

spatial constraints, tempo-
ral boundary conditions, 
external stress parameters

4  FRAMESS framework

4.1  Framework architecture, database schemes and 
flexible system model

FRAMESS is designed as a process-driven and model-
agnostic framework for the simulation-based assessment 
of complex socio-technical systems. Its core purpose is to 
support the construction, extension, disruption, simulation 
and evaluation of FSMs for resilience and sustainability 
analysis. Rather than representing a single static system 
state, FRAMESS enables users to define a reference sys-
tem, modify it through planning alternatives, expose it to 
disruptive scenarios and compare the resulting system per-
formance through simulation-based indicators.

The framework architecture follows modular, service-
oriented architecture (Fig.  6). A central application core 
coordinates model initialization, simulation control, data 
handling, and assessment workflows. Modular components 
provide visualization, map interaction, graph analysis, chart 
generation, and project-specific functionality. Client–server 
components support persistent storage, spatial databases, 
routing services, and multi-user collaboration. External ser-
vices and microservices can be integrated to provide spe-
cialized capabilities such as optimization, decision support, 
AI-assisted exploration, or domain-specific analyses. This 
layered architecture combines a stable analytical core with 
extensible service interfaces, enabling reproducible resil-
ience assessment while supporting continuous model evolu-
tion and integration of external tools.

At the center of FRAMESS is a persistent and seman-
tically structured database layer. This database acts as the 
single source of truth for agents, resources, networks, sce-
narios, plans, environmental data and simulation results. It 
is therefore not merely a technical storage backend, but part 
of the modelling architecture itself. It defines which entities 

exist, how they are initialized, how they are related through 
resource and network dependencies, and how changes to the 
system are stored and reused across planning, scenario and 
simulation contexts.

The database schemes separate the main modelling 
concerns required for simulation-based resilience assess-
ment while keeping them interoperable during simulation, 
see Table 5. The agents scheme represents socio-technical 
system entities and their attributes. The resources scheme 
represents the resources, capacities and flows that connect 
these entities functionally. The networks scheme represents 
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Fig. 7  The FRAMESS implementa-
tion process for continuous model 
integration and system evolution

 

graph-based infrastructures and dependency structures. The 
planning scheme stores resilience-enhancing system modi-
fications, whereas the scenarios scheme stores disruptive 
changes to the reference environment. Simulation outputs 
and derived indicators are stored in the simulation scheme. 
Exogenous boundary conditions, such as weather or spa-
tial–temporal constraints, are represented through an envi-
ronmental data layer. Together, these schemes provide the 
persistent semantic backbone for constructing, modifying, 
simulating and comparing FSMs.

This scheme-based organization is central for FSMs. An 
FSM in FRAMESS is not a single fixed representation, but 
a configurable model state derived from database-defined 
agents, resources, networks, scenarios, plans and environ-
mental conditions. The same underlying system can there-
fore be represented as a baseline configuration, a planned 
future configuration, a disrupted configuration or a post-
intervention configuration. This makes it possible to com-
pare the current system with alternative system designs 
under consistent hazard assumptions.

In this sense, the FRAMESS architecture operationalizes 
the resilience cycle. It supports system and context defini-
tion, model implementation, scenario definition, simulation-
based impact analysis, planning alternative comparison, 
KPI-based assessment and model evolution. The framework 
therefore provides both a technical architecture and a meth-
odological structure for long-term resilience-oriented deci-
sion support.

In FRAMESS, the process flow manager is the entity 
responsible for ensuring that the system’s state remains 
consistent throughout the simulation. It handles the trans-
fer of resources, notifications, and other transferable entities 
between agents, explicitly enforcing that whatever a source 
loses, a destination gains, and tracks these transfers for full 
traceability.

4.2  Continuous model integration and evolution

A central design principle of FRAMESS is continuous 
model integration. Resilience assessment is rarely a one-
time modelling exercise. Socio-technical systems evolve 
as new assets are installed, infrastructures are upgraded, 
policies change, demand patterns shift, new dependen-
cies become visible and new hazards emerge. A resilience 
framework must therefore allow models to grow without 
losing consistency, reproducibility or comparability across 
simulation runs.

Continuous model integration is achieved through a 
recursive extension process (Fig.  7). New resources can 
introduce additional subprocesses, which in turn enable new 
agent capabilities, new agent types, new performance indi-
cators, and new planning or scenario configurations. The 
common resource representation supports integration, but 
consistency must be checked whenever resource definitions, 
subprocesses or dependencies are changed.

This approach allows simulation models to evolve 
together with the real systems they represent. New technol-
ogies, infrastructures, policies, or organizational structures 
can therefore be integrated incrementally without requiring 
fundamental restructuring of existing models.

FRAMESS addresses this challenge by combining 
semantic modelling, database-based initialization, reusable 
agent templates, attribute concepts and an explicit interac-
tion matrix, see Table 6. New components can be introduced 
as semantically defined agents with project-specific attri-
butes, resource relations, dependencies and subprocesses. 
These entities are then initialized, visualized, simulated and 
assessed through common framework mechanisms. This 
allows a model to evolve from a coarse initial representa-
tion toward a richer and more detailed system description 
while preserving a coherent assessment logic.
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Table 6  Schematic interaction matrix structure
Matrix element Meaning in FRAMESS Example
Agent type Class of entities 

participating in the 
simulation

Supplier, logistics opera-
tor, warehouse, hospital, 
substation

Process step Ordered phase within 
one simulation cycle

Determine demand, 
prepare transport, execute 
transport, calculate KPIs

Subprocess Concrete function 
executed by an agent

Update inventory, allo-
cate resources, calculate 
route, transfer freight

Resource 
exchange

Flow between agents 
or through networks

Electricity, fuel, medical 
capacity, goods, transport 
service

Dependency Condition required for 
successful execution

Available route, sufficient 
inventory, operational 
asset, network connection

Notification or 
measure

Triggered communica-
tion or response

Demand notification, 
transport measure, attri-
bute-changing measure

KPI update Contribution to 
assessment

Supply level, unmet 
demand, cost, CO2 emis-
sions, recovery time

Table 7  Simplified example interaction matrix with three agent types
Process step Agent A: demand/service agent Agent B: supply/storage agent Agent C: transport/coordi-

nation agent
Interaction logic

1. State and 
demand update

Updates demand, service status 
and local resource deficit

Updates available stock, pro-
duction capacity and opera-
tional status

Updates route availability 
and transport capacity

Each agent updates its own 
state at the beginning of 
the simulation step

2. Notification 
and allocation

Sends demand notification to 
Agent B if local resources are 
insufficient

Receives demand notification 
from Agent A and allocates 
available resources

Receives transport request 
if Agent B cannot deliver 
directly

Notification: A → B: 
resource demand. Optional: 
B → C: transport request

3. Measure 
execution

Receives resource or service 
and updates fulfilled/unfulfilled 
demand

Releases allocated resource to 
Agent C or directly to Agent A

Executes transport or 
coordination measure from 
B to A

Measure: B → A direct 
supply, or B → C → A 
transport-mediated supply

4. KPI update 
and assessment

Reports service continuity, 
unmet demand and criticality-
weighted losses

Reports remaining stock, 
supply reliability and resource 
depletion

Reports delivery success, 
delay, cost and emissions

KPI contributions are 
aggregated for scenario–
plan assessment

A central artefact for this process is the interaction 
matrix. It translates the semantic model of agents, resources 
and dependencies into an executable simulation struc-
ture. The matrix specifies which agent types act at which 
simulation steps, which subprocesses they execute, which 
resources they consume, produce or transport, and how their 
actions trigger responses in other agents. It therefore forms 
the bridge between conceptual system modelling and simu-
lation implementation.

The interaction matrix makes model integration explicit. 
When a new agent type is introduced, its role in the simula-
tion must be specified in relation to existing process steps. 
When a new resource is added, the matrix clarifies where 
it is produced, requested, stored, transported, transformed 
or consumed. When a new dependency is identified, the 
matrix helps determine which agent actions are conditional 
on this dependency. This reduces the risk that new model 

components remain isolated from the executable simulation 
logic.

The matrix also supports transparency. Instead of hiding 
process logic only in code, it provides a structured represen-
tation of the model workflow. This is important for inter-
disciplinary resilience modelling, where domain experts, 
software developers and decision-makers need to under-
stand how system behavior is represented. The interaction 
matrix can be read as a process map of the simulated sys-
tem: it shows how local agent actions are sequenced and 
how they contribute to system-level outcomes, see Table 7.

Continuous model integration also depends on a struc-
tured attribute concept. Agent properties capture the state 
of agents and may change over time. Some properties are 
static, such as type, location or design capacity. Others are 
dynamic, such as inventory, operational status, demand 
level, available resources, costs or emissions. FRAMESS 
therefore requires a structured way to modify, track, visu-
alize and store these properties without creating a new 
implementation for every project-specific attribute. By con-
necting attributes to database storage, user-interface repre-
sentation and simulation logic, the framework supports both 
extensibility and consistency.

Continuous model integration is especially important 
for interdisciplinary modelling, see Table  8. FRAMESS 
can connect agent-based models, network models, routing 
services, environmental data, infrastructure models, opti-
mization modules and AI methods within one assessment 
workflow. This is necessary because resilience problems 
rarely belong to one domain alone. A disruption in an energy 
system may affect logistics, hospitals, communication, cool-
ing chains or public services. A supply-chain disruption may 
depend on weather, transport networks, storage capacities, 
energy availability and market demand. FRAMESS there-
fore provides a structure in which different domain mod-
els can be integrated without reducing the assessment to a 
single disciplinary perspective.
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Table 8  Continuous model integration and governance artefacts
Artefact Purpose Human input Potential automation
Entity list Defines which system components are 

represented
Selection of relevant actors, infra-
structures and assets

Extraction from domain data, 
GIS layers or enterprise systems

Resource taxonomy Defines what flows through the system Identification of relevant resources 
and capacities

Semi-automatic classification 
from data models or ontologies

Dependency map Describes functional, spatial and net-
work dependencies

Expert judgement on critical links and 
interactions

Graph extraction, dependency 
mining, AI-assisted mapping

Interaction matrix Defines when agents act and how they 
interact

Modelling process steps and resource 
flows

Template-based generation of 
process structures

Database scheme entries Stores agents, resources, networks and 
attributes

Project-specific initialization data Automated import from struc-
tured datasets

Agent class/template Provides executable behavior of model 
entities

Formalization of agent behavior Code generation from templates 
or model specifications

Scenario template Defines possible disruptive changes Hazard logic, affected objects, tempo-
ral assumptions

AI-assisted scenario generation 
and parametrization

KPI definition Specifies assessment outputs Selection of resilience, sustainability 
and cost indicators

KPI libraries and reusable 
assessment modules

Change and ownership 
record

Documents scope, rationale and respon-
sibility for extensions

Domain review and release approval Change tracking and review 
notifications

Integration and regression 
test specification

Checks compatibility and explains 
changes in model outputs

Expected behavior and acceptance 
criteria

Type, unit, reference and 
reference-scenario checks

Versioned assessment 
manifest

Links model, code, data, scenarios and 
KPI definitions

Compatibility and migration decisions Version capture and reproduc-
ible run configuration

Model evolution is also necessary for long-term use. A 
FRAMESS model can be updated when better data become 
available, when new hazards must be considered or repa-
rametrized, when a planning alternative is implemented or 
when the system changes its structure. The framework there-
fore supports resilience assessment as a continuous process 
rather than a single simulation campaign. This is essential 
for decision support under changing boundary conditions, 
where the value of a model depends on its ability to remain 
usable as the system itself changes.

Thus, long-term model evolution requires governance of 
both domain definitions and executable behavior. We pro-
pose a lifecycle in which each extension records its purpose, 
responsible domain expert, affected entity and resource 
definitions, units, dependencies and subprocesses. A desig-
nated model maintainer coordinates review and integration. 
Before release, changes should be checked for type and unit 
compatibility, reference integrity, resource accounting and 
process ordering, and evaluated against documented refer-
ence scenarios. Changes to established KPI values should 
be explained rather than assumed to indicate an error. Each 
release should identify compatible schema, code and data 
versions, document migrations and preserve the configura-
tions needed to reproduce earlier assessments. This lifecycle 
is a proposed maintenance protocol; a fully automated gov-
ernance and version-management workflow is not demon-
strated here.

The distinction between changes to conceptual meaning 
and changes to database structure is important for model 
evolution (Noy and Klein 2004), while structured model 

documentation can follow established practices such as the 
ODD protocol (Grimm et al. 2020).

The result is a modelling environment in which system 
growth, scenario expansion and planning refinement can 
be handled coherently. Agents provide the evolving system 
entities, resources describe functional flows, dependen-
cies define conditions for performance, attributes represent 
states and capacities, and the interaction matrix organizes 
these elements into executable simulation logic. Continuous 
model integration therefore enables FRAMESS to support 
FSMs that remain extensible, comparable and decision-rel-
evant over time.

4.3  Scenario management and simulation-based 
assessment

Scenario management is the mechanism through which 
FRAMESS represents hazards, disruptions and uncertain 
boundary conditions. A scenario is a structured modification 
of the reference environment. It may affect agents, resources, 
networks, environmental parameters, spatial areas, opera-
tional rules or demand patterns. Examples include disabled 
infrastructure components, reduced production capacity, 
unavailable transport links, resource shortages, heat stress, 
flooding, cyber-induced outages, disrupted supply routes or 
temporarily inaccessible regions.

Scenarios are organized through hazard classes. A hazard 
class defines a coherent family of scenarios that correspond 
to a specific type of threat or disturbance mechanism. Exam-
ples include drought, flooding, heat stress, cyber disruption, 
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Table 9  Schematic scenario–plan assessment matrix for a drought hazard class
Hazard class: Example drought Scenario weight Baseline/no planning Plan A Plan B Plan C
Scenario 1: moderate drought, short duration 𝑤𝑤1,𝐻𝐻 𝑲𝑲(𝑠𝑠1, 𝑃𝑃0) 𝑲𝑲 (𝑠𝑠1, 𝑃𝑃𝐴𝐴) 𝑲𝑲(𝑠𝑠1, 𝑃𝑃𝐵𝐵) 𝑲𝑲(𝑠𝑠1, 𝑃𝑃𝐶𝐶)
Scenario 2: severe drought, short duration 𝑤𝑤2,𝐻𝐻 𝑲𝑲(𝑠𝑠2, 𝑃𝑃0) 𝑲𝑲(𝑠𝑠2, 𝑃𝑃𝐴𝐴) 𝑲𝑲 (𝑠𝑠2, 𝑃𝑃𝐵𝐵) 𝑲𝑲(𝑠𝑠2, 𝑃𝑃𝐶𝐶)
Scenario 3: moderate drought, long duration 𝑤𝑤3,𝐻𝐻 𝑲𝑲(𝑠𝑠3, 𝑃𝑃0) 𝑲𝑲(𝑠𝑠3, 𝑃𝑃𝐴𝐴) 𝑲𝑲 (𝑠𝑠3, 𝑃𝑃𝐵𝐵) 𝑲𝑲(𝑠𝑠3, 𝑃𝑃𝐶𝐶)
Scenario 4: severe drought, long duration 𝑤𝑤4,𝐻𝐻 𝑲𝑲(𝑠𝑠4, 𝑃𝑃0) 𝑲𝑲(𝑠𝑠4, 𝑃𝑃𝐴𝐴) 𝑲𝑲(𝑠𝑠4, 𝑃𝑃𝐵𝐵) 𝑲𝑲(𝑠𝑠4, 𝑃𝑃𝐶𝐶)
Weighted hazard-class aggregate ∑𝑖𝑖 𝑤𝑤𝑖𝑖,𝐻𝐻 = 1 𝑲𝑲𝑯𝑯(𝑃𝑃0) 𝑲𝑲𝑯𝑯(𝑃𝑃𝐴𝐴) 𝑲𝑲𝑯𝑯(𝑃𝑃𝐵𝐵) 𝑲𝑲𝑯𝑯(𝑃𝑃𝐶𝐶)
Each cell contains a vector of separately reported KPIs; the final row gives their component-wise weighted aggregates. Scenario descriptions 
are illustrative and do not represent the experimental scenarios in Sect. 5

transport interruption, power outage or compound hazards. 
Within such a hazard class, individual scenarios can be 
generated or selected by parameterizing relevant distur-
bance dimensions, such as severity, duration, spatial extent, 
affected assets, timing, demand shift, resource loss or recov-
ery assumptions.

Scenario construction should distinguish uncertainty 
about event occurrence from uncertainty about impact 
mechanisms, model parameters and future system condi-
tions. Historical observations can inform this process but 
may not adequately represent unprecedented combinations 
or changing dependencies. Under deep uncertainty, sce-
nario sets should therefore support exploratory stress test-
ing rather than imply a reliable forecast distribution (Bankes 
1993; Kwakkel 2017). For a FRAMESS application, a 
structured procedure is to identify critical functions and 
unacceptable outcomes with stakeholders, vary relevant dis-
turbance and recovery assumptions, inspect combinations 
that cause failure, and revise candidate plans accordingly. 
Compound scenarios should preserve explicit assumptions 
about dependence between hazards.

Scenario weights are optional assessment inputs rather 
than a prerequisite for stress testing. Where probabilities 
cannot be justified, equal or preference-based weights should 
be labelled accordingly and supplemented by scenario-wise 
results, worst-case outcomes and sensitivity to alternative 
weights. Robustness is conditional on the explored uncer-
tainty set; it does not establish protection against all possible 
extremes.

The reference environment contains the baseline system 
configuration, including agents, resources, networks, envi-
ronmental conditions and default parameters. Scenarios 
represent disruptive changes to this reference configuration. 
Plans, in contrast, represent resilience-enhancing modifica-
tions such as additional assets, modified capacities, alter-
native routes, new storage facilities, microgrids, backup 
systems or changed operational rules. Simulation-based 
assessment then evaluates how different plans perform 
across the weighted scenario set of a given hazard class.

For each planning alternative, FRAMESS simulates its 
performance under the scenarios belonging to the selected 
hazard class. Each simulation run produces time-dependent 

outputs and aggregated key performance indicators. These 
KPI values can then be compared scenario by scenario 
or aggregated across the hazard class using the scenario 
weights, see Table 9. This enables the assessment of both 
scenario-specific performance and hazard-class-level 
robustness.

The weighted hazard-class aggregate allows planners to 
compare alternatives not only for individual scenarios, but 
for the hazard class as a whole. For a plan (P) and a KPI (K), 
the hazard-class-level value can be computed as a weighted 
aggregation over all scenarios in the class as in formula (1).

Weighted aggregate performance and robustness answer 
different questions. For a supply indicator, robustness 
assessment can report the minimum value across the tested 
scenarios and identify scenarios in which a stakeholder-
defined minimum service threshold is violated; for costs 
or losses, the relevant adverse extreme is the maximum. 
Low scenario weights must not conceal unacceptable out-
comes. These diagnostics should be reported separately 
from weighted averages, and failure frequencies within a 
constructed scenario set should not be interpreted as real-
world probabilities without an appropriate sampling basis. 
This approach is consistent with robust decision making, 
which examines where candidate plans fail across alterna-
tive futures (Lempert and Groves 2010).

The outputs of simulation-based assessment may include 
time series, spatial maps, agent-level states, resource-flow 
indicators, service continuity metrics, recovery curves, cost 
values, emissions, unmet demand, network availability 
and aggregated resilience indicators. These outputs can be 
assessed at the level of individual scenarios or aggregated 
at the level of the hazard class. The framework therefore 
does not require all objectives to be collapsed into a single 
score. Instead, it allows different resilience, sustainability, 
cost and feasibility criteria to be compared transparently, 
both scenario-wise and hazard-class-wise.

4.4  AI-assisted exploration and decision support

The complexity of resilience planning arises from the large 
number of possible hazards, system states, adaptation mea-
sures, and decision criteria. In FRAMESS, this complexity 
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Fig. 8  The three roles of agents in a 
socio-technical system: simulation 
agents representing system enti-
ties, optimization agents interact-
ing with FRAMESS to identify 
improved strategies, and human 
decision-makers defining objec-
tives, constraints, and acceptable 
solutions

 

is further increased by the combination of multiple disrup-
tion scenarios and alternative system configurations. Differ-
ent planning strategies may involve numerous combinations 
of assets, locations, capacities, operational rules, and budget 
constraints, making exhaustive manual exploration increas-
ingly difficult.

FRAMESS therefore incorporates AI-assisted meth-
ods as an exploration and decision-support layer on top of 
simulation-based assessment. The objective of AI is not to 
replace simulation, domain expertise, or human judgement. 
Instead, AI methods support the systematic exploration of 
large planning spaces and help identify promising adapta-
tion strategies.

As illustrated in Fig.  8, three different roles of agents 
must be distinguished. First, simulation agents represent 
the entities of the socio-technical system itself and describe 
the behavior of infrastructures, organizations, resources, 
or services. Second, optimization agents, such as rein-
forcement-learning agents, may interact with FRAMESS 
as a simulation environment in order to identify improved 
planning strategies. Third, human decision-makers remain 
responsible for defining objectives, constraints, assump-
tions, and acceptable solutions.

Reinforcement learning is particularly relevant for 
adaptation planning under uncertainty. In this context, 
FRAMESS serves as an interactive environment in which an 
optimization agent repeatedly evaluates alternative actions 
and receives feedback through KPI-based reward func-
tions. Possible actions may include adding assets, selecting 

locations, modifying capacities, or changing operational 
strategies.

To reduce the combinatorial complexity of planning 
problems, search spaces can be restricted through predefined 
planning grids, candidate locations, capacity classes, or 
other problem-specific constraints. Such approaches allow 
AI methods to efficiently explore large configuration spaces 
while maintaining practical relevance.

The resulting planning alternatives are evaluated using 
resilience, sustainability, economic, and operational indi-
cators. Candidate solutions can subsequently be compared 
using multi-criteria assessment methods, thereby supporting 
transparent decision-making under uncertainty.

Trustworthy AI-assisted planning requires explicit 
responsibility for both the analytical model and the deci-
sions informed by it. Domain experts should define and 
review system boundaries, dependencies, scenario assump-
tions and operational constraints; decision-makers should 
establish objectives, acceptable performance thresholds 
and the rationale for preference weights. Model developers 
remain responsible for implementation verification and for 
documenting limitations. AI-generated plans are candidates 
for review, and authority to approve or reject their imple-
mentation remains with the responsible organization. The 
required scrutiny should increase with the consequences 
of an erroneous recommendation, including independent 
review for consequential applications (Tabassi 2023).

To support appropriately calibrated reliance, candi-
date plans should be presented through their explicit 
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interventions, disaggregated KPI outcomes, relevant sce-
nario assumptions and comparisons with baseline and alter-
native plans. Users should be able to revise constraints, 
challenge recommendations and inspect cases in which a 
proposed plan performs poorly. Such evidence makes a rec-
ommendation assessable without implying that the internal 
reasoning of the learned policy has been explained. The aim 
is informed reliance rather than uncritical delegation of pro-
fessional judgement to AI (Lee and See 2004).

For an auditable application, an assessment record should 
link the model and data versions, scenario definitions, can-
didate constraints, algorithm settings and seeds, reward and 
assessment functions, proposed interventions, simulation 
outputs and the human rationale for selecting or rejecting a 
plan. The present demonstrator illustrates selected elements 
of this workflow through explicit warehouse configurations, 
repeated training, preference variation and human-specified 
partial plans. It does not establish a complete organizational 
audit process or empirically validate user trust, explanation 
quality or decision effectiveness.

4.5  Verification, validation and intended use

Credibility must be established at three distinct levels: veri-
fication and validation of individual model components; 
verification of their integration, including resource trans-
fers, process ordering and KPI calculations; and validation 
of the resulting decision support for its intended application. 
These levels require different evidence and cannot substitute 
for one another (Carson 2002; Sargent 2010). Stable train-
ing rewards do not validate the underlying supply-chain 
model, and successful model integration does not establish 
the suitability of recommendations for operational use.

The present study provides a simplified demonstration of 
simulation-based planning and AI integration. Operational 
application would additionally require comparison with 
relevant observations, expert assessment of model assump-
tions, analysis of consequential uncertainties and evaluation 
against the intended decision task. The results should there-
fore be interpreted as conditional planning evidence rather 
than as validated operational prescriptions or evidence of 
regulatory compliance.

5  Demonstration and results

To illustrate the capabilities of FRAMESS, a simplified 
demonstrator developed and used within the Smart Resil-
ience Technologies lecture is presented. The demonstra-
tor was intentionally developed as a teaching example and 
therefore focuses on a simplified apple supply chain. The 
demonstrator does not aim to represent the full complexity 

of real-world supply chains but rather serves as an educa-
tional and analytical example highlighting the core concepts 
of the framework, alternative system configurations, inte-
grated assessment, and AI-assisted planning. The use case 
focuses on the resilience of an international apple supply 
chain under climate change-induced drought scenarios. The 
objective is to evaluate how alternative warehouse configu-
rations influence supply continuity, logistics performance, 
and environmental sustainability under severe disruptions.

5.1  Case study description and system 
representation

The demonstrator represents a simplified international apple 
supply chain extending from overseas producers to super-
market distribution centers in Germany. The model captures 
harvesting operations, international transportation, Euro-
pean logistics, storage operations, and regional distribution 
activities. Climate-related disruptions can affect production 
capacities and propagate through the supply chain, thereby 
impacting downstream supply levels.

The following agents have been modelled:

	● Overseas suppliers
	● International transport agents
	● Port storage facilities
	● European distribution centers
	● Regional rail transportation agents
	● Retail distribution centers

Four apple-producing regions.are represented, alongside 
Europe as trading and logistics layer.

	● Chile
	● New Zealand
	● India
	● South Africa

The logistics system includes maritime transportation from 
supplier countries to the Port of Rotterdam, temporary cold 
storage operations, distribution through a European distri-
bution center, and final rail-based distribution to supermar-
ket distribution centers in Germany. Routing within Europe 
is performed on a real railway network represented within 
the FRAMESS transportation layer. Figure 9 illustrates the 
apple supply chain with its regarded agents and transport 
routes.

A globally distributed apple supply chain involves com-
plex coordination across multiple agents, flows, and con-
tingency mechanisms. The following conceptual model 
(Fig. 10) focuses on selected stages of the supply chain, from 
overseas suppliers via the European entry point through to 
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Fig. 9  Illustration of the apple supply chain: producing regions (ocher 
icons indicate suppliers, blue icons indicate ships), transportation 
routes (colored trajectories for ships, yellow for trains within Ger-

many), a strategic reserve warehouse (yellow icon), a central European 
hub for storage and order processing (yellow dot), and retail distribu-
tion centers (green icons)
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Fig. 10  Conceptual model of the apple supply chain: material flows, demand signals, and strategic reserve activation

 

regional distribution, illustrating agent interactions, mate-
rial and information flows, and the conditional activation 
of a strategic reserve during shortage situations. The model 
also tracks CO2 emissions and energy costs as system-wide 
outputs across storage and transport stages.

5.2  Hazard scenarios and adaptation measures

The disruption scenario considered represents a severe cli-
mate change-induced drought affecting major apple-produc-
ing regions. Drought impacts are modelled as harvest losses 
that become visible during the harvest season, although the 
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underlying climatic conditions occur earlier in the produc-
tion cycle.

The scenario assumes severe production losses across 
multiple supplier regions:

	● New Zealand: 100% harvest loss
	● South Africa: 100% harvest loss
	● Chile: 90% harvest loss
	● India: 90% harvest loss

These simultaneous production losses define a deliberately 
severe, hypothetical stress test. They are not presented as a 
forecast or as an empirically estimated joint drought event; 
their purpose is to examine supply-chain behavior under 
extensive production disruption.

To enhance resilience, additional warehouse facilities can 
be integrated into the supply chain network, with facilities 
placed at any of 130 possible locations. This is a location 
problem that aims to maximize supply while limiting CO2 
impact, which is known to be NP-hard (Church and ReVelle 
1974). We chose this to demonstrate decision support, as 
computing an analytic solution is intractable. Six warehouse 
configurations are available to choose from, differing with 
respect to:

	● Storage capacity,
	● Investment costs,
	● Operational characteristics,
	● Energy requirements.

Three warehouse types additionally include photovoltaic 
(PV) systems, enabling partial self-supply of electricity and 
reducing operational carbon emissions. This choice of ware-
house configurations makes this additionally an instance of 
a portfolio selection problem (Markowitz 1952; Melo et al. 
2009). While unconstrained continuous portfolio allocation 
problems can easily be computed, optimal subset selections 
from a discrete set of options are mixed-integer quadratic 
programs, which are known to be NP-hard (Bienstock 
1996).

The warehouse planning problem therefore represents a 
growing digital twin, where new infrastructure components 
can be introduced and evaluated without modifying the 
underlying simulation architecture.

The performance of alternative planning strategies is 
assessed using three key performance indicators:

	● Supply Level, representing the proportion of satisfied 
demand across the supply chain;

	● Logistics Electricity Costs, representing the cost of elec-
tricity required for rail transportation only;

	● CO2 Emissions, representing environmental impacts as-
sociated with logistics and warehouse operations.

The supply level indicator represents the average proportion 
of demand satisfied across all agents within the supply chain 
network. A value of 1 corresponds to complete demand sat-
isfaction, whereas lower values indicate supply deficits. 
Total CO2 emissions result from a combination of transport-
related emissions, generated as apples are transported by 
ship, by train within Europe, and emissions from the cool-
ing of warehouses. Rail transport energy costs are estimated 
by multiplying transported mass in tons by rail distance in 
kilometers and a constant coefficient of €0.003 per ton-kilo-
meter, summed over the simulated rail freight movements. 
This coefficient is an illustrative modelling assumption 
rather than an empirically calibrated tariff. The indicator 
excludes warehouse electricity costs, capital expenditure 
and other logistics cost components; it therefore does not 
represent total logistics costs. Both emissions and costs are 
only accounted for when apples are being transported.

Together, these indicators provide a simplified representa-
tion of resilience, economic performance, and sustainability.

For simplicity, the term Logistics Costs is used through-
out the remainder of this paper, although the indicator 
refers exclusively to the energy demand associated with rail 
transportation.

5.3  Assessment results

Three planning strategies were investigated. These strate-
gies can be interpreted as a simple resilience benchmark 
consisting of a baseline system, an expert-designed adapta-
tion strategy, and an AI-generated adaptation strategy.

Case A: Baseline System (No Adaptation Measures)
The first strategy reflects the existing supply chain with-

out additional resilience-enhancing measures. No new ware-
house capacities are introduced, and the drought scenario is 
directly applied to the baseline system configuration.

Case B: Manual Planning
In the second strategy, resilience enhancement measures 

were manually developed by a domain expert. Additional 
warehouses were integrated into selected locations based on 
expert judgement and supply chain knowledge.

The manually developed planning strategy improved 
supply continuity compared to the baseline configuration 
while introducing additional infrastructure and transporta-
tion costs.

Case C: AI-Generated Planning
The third strategy uses a reinforcement-learning-based 

planning approach. FRAMESS acts as a simulation envi-
ronment in which the learning agent explores alternative 
warehouse configurations and receives rewards based on 
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Table 10  Comparison of the KPIs for the three different cases
Case A 
(default)

Case B 
(manual)

Case C 
(AI)

Average supply level 0.808 0.89 0.933
Total CO2 emissions (kg) 480 561.33 564 337.17 608370.48
Logistics costs (€) 2 410.99 5 685.89 6 019.82

resilience and sustainability performance indicators and 
particularly learns a decision policy that improves supply 
continuity while limiting the associated CO2 emissions. The 
reward function used for training is computed as a weighted 
sum of the normalized average supply level, CO2 emissions 
from train transport, and CO2 emissions from warehouse 
cooling, with weights of 0.8, 0.1, and 0.1, respectively. The 
supply level is normalized relative to the baseline system, 
such that a value of 0 corresponds to baseline performance 
and 1 corresponds to full supply coverage. The normalized 
value for CO2 emissions from train transport captures the 
relative change in transport-related CO2 emissions compared 
to the baseline; positive values indicate a reduction, nega-
tive values an increase relative to baseline. CO2 emissions 
from warehouse cooling are normalized against a defined 
worst-case value and are bounded to the interval [− 1,0], 
meaning this component can never contribute positively to 
the reward and at best remains neutral. As the supply nor-
malization bounds supply from above, while emissions can 
grow unrestricted, a comparatively large weight is needed to 
ensure non-trivial solutions are found.

Logistics costs were not included in the reward, as they 
correlate closely with CO2 emissions from train transport, 
both being calculated as a function of transport distance 
and mass. They are nonetheless reported in the results to 
allow for a cost-based comparison across strategies. The 
combined reward is provided only once per episode, based 
on the cumulative effect of all interventions made during 
that episode, rather than as feedback after each individual 
decision. In the main experiments reported in this chapter, 
the weights were fixed, reflecting a prioritization of supply 
continuity over CO2-related criteria. The effect of alter-
native weightings is examined separately in Sect.  5.4.1. 
To reduce the combinatorial complexity of the placement 
problem, a predefined geographical planning grid was 
introduced. Candidate warehouse locations were restricted 
to grid cells, significantly reducing the search space while 
preserving spatial flexibility. AI-assisted exploration using 
reinforcement-learning principles then learned where, how 
many, and which warehouse types should be integrated into 
the system.

The agent was trained using Proximal Policy Optimiza-
tion (PPO), implemented via the Stable-Baselines3 library 
and was repeated across five random seeds to verify the sta-
bility of the learned policy. Across all seeds, training con-
verged to a stable reward plateau well before the full training 

budget was exhausted. Reported results are based on the ver-
sion of the trained policy that achieved the highest reward 
during periodic evaluations conducted throughout training. 
These evaluations were run on a separate instance of the 
environment, using the same configuration as the training 
environment but a different random seed, and consisted of a 
single evaluation episode each, without exploration. Further 
details on the training, including the hyperparameters used, 
can be found in the Supplementary Materials. Table 10 sum-
marizes the resulting values for each criterion of the three 
strategies under the reference scenario. Total CO₂ Emissions 
combines transport- and storage-related emissions. Logis-
tics costs refer to energy costs incurred during transport 
by train only. The AI strategy reported in this comparison 
corresponds to the placement configuration obtained in the 
majority of training runs (3 of 5 seeds; see Supplementary 
Material). Figure 11 shows the resulting warehouse place-
ments for all three strategies side by side. The AI-generated 
solution demonstrated the capability of FRAMESS to auto-
matically identify promising resilience-enhancing system 
configurations within large combinatorial design spaces.

Figure 12 shows a stacked bar chart comparing the aver-
age supply level, total CO₂ emissions, and logistics costs 
across the individual plans. Scores are computed using 
a weighted sum and linear normalization across the three 
strategies with weights 0.8 for average supply level, 0.1 for 
total CO2 emissions and 0.1 for logistics costs.

The post hoc MCDA score differs from the training 
reward: it combines average supply level, total CO2 emis-
sions and rail transport energy costs, whereas the RL reward 
combines supply level with separate train and warehouse 
emission components. Although both use numerical weights 
of 0.8/0.1/0.1 in the reference analysis, they do not repre-
sent the same objective function. The MCDA ranking is 
therefore conditional on its own criteria, normalization and 
preferences.

The AI planning strategy achieves the highest overall 
score, ahead of the manual planning and baseline system. 
This ranking is driven mainly by the supply criterion, which 
by far carries the largest weight. The baseline strategy per-
forms best on both CO2 emissions and logistics cost, since 
no additional infrastructure or transport is introduced. The 
AI, on the other hand, buys its supply advantage at the high-
est CO2 and cost, while the baseline buys low CO2 and cost 
at the expense of supply.

The comparison illustrates how FRAMESS can sup-
port resilience benchmarking by systematically evaluating 
the effects of alternative adaptation strategies on resilience, 
costs, and sustainability performance.
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Fig. 11  The three images show the grid for AI warehouse placement 
over Germany for the three cases A, B, and C from left to right. The 
green grid cells are valid locations to place one additional warehouse 
in. The dark green icons show the locations of the retail distribution 

centers. The yellow icons indicate the location of additionally placed 
warehouses for the according case. The AI case C to the right clearly 
shows a placement preference for additional warehouses in the region 
of Berlin

 

Fig. 12  Comparison of key 
performance indicators across the 
different plans, including average 
supply level, total CO2 emissions, 
and logistics costs, enabling direct 
visual comparison

 

5.4  Decision support and AI-assisted exploration

The demonstration illustrates how FRAMESS can support 
decision-making beyond the evaluation of predefined sys-
tem configurations. By combining planning, simulation, and 
integrated assessment, alternative adaptation strategies can 
be systematically compared within a common analytical 
environment.

While the presented example focuses on a simplified 
logistics system, real-world resilience planning frequently 
involves multiple stakeholders with differing objectives and 
constraints. The ability to represent interdependencies and 
evaluate alternative measures within a shared analytical 
framework therefore represents an important capability for 
future resilience management.

5.4.1  Pareto front analysis

A pareto front analysis is a useful approach to decision sup-
port systems for evaluating different objectives and evaluat-
ing the different trade-offs. We say a point in a solution set 
dominates another if it is better or equal in every axis. We 
say it strictly dominates the other point if it dominates the 
other point and it is strictly better than the other in at least 
one axis. A point is non-dominated if no other point domi-
nates it. Pareto analyses try to estimate the set of non-dom-
inated solutions. By definition, each element of this set has 
the property that, if a solution can be found that is strictly 
better in some objective, then that solution will be  worse 
in at least one other objective. For a thorough introduction 
into Pareto analysis, the reader may read any standard intro-
duction, e.g. (Ehrgott 2005).

Pareto fronts, and their approximations, can be visualized 
by plotting the objective function values of two objectives 
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Fig. 13  Trade-offs between supply 
level and CO2 emissions for plans 
obtained with different reward 
weights

 

next to each other. In our demonstration, we added the two 
CO2 measures together to form one axis, and plot these 
against the supply level. We note that this is not the normal-
ized objective functions used in RL training, but for mono-
tone normalization functions, the non-domination property 
is preserved. We also note that the mere addition of the 
emissions values of a single non-dominated point does not 
necessarily yield a non-dominated point in this combined 
objective; estimating such non-dominated points requires 
iterating over all relative weights for the emissions at a fixed 
supply weight and taking the optimal value from that set of 
results. This would require an order of magnitude more RL 
models, which time and resource constraints rendered infea-
sible in a demonstrative example, and the authors judged the 
simplified addition to be sufficient.

We can get different non-dominated solutions (or approx-
imations thereof) by using different weight functions in the 
RL solver. Each set of weights  leads to a different reward 
function, which in turn requires newly trained RL agents. 
Since training the agents is a limiting step, this needs to be 
precomputed in advance, once the modelling is mature. The 
user may then use these to explore the solution space.

Figure  13 gives a  graph  for  the  weights 0.65, 0.7, 
0.75, 0.8, 0.85, 0.9, 0.95 and 0.99 for supply met during the 
drought, with the complement weight split equally between 
transport and storage CO2. We refer to these models as 0.xx-
models, where 0.xx refers to the weight applied to supply, 
e.g. the 0.70-model is the RL model trained using a reward 
function that weighed supply with 0.7 and the two CO2 KPIs 
with 0.15.

The Graph was created by training respective RL models 
for each of the respective weights used in the reward func-
tion. Each RL was used to produce a plan, that was then 
put through a simulation in a drought scenario, to gather the 
KPI values. The CO2 values were summed in producing the 
pareto front.

The 0.65 weight produced a reinforcement model that 
added no warehouses, i.e. cost in CO2 at that weight domi-
nated any potential gains in supply level. With a weight of 
0.7, this balance shifted, and supply improved from about 
81% to about 91%. Thereafter, we see modest improve-
ment in supply at ever increasing  CO2  output.  We note, 
for both the 0.85- and 0.9-model a termination artefact led 
to suboptimal solutions, due to the final warehouse place-
ment being left out. We noticed this as the budget of 2 500 
000 had not been exhausted. This resulted from a training 
setup that did not explicitly enforce the termination flag to 
be an otherwise trivial action, i.e., in normal operation, no 
warehouse should be placed in the same step as the termina-
tion action, which was taken up in the policy network. As 
it was possible to recognize the final step that the model 
recommended, we added this final step manually to the plan, 
which led to near equivalent solutions to the 0.8-model.

Between the 0.95 model and the 0.99, we see some insta-
bility in the CO2 output. This is attributable to an RL arte-
fact. The low weight assigned to emissions means the model 
no longer places much value in these, and so the geographic 
placement of the warehouses becomes near random, at the 
cost of transportation emissions. At these weights, the geo-
graphic location of warehouses placements by RL cease to 
be meaningful, and we would recommend against weights 
larger than 0.9 to suggest solution candidates in this use 
case.

In training, supply is normalized to a function capped 
at 1, whereas the CO2 objective functions increase linearly, 
providing a natural saturation point for any set of weights 
against which we optimize (see Sect. 5.3). We note many of 
the weights give (near) equivalent solutions, which explains 
why 8 different models yield essentially 4 different points 
on the graph.

The full set of KPIs for the different models are given in 
Table 11.
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Table 11  KPI Values for each RL model
Supply 
weight

Transport 
emission 
weight

Storage 
emission 
weight

Aver-
age 
supply 
level

CO2 total 
(kg)

Logis-
tics costs 
(€)

0.65 0.175 0.175 0.808 480 561.326 2 410.988
0.7 0.15 0.15 0.911 568 469.221 5 276.157
0.75 0.125 0.125 0.911 568 469.221 5 276.157
0.8 0.1 0.1 0.933 608 370.478 6 019.816
0.85* 0.075* 0.075* 0.933 608 370.478 6 019.816
0.9* 0.05* 0.05* 0.933 608 393.542 6 019.816
0.95 0.025 0.025 0.938 635 611.558 7 664.547
0.99 0.005 0.005 0.938 626 955.354 6 790.183
*RL models with termination artefact; the last action suggested by 
the model was added manually, to ensure full use of the available 
budget

The goal of pareto front analysis is to offer the user a set 
of optimal points and leave the final selection of the appli-
cable solution to the domain expert or stakeholder.  In our 
example, the stakeholder might choose between doing noth-
ing, and one of the other three configurations that optimize 
against different weight produce.

Currently, the production of such alternatives is not yet 
natively supported in FRAMESS and is the subject of future 
work. Furthermore, the authors intend to fully support auto-
completion concepts  in pareto optimization, such that the 
user may place an arbitrary number of warehouses and cre-
ate a pareto-optimal set for this starting  point. As  the RL 
models were trained on empty base plans, it is uncertain 
to what extent such auto-completions guarantee optimal-
ity. The use of HELDA as MCDS to further analyze alterna-
tive solutions is supported, and such a pareto-optimal set can 
be further explored there.

The use of heuristic methods  may also be well suited 
for creating pareto approximations in this specific use case, 
which we leave for future work.

5.4.2  Robustness analysis

This section examines how the RL-based strategy behaves 
when other assumptions underlying its training are relaxed. 
Two complementary aspects are considered: the ability of 
the trained agent to incorporate an externally specified inter-
vention, and its behavior when applied to a scenario that 
differs from the one used during training. In both cases, the 
policy trained under the original reward weighting is used 
without modification.

5.4.2.1  Semi-RL planning: human specified intervention 
with RL completion  The RL agent evaluated autonomously 
selects all interventions of a planning episode and, under the 
given reward weighting, arrives at a single proposed plan. 
In practice, however, a decision-maker may want to con-

sider several viable alternatives rather than a single recom-
mended solution, for instance, to compare the RL-proposed 
plan against closely related alternatives in a subsequent 
MCDA-based discussion, or to explore the consequences of 
fixing one intervention themselves.

Semi-RL Planning addresses this by using the trained 
policy to generate such alternatives: a human decision-
maker specifies one or more interventions of the planning 
episode, and the trained policy completes the remaining 
steps. This allows a set of alternative plans to be generated 
that remain close to the solution originally proposed by AI, 
while reflecting specific interventions a decision-maker 
may wish to examine. These alternatives are compared 
to the original RL solution using the same MCDA scor-
ing approach, providing a basis for discussing trade-offs 
between the autonomous RL recommendation and human-
specified variants of it.

Semi-RL: Case A
In Case A, we assume a hypothetical logistics company 

has a location in mind that is well connected to their infra-
structure, in Hamburg. Building a warehouse there would 
save on capital costs, hence they commit to building a large 
photovoltaic warehouse there. They are interested in build-
ing further warehouses that would be close to optimal for 
the  supply  level,  logistics costs  and CO2  emissions  KPIs. 
The 0.8-model is used to complete the plan from their pre-
ferred starting point.

The RL-model suggests building four large warehouses 
without PV, placing three around Berlin and a fourth also 
near to Hamburg. Presumably, this  makes Hamburg self-
sufficient and so saves on transport emissions.

Semi-RL: Case B
In Case B, we modeled a scenario where external fund-

ing might be provided to place  4 small PV  warehouses: 
one around Hamburg, two around Berlin and one in 
Munich.  This might be subsidies  by  the government to 
improve carbon footprints. The same RL model is then used 
to suggest further locations for warehouses. It completes 
the portfolio by placing two large PV-enabled warehouses 
around Berlin.

Results
The KPI values for the various plans are shown in 

Table 12. We notice Case B has large CO2 emissions associ-
ated with storage, which presumably is due to the large num-
ber of small warehouses that lose efficiency. This also shows 
reduced average supply level. This motivates creating case 
C, where we place 3 large PV warehouses in Hamburg, Ber-
lin and Munich respectively. This results in an average sup-
ply level that is better than Case B, but still slightly below 
the default RL plan. CO2 emissions are much improved in 
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Table 12  The KPI values for the default RL and Semi-RL plans
RL planning Semi-RL: 

case A
Semi-RL: 
case B

Semi-RL: 
case C

Average 
supply level

0.933 0.933 0.894 0.911

Total CO2 
emissions 
(kg)

608370.478 610490.942 1 
432944.493

578105.407

Logistics 
costs (€)

6 019.82 6 213.63 4 980.57 5 799.97

Table 13  Resulting supply, CO2 emissions, and logistics costs for the 
training scenario and two alternative drought scenarios, using the RL 
policy based on the training scenario

Training 
scenario

Alternative 
scenario 1

Alternative 
scenario 2

Average supply level 0.933 0.928 0.907
Total CO2 emissions 
(kg)

608 370.48 666 046.93 127 444.59

Logistics costs (€) 6 019.82 6 923.83 3 572.0

Fig. 14  Comparison of key perfor-
mance indicators of the AI strategy 
across different scenarios. Scores 
are computed using a weighted 
sum and linear normalization 
across the three scenarios with 
weights 0.8 for average supply 
level, 0.1 for total CO2 emissions 
and 0.1 for logistics costs

 

this case, and transport costs are also better than the default 
RL plan.

The iterative approach shown in Semi-RL Case B and 
C show the iterative nature of simulated decision support, 
as the simulation showed the limitations of the initially 
intended policy, but supported in finding an alternative 
plan, that may have been acceptable to stakeholder and still 
achieved the desired policy goal of reduced CO2 emissions.

5.4.2.2  Sensitivity to scenario variation  The AI evaluated 
in the preceding chapters was trained under a single, fixed 
scenario. This section examines how well the resulting pol-
icy generalizes to scenarios with different underlying condi-
tions, without retraining.

Alternative scenario 1: The same production losses as 
in the base scenario, but assigned to the opposite pair of 
countries. This scenario holds the overall severity constant 
while testing whether the policy generalized to the underly-
ing problem structure rather than to the specific countries 
affected in the base scenario.

	● New Zealand: 90% harvest loss
	● South Africa: 90% harvest loss
	● Chile: 100% harvest loss
	● India: 100% harvest lossAlternative scenario 2: All four 

countries experience a 100% crop failure, representing a 
more extreme disruption than either of the two scenarios 
above.

Table 13 reports the resulting values for each drought 
scenario. Under alternative scenario 1, the policy maintains 
a supply level close to the training scenario at higher CO2 
and logistics costs. This suggests the policy generalizes rea-
sonably well to the underlying problem structure. Under the 
worst-case scenario, where all four countries experience 
total crop failure, supply drops further but remains com-
paratively high, while CO2 emissions and logistics costs fall 
sharply. This drop in CO2 and cost reflects a structural con-
sequence of the scenario itself, since a total failure across 
all four countries leaves fewer apples to transport. The rela-
tively high supply level retained in this scenario indicates 
that the policy continues to make reasonable placement 
decisions even under far more severe conditions than those 
seen during training.

While this analysis uses a single RL simulation, the 
results can be further expanded in a pareto optimal set, for 
comparison in an MCDA support tool, like HELDA (Müller 
2024).

Figure 14 shows a stacked bar chart comparing the differ-
ent KPI values of the AI strategy based on the default across 
the different drought scenarios, using the same weighted-
sum, linearly normalized scoring as before (0.8 for average 
supply level, 0.1 for total CO2 emissions, 0.1 for logistics 
costs). The AI strategy scores highest under the training sce-
nario, since it also achieves the highest supply level of the 
three and supply carries by far the largest weight. It scores 
lowest under the worst-case scenario despite the sharp drop 
in CO2 and cost, because supply is lowest there too, and 
the supply weight dominates the overall score. Alternative 
scenario 1 falls in between, close to but slightly below the 
training scenario. Overall, the policy trained on the default 
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scenario continues to perform reasonably well when applied 
to both alternative scenarios without retraining, though its 
overall score declines as conditions move further from those 
seen during training, reaching its lowest point under the 
worst-case disruption, where the drop in supply outweighs 
the reduction in CO2 and cost.

These experiments provide a limited sensitivity check 
within one drought family. They do not establish probabilis-
tic tail coverage, robustness across hazard classes or stabil-
ity of the ranking of multiple planning alternatives.

5.5  Multi-criteria decision analysis and trade-off 
discussion

The sensitivity analyses shown reflect a single underlying 
trade-off: supply, CO2, and costs do not improve together. 
Higher supply is generally associated with higher CO2 
emissions. Each strategy, either baseline, manual or AI gen-
erated and each weighting in the Pareto front analysis occu-
pies a different point along this trade-off; none dominates 
the others across all three criteria. The weight sweep behind 
the Pareto front analysis makes this concrete. At a supply 
weight of 0.65, the trained policy places no warehouses at 
all, since the CO2 and cost penalty outweighs any supply 
gain. At 0.7 this flips and supply jumps from 81 to 91%. 
Somewhere between these two weights, placing warehouses 
starts to pay off under the reward function. Past that point, 
pushing up the supply weight buys only small further gains 
in supply at growing amounts in CO2.

Furthermore, the scenario also shifts the trade-off. As 
seen in the sensitivity analysis to scenario variation, the 
same reward weighting can translate into different absolute 
trade-offs depending on which scenario is applied to. The 
ranking computed under one scenario does not automati-
cally carry over to another.

MCDA is especially valuable as a transparent decision 
support tool making explicit how a set of priorities trans-
lates into a preferred strategy and how sensitive the pref-
erence can be to, for instance, to the weight chosen. One 
of the main strengths is that it explicitly incorporates the 
preferences of decision makers into the evaluation, rather 
than assuming a purely objective solution exists. Subjec-
tivity is not eliminated but treated as a part of the method 
itself. Rankings can also be readjusted as external condi-
tions change, including social, political, or economic fac-
tors. Cost, for example, was often the dominant criterion in 
the past, while CO2 considerations carry more weight today. 
This method allows such shifts to be accounted for over 
time. Furthermore, rather than producing a single “best” 
solution, MCDA allows for a transparent comparison of 
different alternatives. The basis of each evaluation remains 
traceable. Another aspect is the discussion among decision 

maker groups regarding the meaning of individual perfor-
mance indicators. This allows different expert perspectives 
to be incorporated into the evaluation process. In addition, 
factors that are difficult to quantify can be included, such as 
citizen participation, social acceptance of the recreational 
value of landscape, for example, when a view is altered by 
infrastructural measures.

5.6  Framework flexibility and extensibility

Beyond the specific results above, the framework supports 
extension along several dimensions.

The solution method is decoupled from the simulation. 
This work uses three different approaches, a reinforcement 
learning policy, a greedy search procedure, and a random 
search baseline, on the same environment interface, with-
out changing the simulation, the reward computation, or the 
grid representation.

The framework is extensible to new entities: warehouse 
instances of an already-defined type can be added dynami-
cally, as shown throughout this work.

Extending the framework to new transport modes is con-
ceptually similar, provided the corresponding transport net-
work is made available to the simulation.

The relative priority given to supply, CO2, and cost is not 
fixed. Varying the reward weights produces different trained 
policies along a trade-off curve. Separately, the trained pol-
icy can be applied to scenarios it was not trained on without 
retraining or changes to the environment, indicating that 
scenario conditions are parameters of the simulation rather 
than fixed assumptions.

The MCDA scoring used to compare strategies is inde-
pendent of how each strategy was produced. Any additional 
strategy can be scored on the same criteria without changes 
to the evaluation itself.

The same trained policy can be reused beyond fully 
autonomous planning. It is used to complete a plan that a 
human has partially specified, rather than being retrained 
for that purpose.

6  Discussion

The increasing complexity of socio-technical systems cre-
ates challenges that extend beyond the simulation of indi-
vidual disruption scenarios. Future resilience management 
increasingly requires analytical environments capable of 
evolving together with the systems they represent while 
supporting the systematic evaluation of adaptation strate-
gies under changing technological, environmental, and 
organizational conditions. The primary contribution of 
FRAMESS is therefore not a new simulation methodology, 



1 3

   96   Page 28 of 31 Environment Systems and Decisions           (2026) 46:96 

but a semantic and extensible framework architecture that 
supports the continuous development, integration, assess-
ment, and exploration of growing and changing socio-tech-
nical system models.

6.1  Beyond static digital twins

Digital twins can support evolving representations and 
what-if analysis. FRAMESS emphasizes a related integra-
tion task: maintaining comparable reference, hypothetical 
and disrupted configurations within a shared, executable 
domain model.

FRAMESS addresses this challenge through FSMs 
and a semantic modelling concept that allows new agents, 
resources, subprocesses, dependencies, infrastructures, and 
assessment criteria to be incorporated without fundamen-
tally restructuring existing models. The explicit representa-
tion of operational capabilities through subprocesses further 
enables resilience analyses that identify not only affected 
agents but also disrupted functions and services under 
resource shortages or infrastructure failures. This modular 
architecture also facilitates the integration of distributed 
modelling expertise across organizations and disciplines, 
supporting long-term maintainability and extensibility.

6.2  Semantic integration and resilience-oriented 
planning

A central observation emerging from this work is that 
semantic consistency may become as important as com-
putational performance for future resilience analytics. By 
representing agents, resources, subprocesses, dependencies, 
hazards, adaptation measures, and assessment indicators 
within a common semantic framework, FRAMESS sup-
ports integration of heterogeneous models through shared 
representations; analytical consistency depends on veri-
fied mappings, compatible assumptions and tested process 
interactions.

This semantic foundation enables resilience assessment 
to move beyond the evaluation of isolated scenarios. Instead, 
alternative planning strategies and future system configura-
tions can be analyzed systematically under multiple hazard 
conditions, supporting transparent comparison of resilience, 
sustainability, economic performance, and operational fea-
sibility. Rather than replacing simulation, AI methods inter-
act with FRAMESS as a simulation environment to explore 
large configuration spaces and identify promising adapta-
tion strategies while maintaining simulation-grounded deci-
sion support.

Where observational data are integrated, future map-
pings to established vocabularies such as SOSA/SSN could 
improve exchange of sensor, observation and provenance 

information. Such mappings would complement the execut-
able domain model and require explicit semantic alignment 
and interoperability testing; they have not been imple-
mented or evaluated in this study.

6.3  Future AI extensions

The semantic architecture presented in this paper provides 
a foundation for AI capabilities that extend well beyond the 
demonstrator presented here. Current developments in arti-
ficial intelligence increasingly move from analyzing exist-
ing systems towards the automated synthesis, adaptation, 
and optimization of complex networked systems. Similar 
developments are emerging in areas such as infrastructure 
design, engineering optimization, and autonomous system 
design.

In this context, future AI methods may exploit the 
semantic representation of agents, resources, subprocesses, 
dependencies, and operational constraints to automatically 
generate consistent system architectures, resilient network 
topologies, alternative infrastructure layouts, resource allo-
cation strategies, and organizational structures. Rather than 
selecting among predefined alternatives, AI systems could 
iteratively generate, simulate, evaluate, and refine entirely 
new system designs while satisfying resilience, sustainabil-
ity, feasibility, and operational constraints.

Semantic representation further enables future AI-assisted 
vulnerability detection through the analysis of resource 
dependencies, network structures, subprocess interactions, 
and simulation outputs. Combined with simulation-based 
evaluation, this may support the identification of structural 
bottlenecks, critical components, and resilience-enhancing 
transformation pathways. Agentic AI systems could further 
assist model development, scenario construction, adaptation 
planning, explanation generation, and decision preparation 
while remaining grounded in simulation-based evidence. 
These capabilities remain important directions for future 
research.

6.3.1  Continual learning and GNN-based feature extraction

Since users in FRAMESS can introduce new hazard classes 
or modify existing hazard classes by adding, deleting, or 
modifying scenarios at different time points, future work 
will investigate AI methods capable of generating robust 
plans for multiple and modified hazard classes. A possible 
approach is continual learning, which would enable the 
reinforcement learning (RL) agent to adapt incrementally 
to these changes. This would allow the agent to incorporate 
new and modified hazard classes without requiring com-
plete retraining from scratch, while retaining knowledge 
acquired from previously learned classes (Ring 1997).
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In addition, a Graph Neural Network (GNN) (Zhou et 
al. 2020) will be explored as a feature extractor for the RL 
agent. In this representation, each node would correspond 
to an individual FRAMESS-Agent and incorporate its 
associated attributes, resources, and subprocesses as node 
features. In a previous project conducted by the authors, 
GNN-based representations demonstrated strong perfor-
mance, motivating their further investigation within the pro-
posed framework. The combination of GNN-based feature 
extraction and continual learning could improve both the 
representation of complex relationships within the system 
and the adaptability of the RL agent to an evolving set of 
hazard classes.

6.3.2  Hyperparameter optimization

Given that hyperparameters have a significant impact on the 
performance and quality of the proposed solutions (Tejer 
and Szczepański 2024), future work will also investigate the 
systematic optimization of the RL agent’s hyperparameters 
using tools such as Optuna (Akiba et al. 2019). This will 
enable an efficient exploration of the hyperparameter space 
and help identify configurations that improve the agent’s 
learning performance and overall effectiveness.

6.4  Implications for resilience analytics

The findings suggest a broader evolution of resilience 
analytics. The primary challenge is no longer limited to 
assessing how existing systems respond to disruptions but 
increasingly concerns the systematic exploration, compari-
son, and development of alternative future system configu-
rations. Analytical environments must therefore support 
continuous model evolution, semantic interoperability, 
resilience benchmarking, and AI-assisted exploration along-
side simulation-based assessment.

FRAMESS provides a semantic and extensible analytical 
environment for resilience analytics, resilience benchmark-
ing, and AI-assisted decision support in growing and chang-
ing socio-technical systems. While additional validation 
across further application domains remains necessary, the 
presented architecture demonstrates how FSMs, semantic 
modelling, multi-agent simulation, integrated assessment, 
and AI-assisted exploration can be combined within a uni-
fied framework supporting resilience-oriented transforma-
tion planning under uncertainty.

7  Conclusions

This paper presented FRAMESS (Framework for Systemic 
Risk Analysis and Exploring Sustainable Solutions), a 
semantic and extensible framework for resilience analytics, 
sustainability assessment, and decision support in grow-
ing and changing socio-technical systems. The framework 
addresses the challenge of continuously developing, inte-
grating, and evaluating evolving system models under mul-
tiple hazards while supporting the exploration of alternative 
future system configurations.

FRAMESS combines growing and Flexible System 
Models (FSMs), semantic system modeling, multi-agent 
simulation, scenario and planning management, integrated 
assessment methods, and AI-assisted exploration within a 
unified analytical environment. A key contribution is the 
semantic representation of agents, resources, dependencies, 
hazards, and adaptation measures, which enables consistent 
model evolution, interdisciplinary integration, and long-
term extensibility.

The demonstrator illustrated how the framework can 
support resilience-oriented planning and the comparison of 
manual and AI-assisted adaptation strategies under disrup-
tive conditions. While intentionally simplified, the applica-
tion demonstrates the broader potential of FRAMESS as a 
foundation for resilience and sustainability decision support 
in complex socio-technical systems.

As systems continue to increase in complexity and 
uncertainty, future resilience management will require ana-
lytical environments that connect simulation, assessment, 
decision support, and AI-assisted exploration. FRAMESS 
represents a step toward such integrated analytical environ-
ments by providing a flexible and semantic foundation for 
the analysis and design of resilient and sustainable system 
transformations.
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